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Editor's Note

Afteralong while, the Journal of Public and International Law of the F

aculty of law,
University of Abuja is back.

The goal of this publication is to provide answers to challenges being encountered
in our modern world through legal research. In this edition, topical issues were
discussed. An example is the discussions on the practice of surrogacy and baby

factorics in Nigeria, refugee burden sharing: A panacea for sustainable peace and
development.

[ believe that scholars and readers of this journal will find it to be of value.

Editor-In-Chief
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AN ASSESSMENT OF THE LEGAL RECOGNITION AND
IMPLEMENTATION OF ELECTRONIC EVIDENCE IN THE TANZANIAN
AND NIGERIAN JUDICIAL SYSTEMS

By

Rilwan F. Mahmoud
Hamza O. Abdulazeez

&
Oluwabusayo T. Wuraola

Abstract

This article appraises the reception of electronic evidence in African countries with a view
to evaluating the developments made with regards to legal recognition, authentication, and
ascription of some value of electronically stored information. This is achieved by analysing
the implementation of rules governing relevancy, admissibility and the ascription of weight
in judicial systems particularly in Tanzania and Nigeria in order to determine if and how
they have evolved in response to electronically stored information. The paper reveals that
these jurisdictions have a similar pattern of overcautious legislation whereby arduous
requirements and complicated hurdles of admissibility and authentication are enforced
because the courts are wary of admitting electronically stored information. Also, there are
several instances of multiple regulations which make it difficult to determine the
appropriate rules to apply in specific circumstances. The paper then makes
recommendations on how best to address some of the challenges facing judicial systems in
Africa noting that while piecemeal amendments might address some imme-diate evidential

challenges in these jurisdictions, a complete re-enactment of the rules governing electronic
information will be the most effective.

Introduction

With significant advancements in information technology around the world, 1t has been an
uphill task for judicial systems to meet up with the demand for fair and cffective
adjudication. It is well known that judicial systems are traditionally conservative especially

with regards to procedural rules and this can present a complication when faced with a type
of evidence that is not adequately defined by these procedural rules. '

%

LL.B.1L.M (llorin). BL, Ph.D. Candidate (University of Kwazulu-Natal, South Africa, 1s a lecturer with the Department
of Public Law, Faculty of Law, University of Horin, Ilorin, Nigeria. 08001 657374, mah n'mudgsgﬁu-‘xulgm.gnn]_ i
** LL.B.LL.M.BL,isa lecturer with the Department of Public Law., Faculty of Law, Unmiversity of llorin, Horin, Nigeru.

08036303160, hamzaokene(@yahoo.com 3 ! e _
***LL.B. LI M (llorin), BL. is a Lecturer with the Department of Private and Property Law, Faculty of Law, University of

Horin. Nigeria. 07061005025 wuraola.ot@unilorin.edu.ng _ ‘ ‘ :
L M. Wamey ~Admissibility of Electronic Evidence in Criminal Proceedings: An Outline of the South African Lega
Position™ hup: /go.warwick.ac.uk/jil/2009 1/ watney last accessed on the Sth o June 2010
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Today, the courts are faced with a multitude of evidence presented 1n digital form
raising new questions of authentication and value ascription.” This is not helped by
the fact that the processes of storing and transferring information have only gotten
more technical and complicated with time and this has led to the need for re-
cvaluation of the laws regulating electronic evidence in many jurisdictions.” Now
more than ever, the judges and legal practitioners need to acquaint themselves with
practical knowledge of how electronic messages are processed, stored and
presented otherwise electronic evidence will still be evaluated based on some of the
traditional rules of evidence thus increasing the chance of a miscarriage of justice.’

Both the Tanzanian and Nigerian judicial systems have shown a common trend of
amendments and re-enactments of laws governing evidence to accommodate
electronically stored information in these jurisdictions in recent times. The
Tanzania Evidence Act of 1967 was amended in 2007 by the Written Laws
(Miscellaneous Amendments) Act 2007 to include the admissibility of
electronically obtained information. There was also a complete transformation with
the mtroduction of the Electronic Transaction Act of Tanzania in 2015 which has
substantially improved the regulation of electronic evidence in Tanzania.’ In
Nigeria, the Evidence Act of 1990 was re-enacted in 2011 with substantial
amendments on authentication of computer-generated evidence.*

LEGAL RECOGNITION AND DEFINITION OF ELECTRONIC
EVIDENCE IN TANZANIA

The Tanzania Evidence Act (TEA) is the primary legislation for the regulation of
admussibility and weight of evidence in Tanzania. It is based on the foundational common
law procedural rules and modelled after the Indian Evidence Act 1872 retaining most of its
provision even after its repeal. The TEA, like many other Common Law jurisdictions, was

drafted before the technological revolution and it was not drafted with consideration to the
nature of electronically

s el

2. Ibid.
3. Tbid.

4. B Schafer and S Mason * < .o A0 Tk , | _
Eoilricva {201?]5?131 _T;‘:,T characteristics of clectronic evidence' in Stephen Mason & Danicl Seng (eds) Electronic

>- A.B. Makulilo “Th issibili
e Ad : 3 . : : A
documents? Thesic subTrif;::lg-{:; computer printouts in Tanzania: should it be any different than traditional paper

Technology ot & .- ¢ award of degree in master of laws (LL.M Information and Communication
€ Uniy : :
Electronic Transactions in o ;i:ﬂ; of Oslo, 2006 and Kassim Mmbaga_ Nyangarika 'Legal and Evidential Validity to

erspective’ Dissertation submitted in partial
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stored information.’ Consequently, it was inadequate in regulating electronically stored
information primarily because of the transient nature of electronic evidence i.e. the ease
at which it 1s capable of being altered.” The effect is that the criteria for what constitutes
primary and secondary evidence or what falls into real evidence or documentary
evidence might not wholly apply to electronically stored inform ation.’

An overview of the Regulation of Electronic Evidence in Tanzania

Legal recognition of electronic evidence in Tanzania came by way of an amendment to
TEA, 1967 by the Written Laws (Miscellaneous Amendments) Act 2007 "WLA,
2007' and the Tanzanian Electronic Transactions Act, 2015 (TETA) to include the
admissibility of electronically stored information. Sections 33, 34 and 35 of the
WLA, 2007 amended sections 40A, 76 and 78A of the TEA, 1967 respectively. This
inclusion introduced the recognition of electronic information stored as data in
electronic devices and also electronic information presented in the form of printouts.

It is worthy of note that the TETA, 2015 is not yet in force in Zanzibar because the
Zanzibar House of Representative has yet to consider accented to it." The Evidential
legislation currently in force in Zanzibar is the Zanzibar Evidence Act No 9 of 2016
which came into force on the 18" of January, 2017." Section 76 of the TEA amended the

definition of banker's books to include electronically stored information and now reads
as follows:

Banker's books' include ledgers, cash books, account books and any other

records used in the ordinary business of the bank or financial institution,
whether the records are in written form or a data message or kept on an

information system including, but not limited to computers and storage

devices, magnetic tape, microfilm, video or computer display screen or any
other form of mechanical or electronic data retrieval mechanism."

B ————e—————————————————————

7. A.B.Makulilo “The Admissibility of computer printouts in Tanzania: should it be any different than traditional
Paper documents?” Thesis submitted for the award of degree in master of laws (LL.M Information and
Communication Technology Law) of the University of Oslo, 2006

i

Ibid. Trust Bank Tanzania Ltd v Le-Marsh Enterprises Ltd and Ors (2002]) T.L.R 144

A. B. Makulilo *Admissibility of Computer Evidence in Tanzania™ Digital Evidence And Electronic Signature
Law Review, (2007) 56
Kassim Mmbaga Nyangarika 'Legal and Evidential Validity to Electronic Transactions in Commerce and Formation of
Contract: Tanzania Perspective' Dissertation submitted in partial fulfilment of the requirement for the Master of Law
degree in Information Technology and Telecommunication (LL, M IT & T) of the Open University of Tanzania. 2013
Although Zanzibar is part of the United Republic of Tanzania, it has a semi-autonomous gm'ernmem_called the
Revolutionary Government of Zanzibar as well as its own House of Representatives, which deal with non-union matters
tor Zanzibar. x r,
12, Alex B. Makulilo “The admissibility and authentication of digital evidence in Zanzibar under the new Evidence Act
Digital Evidence and Electronie Signature Law Review, 15 (201R) 48
13, Section 76 of'the TEA. 1967

10.
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- - p—. in the TEA, 1967." The
Another substantial milcstone was the inclusion of section 78./\ 1;1 ”.]l g S
section provided the much nceded legal recognition of electronically storc

data form and in printouts. Py |
film, computer, information

| trv in the books of a bank on micro ’ _
A el | or electronic data retricval

system, magnetic tape or any other form of mechanica o T
mechanism obtained by a mechanical or other process which in itsell en:

accuracy of such printout, and when such printout 1S supported by a proof

stipulated under subsection (2) of section 78 that it was made in the lilsual and
ordinary course of business and that the book is in the custody of the bank it shall be

received in evidence under this Act.

(2) Any entry in any banker's book shall be deemed to be primary evidence of such entry
and any such banker's book shall be deemed to be a “document” for the purposes of

subsection (1) of section 64."

The Impact of the Electronic Transactions Act on Evidence in Tanzania

The most relevant piece of legislation for the purpose of legal recognition of data message
in Tanzania is the Tanzanian Electronic Transactions Act, 2015 (TETA) which
expressly proffers legal force on data messages stating that 'In any legal proceedings,
nothing in the rules of evidence shall apply so as to deny the admissibility of a data message
on ground that it is a data message'." It also states that a data message shall not be denied
legal effect, validity or enforceability on the ground that it is in electronic format."’ The
salient consequence of these declarations is that not only does data message in whatever
form admissible in any legal proceedings in Tanzania, there is also the creation of some
functional equivalence of electronic and non-electronic records particularly as regards
evidential requirements such as relevancy, authentication, and nature.” TETA, 2015 seems
to confirm this functional equivalency thus:

An expression in a written law, including the terms "document", "record", "file",
"submit", "lodge", "deliver”, "1ssue”, "publish”, "write in", "print" or words or
expressions of similar effect, shall be interpreted so as to include or permit such
form, format or action in relation to an electronic ¢

| ommunication unless it is
otherwise provided for in this Act"

TETA, 2015 also introduced definitions of some crucia

I terms such as dat
g _ a, data messages
electronic signatures, electronic communications, : 8o

clectronic records, and originator. *These

14. Scction35ofthe WLA,2007
5. Ibid. :
16. Scction 18(1)TETA, 2015

17. Sectiond4 TETA, 2015

18. A. B. Makulilo “Admissibility of Computer Evidence ; ia Dipi :
it W p nce in Tanzania Digital Evidence and Electronic Signature Law

19. Section 11(2) TETA, 2015
20. Section3 ofthe TETA, 2015
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defimitions aid the understanding of the nature of information stored and produced

electronically and helps with determining relevancy, admissibility, and weilght to be
attached to same.

ADMISSIBILITY OFELECTRONIC EVIDENCE IN TANZANIA

A pertinent reform in the Tanzanian evidential rules is the introduction of the presumption

of authenticity of electronic systems and computers. The TETA, 2015 states that the
authenticity of systems in which electronic information is recorded and stored will be

presumed in any-legal proceeding in the absence of evidence to the contrary.” That, at all

relevant times, the system was properly operational and that where it was not, it can be

reasonably shown that the fact that it was faulty/ non-operational did not affect the integrity
of the electronic record.”

Another interesting presumption of the authenticity of electronic systems created by the
TETA, 2015 1s where it 1s established that the electronic information was recorded and
stored by a party to the proceedings who is adverse in interest to the party seeking to
introduce it or where it was so recorded and stored by a person who is not a party to the

proceedings, nor under the control of a party to the proceedings but acted in his/her ordinary
course of business.™

With regards to determining the admissibility of electronic records, the TETA, 2015 states
that evidence may be presented in respect of any set standard, procedure, usage or practice

on how electronic records were recorded or stored with regards to the type of business,
nature, and purpose for whick: the record was made.”

4

EVIDENTIALWEIGHT OFELECTRONICEVIDENCE IN TANZANIA

The eliciting of ascription value of electronic evidence as with other common law countries

i1s done at the trial stage after admissibility has been established to afford the opponents the
opportunity of disputing the evidence and testing its veracity.

The TEA, 1967 states that in estimating the weight to be attached to a statement admitted in
evidence in a civil or criminal proceeding, the court should take into consideration all
circumstances from which any inference can reasonably be drawn as to the accuracy of the
statement.” Electronic evidence in Tanzania is no different as the party presenting the

evidence must after admissibility, demonstrate the probity and value of the evidence as they
relate to the facts of the matter in question.

21. Section!8(3)ofthe TETA. 2015
22. 1Ibid.

23. Section 18(3)(b-c)ofthe TLLTA,2015

24. Section|8(4)ofthe TETA. 2015

25. Section 34A(3)and 34C (6)of the TEA, 1967
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nator was dentified.” With rt?gards to
15 states that where any written law

rmining admissib!

. cs that in dete o
The TETA, 2015 states th 'or the manner in

data message, the court should cons! "
generated, stored and communicated, 3
’ i’ ' > 011§
maintained and the manner I which th?ri %{)
a document in electronic form, the TE1A, requirement is met if it is
requires that a document should bz - an be shown that the integrity of the
: Zic form considering Tt (e Ayt £
produced in an electront Jined with the exception o
information contained in the' :
endorsements or inconsequential changes.

THE REGULATION OF SEARCH AND SEIZURE IN THE TANZANIAN

JUDICIALSYSTEM . |
As is the case with many other jurisdictions, the police do not have unfettered and

absolute powers to make searches and seiZures. The _ justiﬁcaiflon to se:arch a
member of the public in any circumstance is not a subjective exercise rather, it must
be on reasonable grounds. Reasonable grounds in the case ofa sear(?h and/or seizure
is of a high standard and must be above a mere belief but just uglgder irrefutable pm(?f
that the person searched is in the possession of an illegal item. If such a standard 1s
met, the person being searched has a right to be informed of the purpose of the
search or seizure and given as well as the details of the officer carrying it out.”

The Tanzanian Criminal Procedure Act, 1985 (TCPA) provides extensively for the
power of search and seizure.” Regarding the parameters for the seizure of articles
found on a suspect, the TCPA requires that only items that are potentially evidence
and are relevant to the suspected offence may be seized.”’ The Act also states that

articles that have been seized and brought as evidence to the court may be detained
until the conclusion of the case.”

As regards the admissibility of electronic evidence gotten from search and seizure
Ina criminal case, the Tanzanian Evidence Act in Section 40 A states as follows:

[nany criminal proceeding-

N
26. Section18(2)ofthe TETA, 2015
27. Section 20 ofthe TETA, 2015

28. Emmanuel .S. Criminal Procedure, | 1" Edit
29. Masawe A.A.F 'The law of crin;i 1tion New York 1990 a 34,

nal proced : : :
Department, 1980 at page 78 PRCECUIE with special reference to Tanzania' (1"
30. Section 24 of the TCPA grants the power to search retriev
' E'

- : and in safi
apparels to ibr: carried out by a police officer. of In special i place in safe custody,
TCPA provides for the power, in requjred o reumstances, by a private citi

grants the police, the power upon arrest i
Loe £l ! ¥ tﬂ Seﬂr & L] . Ll ™
31. See section 39 of the TCPA for the list 685 chand retrieye offensive weapons nicles while scction 28

relevant circumstances w
32. Section 44 of the TCPA

Edition) T. M. P. Book

here seizure may be carried gy %0 Sections 40, 41, and 42 of the TCPA for
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(a) [Apiece of] information retrieved from computer systems, networks or SEervers; or

(b) The records obtained through surveillance of means of preservation of information
including facsimile machines,

clectronic transmission and communication
facilities;
(¢) The audio or video recording of acts or

behaviours or conversation of persons
charged shall be admissible in evidence. *

This inclusion in the TEA by the Written Laws (Miscellaneous Amendments) Act, 2007
introduced the admissibility of electronic evidence seized in the course of a criminal
investigation which was previously absent in the Tanzanian legislation.

Search and Seizure under the Tanzanian Cybercrimes Act Of 2015 (tcca)

The TCCA, 2015 was enacted as a focused regulation on crimes committed via electronic
means such as Illegal access and interference, data espionage and a host of other

electronically related offences.” Part IV of the Act specifically deals with search and
seizure of computer devices, data, and other electronic communications.

Under the TCCA, a police officer may, upon being satisfied that there are reasonable

grounds to suspect that a computer system may be used as evidence in proving an offence,
search for and seize the system and secure the data stored on it.**

The act enjoins the officer carrying out the search and seizure to prepare a list of the items
and give a copy of it to the person having control of the computer system.” Also, where the
disclosure of data is required for the purposes of a criminal investigation the TCCA grants
the Police the power to issue an order to any person in possession of the device containing
the data, compelling the person to disclose it.”” In the alternative, a police officer may

request that the person submits a specific set of data that is in his possession or control in a
form that is legible and can be taken away.™

Legal Recognition and Definition of Electronic Evidence in Nigeria

The Nigerian procedural law has had a very slow jumpstart in the recognition and
regulation of electronic evidence and this has been because of the extreme caution and
overtly conservative approach to judicial reforms in the Country. As is the case with several
common law countries, the traditional procedural rules of civil or criminal law are not

33. Section40A of the TEA, 1967
34, Partll ofthe TCCA, 2015

35. Section 3] ofthe TCCA, 2015
36. Section 31(4)ofthe TCCA.2015
37. Section 33 ofthe TCCA, 2015
38. Scction 34 ofthe TCCA, 2015
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The Impact of the Nigerian Evidence Act, 2011 on Electronic Evidence

The NEA, 2011 brought about the much needed legal recognition for electronic evidence
particularly on statements contained in a document produced electronically with or without
human intervention.” The Act also broadly redefines 'document' to include film, lape,
soundtrack as well as any device by means of which infermation is recorded, stored or
retrievable with or without the aid of some other equipment.”’ The Act also states that for the
purpose of a statement contained in a document produced by a computer, it shall be taken to
have been produced by the said computer whether or not it was produced with or without
any human intervention.” The NEA, 2011 also states that information contained therefrom
shall be taken to be supplied to a computer if it i1s supplied to it in any appropriate form

whether it is supplied directly with or without human intervention by means of any

appropriate equipment.” What's more, where such data is supplied in the course of
activities carried on by any person or body with a view to its being stored or handled by an

electronic device operated by someone other than the person that supplied the data, the
information will be taken to be supplied to it in the course of those activities.™

Admissibility of Electronic Evidence in Nigeria

In determining the admissibility of evidence, relevancy is the primary requirement for
admissibility of evidence in Nigeria like other common law countries. The conditions
for relevancy are set out in Parts II and III of the NEA, 2011." The NEA, 2011
also specifically set out requirements for the admissibility of statements in documents
produced by computers. Statements in this category are admissible as evidence of the
facts contained therein if it is shown that the document containing the statements
was produced by a computer during a period over which it was used regularly to
store or process information for the purposes of any activities regularly carried on
over that period.” It must also be shown that the computer was operating properly or
if not, that in any respect in which it was not operating properly or was out of operation
during that part of that period was not such as to affect the production of the document

__h

45. Ibid. See also Anyaebos v R. T, Briscoe (1987) 3 NWLR (pt. 59) 84, 2 NSCC (vol. 18 pt. 2) 805 where the Supreme Court
held that a computerized statement of account is merely secondary evidence which will only be admissible as secondary
evidence upon the fulfilment of proper foundation.

46. Section 84 of the NEA, 2011

47. Section258 (1) ofthe NEA, 2011

48. Section 84 (5)(c)ofthe NEA, 201 |

gg gectiun 84 (5)(a)ofthe NEA, 2011

. Section 84 (5) (b) of the NEA, 2011 | A
S I : RE'E\’EHC}FE:II!{?EC{S, statements. admissions und i|“|]|'u|]u['|}' uthIIIL'd U\’ILIUIH.'L'- Sectons 410 36 NEA, 2011
32. Section 84 (2)(a) of the NEA, 2011
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other relevant particulars regarding the production of the document as well as his/her
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position in relation to the operation and management of the relevant device.

For the purpose of d
statement in this form,
computers used for the product
are being regularly used to carry ou
such a statement to be admissible, it sh

Although the legislative intention behind Section 84 of the NEJ.%, 20.11 1s to ensure that
statement in documents produced electronically are prima fac:ze reliable and represent
accurately, what was fed into the computer, the process set out 18 rather overarching and
overcautious. This was evident in Akeredolu & Anor. Vs. Mimiko & Ors where the Court of
Appeal, while affirming the decision of the trial tribunal, rejected a vital piece of electronic
evidence for not meeting fully meeting all of the requirements as set out by the NEA,
2011.”" The Court's justification read as follows:

Going by the foregoing provision it is discernible that the appellants who were
desirous of demonstrating.electronically the content of Exhibit P50A and P50B
Jailed to lay the necessary foundation regarding the condition of the electronic

gadget or computer they were going to use. To the extent that those conditions as

s;;’elt out;;n section 84 supra were unfulfilled, the demonstration ought not to be
allowed 3

Similarly, in Kubor vs Dickson, the Supreme Court rejected evidence of a newspaper and

ELT:;;;:?; fl‘r:?mha w;bsite of the Nigerian Electoral commission that have previously
o e | ::11 t ? it:lrlml court not.b.ecause they were not relevant or admissible in law but
y didnot tulfil the conditions set out in 84 (2) ofthe NEA, 2011 Tﬁe Court said:

ns set out under Section 84(2) of

| r fulfi s e '
>3- Section84(2) (c) and (d) of the NEA 2011 illed the pre-conditions |aid

54. Section 84 (3)of the NEA, 2011

55. Section 84 (4 .
56 Ibid ( Jofthe NEA 2011

3T. Akeredol & o (7,
8. Ibid, " Mimiko & Oy (2014)NWLR (p,
92013 ANWLR (py. 1345, $14 - 1388) 40>
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down by law, Exhibits “D” and “L” were inadmissible as computer-generated
. ()
evidence/documents.

The requirements of section 84 are very much similar to the requirements in the now
repealed Computer Evidence Act 57 of 1983 of South Africa which was also vilified for not
achieving its purpose due to its “over-cautious approach” in placing a high premium on
authenticity and reliability.” The requirements in the Computer Evidence Act were: an
authenticating affidavit establishing the reliability of the generated document, the
deponent to the authenticating affidavit must have been a person qualified in knowledge .
and experience of the particular system 1n question, s/he had to verify the facts if s/he had
control of the computer in the ordinary course of her/his business and if not, there would be
another affidavit deposed to by a person who had such control and access.”

EVIDENTIALWEIGHT OFELECTRONIC EVIDENCE IN NIGERIA

The requirements of admuissibility of electronic evidence in Nigeria like other common law
countries, do not automatically confer ascription value on the evidence. While
admissibility 1s predicated on relevancy to the fact of the case at hand i.e. the evidence is
deemed to have the potential to make the facts in issue more or less probable, the ascription
of weight involves a critical examination of the probity of the evidence in establishing the
truth or falsehood of the facts in issue. The eliciting of ascription value of electronic
evidence is often done by trial and maybe by demonstration in open court, this would also

afford the opponents the opportunity of testing the accuracy and veracity of the evidence by

cross-examination of a witness who is brought forth to speak to the truth of the content of
the evidence.” In Buhari v. INEC the court held as follows:

Weight can hardly be attached to a document tendered in evidence by a witness
who cannot or is not in a position to answer questions on the document. One such
person the law identifies is the one who did not make the document. Such a person
1s adjudged in the eyes of the law as ignorant of the content of the document.”

In determining the weight of electronic evidence it must not only be shown that the
evidence is admissible but also that its content is the truth of what it purports to be, thus any
witness speaking to it must be in the position of verifying its content as was pointed out in
Okereke v. Umahi & Ors:

e i e A O A A YL
60. Ibid,

61. M. Watney 'Admissibility of Electronic Evidence in Criminal Proceedings: An Outline of the South African Legal
Position' Journal of Information, Law & Technology m-u_:;’_fgn.wurwidg,y_.uk_{lllh'ﬂmg [/watney last accessed on the
18th June 2016: see also Section 65B (1) and (2) of the Indian Evidence Act, 1872

62. Section 2 of the Computer I vidence Act 57 of 1983 (South Africa)

63. Alhaji Onibudo & Ors v. Alhaji Akibu & Ors|1952] 7 SC 60

64. Buhariv. INEC (2009) 19 NWLR (pt 1120) 246. 391 -392
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| aliki for the exercise
of the team that came to Abakaliki for the exe 1

jal Tri sight € be att
the position of the trial Tribunal that no weight could

. . 6H5
was "ignorant of [their] content.

[t is pertinent to point out that it is not sufficient for the purpose *UfChCI“”g cvidential value fh?:'lt
a witness was brought to court to fulfil the requirements ol"scctror'} 84 of the NEA, 2011. Thls IS
because the purpose of a witness at that point is merely to certify tha‘t the statements in the
document produced electronically represent accurately, what was fed into .the computer. The
party presenting the evidence must after admissibility, demonstrate the probity and value' of the
evidence as they relate to the facts of the matter in question. This issue was brought to light in
Dickson vs Sylva & Ors® where the Supreme Court, overruling the trial court’s decision not to
allow a witness to return to the stand for the purpose of demonstrating the value of the already
admitted evidence. The Supreme court in reaching its decision aligned itself with the reasoning
of the Court of Appeal (which also overruled the trial court) as follows:

One may ask, if electronically-generated evidence is already an exhibit before the trial
Tribunal or Court, in this case, the DVD, was not to be demonstrated or played, what
was the purport of admitting it in evidence? Was it simply to dump it on the lower
Tribunal ... In the same vein, when it is an electronically-generated document which
has been admitted in evidence, upon fulfilling all pre-conditions and it is not taken as
read by consent, then it ought to be demonstrated or played to prove the facts alleged.
Otherwise, it remains a closed or 'sleeping' document, which is unusable and which

need not have been brought before the trial Court or Tribunal in the first place as it
would merely amount to clutter.”

#

Regulation of Search and Seizure in the N igerian Judicial System

Thf.a: ﬁEA, 2011, The Nigerian Criminal Procedure Act (NCPA), the Nigerian Administration of
Crlmllr_lal Justice f?ct (NACJA) as well as Nigerian Cybercrimes Act (NCA) of 2015 all set out
provision regulating the search and seizure of evidence in Nigeria. As is the case in other

Jurisdictions, a police officer is empowered to carry out searches and should any seizures be

made, they are obligated to keep in safe custody, the object of their findings.” They are also

enjoined to utilize reasonable etiquettes like th :
; € searching of a -
only another woman g woman should be carried out by

—
65. Okercke v. Umahi & Oy (2016) LPELR-4[JH35{SC}

66. Dicksonv Sviva & ¢ Jrs (201 € ’
ce ( :}LPEI.R-MZS?(S(.)

68 Section 6(1)of the Niperian ¢ rim:
NECran Criminal Procedure A es ¢
69. Secuon 107(2) of the NCPA b FORedUre AL, hapter 80 LEN, 199
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enforcement officer may upon the grant of a warrant by a court, seize and retain any
computer and electronic devices that may be relevant to the commission of a computer-
related crime.” The warrant. in this case, shall only be granted where there are reasonable
grounds for believing that the person or material sought to be seized has either committed
or 1§ preparing to commit an offence.”' The NCA, 2015 also states that where a seizure and
detention of this sort is effected in the course of secarch, a copy of the list of all the items,

documents, and other materials seized shall be made, duly endorsed and handed to the

AR/ AC
Fa¥ f_l.'!l

person on whom the search is made or owner of the premises where the search
12
conducted.

Admissibility of Illegally Obtained Evidence from Search and Seizure under the
Nigerian Evidence Act, 2011

The NEA, 2011 introduced the admissibility of improperly obtained evidence which was
absent from the previous Evidence Act.” Section 14 of the NEA., 2011 grants a court, the
power to admit evidence that will otherwise be inadmissible, provided it is satisfied that the
desirability of admitting the evidence is outweighed by the undesirability of admitting it,
regardless of the manner in which it was obtained.” Section 15 further provides for the
considerations the court must make before it admits illegally obtained evidence.”

Common Themes and Trends in The Reception of Electronic Evidence in Nigeria and
Tanzania

Both Nigeria and Tanzania have come a long way in recognising and regulating electronic
evidence particular in relation to search and seizure of evidence from electronic devices.

The. recent amendments to the Evidence Act in both countries show a trend of the
recognition of the nature of electronic evidence as distinct from other forms of evidence.

The two jurisdictions have taken the significant step of declaring admissible, evidence
obtained in a manner that will otherwise be inadmissible in recent amendments of their
Evidence Acts.” The implication of these provisions extends beyond admissibility of
certain evidence but the recognition of the transient nature of electronic evidence that

cannotalways be placed on the same footing as documentary evidence.
- SRR R

70. Section 27 of the NCA, 2015 and section 333 and 335 of the NAC) A, 2015
71. 1bid,

72. Section 28 of the NCA, 2015 and Section 337 of the NACJ A. 2015
73. Section 14 of the NEA, 2011
74. Ibid.

- 75. Scction 15 of the NEA, 2011 states that for the purpose of section 14, the matters that the court shall take into account

include, the probative value of the evidence, the importance of the evidence in the pr?ceedms. the ?anu:a of the relevant
offence, cause of action or defence and the nature of the ﬁubjﬂct-mmm‘r of the proceedings, the gravity of t:u impmpnf.l}'
or contravention, whether the impropriety or contravention was dellllwmm or I"Elfklﬂﬁﬂ. }vhuthur lnt::a I:L :t:nnpmnnd :;:E
(whether or not in a court) has been or is likely 1o be taken in relation to the nnpl':-"l‘ﬂﬂ? or con :
difficulty, if any, of obtaining the evidence without impropriety or contravention of the law.
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Limitations on the Regulations of Electronic Evidence in both Nigeria and Tanzanija

While there have been many pertinent amendments to the procedural rules in both Nigeria

and Tanzania, it is apparent that there «till remains a lot of room for growth on the regulation

of electronic evidence in both countries.

In Nigeria for instance, there are no evidentiary regulations on the admissi.bility and weight
of electronic data messages aside from section 84 of the NEA, 2011 which deals broadly
with 'computer-generated statements. On the contrary, Part IV of the Electronic
Transactions Act in Tanzania addresses the admissibility of electronic evidence but it is an
act designed specifically to regulate electronic transaction. It is in fact, very similar to the
South African Electronic Transactions Act, (ECTA), the United States of America’s

Uniform Electronic Transactions Act 25 of 1999, Canada's Uniform Electronic Commerce

Act of 1999, Mauritius' Electronic Transactions Act of 2000, Singapore's Electronic

Transactions Act 25 of 1998, Australia's Electronic Transactions Act of 1999, Bermuda's
- Electronic Transactions Act of 1999, and The Philippines' Electronic Communications Act
. 0f2000.” The provisions addressing the admissibility of electronic evidence in these acis

give legal force to electronic evidence and define a degree of functional equivalence

between electronic data and writing which can assist courts in how to receive electroni€
information.”

However, just like the ECTA, there is a lack of clarification in both Nigeria and Tanzania of
the differences between an orj ginal

and a copy of electronic evid ‘ While
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for functional equivalence which cssentially means that the law should treat paper-

bascd and clectronic transactions in the same way, without prejudicing cither or
- - . H.T
favouring one above the other.

The TETA, 2015 state that the requirement of originality will be satisfied if the data
message 1s capable of being produced, either in electronic or paper format and that
the integrity of the data message must be assessed by considering whether it is
complcte and unaltered and also considering the purpose for which it is generated.
[t is submitted that it 1s necessary to clearly differentiate between an original and a
copy of a data message because unlike documents in paper form, a data message on
an clectronic device may be transferred through different storage media or another
form of software causing it to undergo changes.”

Another limitation of both jurisdictions in the regulation of electronic evidence is
the lack of clarification as to whether data message as contemplated falls within the
classification of real evidence or documentary cvidence. Neither the Nigerian or
Tanzanian laws on cvidence make this distinction and scem to lump all forms of
clectronic evidence into their definitions of documents.

Conclusion

It 1s evident from the foregoing that although tremendous progress has been made,
both jurisdictions have a similar pattern of overcautious legislation whereby
- arduous requirements and complicated hurdles of admissibility and authentication
arc enforced because the courts are wary of admitting electronically stored
information. Also, there are several instances of multiple regulations which make it
difficultto determine the appropriate rules to apply in specific circumstances.

While both countries have taken positive first steps in the regulation of electronic
data messages, it is recommended that there should be specific legislation for the
regulation of clectronic evidence in both Nigeria and Tanzania so as to avoid
overlaps between evidence sought to be used for civil or criminal cases or to be used
exclusively for electronic transactions.
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