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ABSTRACT

The security and authentication
mechanisms incorporated in the Global
System of Mobile Network (GSM) make it
the most secure maobile communication
standard currently available, particularly in
comparison to the analog systems. GSM
security and encryption algorithm are used
to provide authentication and radio link
privacy to users on GSM network. Security
in GSM consists of the following aspects:
subscriber identity authentication,
subscriber identity confidentiality, signaling
data confidentiality, and user data
confidentiality. These various security
aspects are addressed by the wuser
authentication algorithm(called A3), the
signal encryption algorithm(A5) and the

encryption key generation algorithm(AS8).
Both A3 and A8 algorithms are similar in
functionality and are commonly
implemented as a single algorithm called
COMP128. In this paper, a computational
time complexity analysis of COMP 128 is
performed. It is shown that the running
time of user authentication algorithm
COMP128 is constant, meaning that the
number of executions of basic operationsin
COMP128 algorithm is fixed and so the
total timeisbounded by a constant.
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| INTRODUCTION best of the authors’ knowledge, even though

GSM (Global System of Mobile Network) isthese algorithms are very important, no
one of the most widely used mobile telephong®Mputational analysis has hitherto been
system. As communication with a mobild€formed on them. In this paper, a
phone occurs over a radio link it is susceptiblg®Mputational time complexity analysis of the
to attacks that passively monitor the airways®mbined —algorithm,  COMP 128, is

(radio paths). The security and authenticatigperformed.  This is a GSM  standard
mechanisms incorporated in the GSM make duthentication algorithm which may be used
the most secure mobile communicatio®y @ll networks which do not wish to develop

standard currently available, particularly irft Proprietary algorithm.

compgrlson to the. analog.systems. GSIﬂnalyzing an algorithm has come to mean
secquty and engryphon algorlthm gre us.ed tf)’redicting the resources that the algorithm
provide authentication and radio link pr'vaCXequires Occasionally resources such as
to us.ers on GSM ”et‘_’VOfk- Security in GSMnemory, communication bandwidth or logic

consists of the following aspects: SUbSC”bedates are of primary concern but most often it

identity authentication, ~subscriber identityls computational time that is always measured.
confidentiality, signaling data confldentlallty,Generally by analyzing several candidates’

and user data confidentiality. Several Securi%gorithms for a problem, a most efficient one
functions were built into GSM to safeguardCan be easily identified. Such analysis may

subscriber privacy. The GSM  specification, jicate more than one viable candidate, but
addresses three key security requirementsyyeral  inferior algorithms are usually

authentication, confidentiality and anonymitydiscarded The performance of any

There are three proprietary algorithms used B?'ogram/algorithm can be analyzed. By the

achieve authentication and confidentialityperform(,jlme of a program/algorithm we mean
These are known as A3, AS and A8 [4]. Wh”‘?he amount of computer memory and time

A3 is used to authenticate the SIM (Subscrib\?]reecled to run a program. There are two

Identity Module) for access to the ne'[V\'Orl%lpproaches to determine the performance of a

(user authentication algorithm), both A5 an?)rogram. One is analytical and the other is
A8 achieve confidentiality by scrambling theexperimental. In  computational analysis

data sent across the airways; A5 is the Sign&kalytical methods are used. while in
encryption algorithm and A8 is the encryptiorberformance analysis  experiments  are

key ~ generation algorithm.  Anonymity 'S conducted. The space complexity of a program

achieved by use of temporary identitie% the amount of memory it needs to run to
(TMSI). The A3 and A8 algorithms of GSM completion while the time complexity of a

are key- dependent one-way hash f_un_CtiO_nﬁrogram is the amount of computer time it
The GSM A3 and A8 algorithms are similar iNeeds to run to completion [3]. Time

functionality and are commonly implemente%omplexity is always needed to provide an
as a single algorithm called COMP128. To the
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upper limit on the amount of time the progranCOMP128 algorithm is fixed and so the total
will run, a satisfactory real —time response ariiime is bounded by a constant.

also to decide on which solution to use if there
are many alternatives based primarily on thlé'

performance difference among these solutiong, this section, the COMP 128 algorithm is

In general, the time taken by an algorithrrqescribed' The algorithm has been extracted
: from [4].

grows with the size of the input, so it is
traditional to describe the running time of a1y  (Load RAND into last 16 bytes of
program as a function of the size of its inpujppyt)

The best notion for input size depends on the

problem being studied for many problems such FOR i from 16 to 31

as sorting or computing Discrete Fourier
Transform, the most natural measure is the
number of items in the input. For example, the END EOR

array size nfor sorting. For many other

problems, such as multiplying two integers,

the best measure of input size is the totéf-1) (Loop eight times)
number of bits needed to represent the input in FOR i from 1 to 8
ordinary binary notation. The running time of
an algorithm on a particular input is the
number of primitive operations or “steps” (Load key into first 16 bytes of
executed. It is convenient to define the notiomput)

of step so that it is as machine —independently

COMP128 ALGORITHM

X([i] = rand[i]

I=n

FOR jfrom 0 to 15

as possible.
In [7], the computational complexity of an X[l = keyli]
algorithm useful in numerical analysis was END FOR

studied and it was shown that the algorithm
has a linear time complexity. In another paper
[8], an algorithm for finding the error pattern(2.2) (Perform substitutions)
of a uniform digital code was proposed and

analyzed. It was shown that the (asymptotic) FOR jfrom 0 to 4

time complexity of the PASCAL-like FOR Kk from 0to'2 1
algorithm is also of linear time. In the present _
paper, it is shown that the running time of FOR | from 0 to"2 - 1

COMP128 is constant, meaning that the
number of executions of basic operations in

m=1+k*2

n=m+2
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y = (X[m] + 2 * x[n]) mod*2

z = (2 * x[m] + x[n]) mod

2%
X[m] = table [j,y]
x[n] = table [j,z]
END FOR
END FOR

END FOR

(2.3) (Form bits from bytes)
FOR j from O to 31
FOR k from 0 to 7

bit [4*j+k] = the (8-k)th bit of
byte |

END FOR

END FOR

(2.4)
loop)

(Permutation but not on the last

IF (i < 8) THEN
FOR j from 0 to 15
FOR Kk fromOto7

next bit = (8 x j + k) * 17
mod 128

Bit k of x[j + 16] =
bit[next_bit]
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END FOR
END FOR
END IF

END FOR

The vector X[ ] consists of 32 nibbles, the first
8 of which are taken as the output SRES.

1. COMPUTATIONAL TIME
COMPLEXITY OF COMP 128
ALGORITHM

The time complexity of a program depends on
the factors that the space complexity depends
on. A program will run faster on a computer

capable of executingl®® instructions per
second than on the one that can execute only

10’ instructions per second. Some compilers
will take less time than others to generate the
corresponding computer code. Smaller
problem instances will generally take less time
than larger instances.

The time taken by a programis the sum of

the compile time and the run (execution time).

One way to estimate the time complexity of a

program or method is to select one or more
operations i.e through the use of operation
counts. Such as add, multiply and compare and
to determine how many of each is done. The
success of this method depends on the ability
to identify the operations that contribute most

to all the time complexity.

Another way to estimate the time complexity
of a method or program is through the use of
step count. In step count method, we attempt
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to account for the time spent in all parts of thé. Assignment takes a constant time
program/method. The step count is a functio® (k);

of the instance characteristics. Although any

specific  instance may have several’® havenO(k F ©(nk) where n =16
characteristics (e.g the number of inputs, the
number of outputs, the magnitude of the inputs

and outputs), the number of step is computegd assignment takes a constant tig)
as a function of some subset of these.

T,= O(nk)

nj ©(k) wheren=8andj=16
Let f(n) and g(n) be two non-negative

functions. Then g(n) is said to be\thh give at mos@(nzk )

asymptotically bigger than f(n) iff f(n)/g(rR}0

as n—oo [3]. The notation f(n) = O(g(n)) , T,= O(n%k),

where O is called ‘big oh’, is used when f(n) is

asymptotically smaller than or equal tc?-2 assignment , addition , multiplication
g(n)(which means g(n) is asymptoticallyand modulo each take constant ting@¢k),
greater than or equal to f(n)) i.e g(n) is an
upper bound for f(n). More rigorously, f(n) =
O(g(n)) iff there exists positive constants ¢ and
np such that f(nx cg(n), for all n> ny . Apart
from the ‘big oh" which i§ the most frequer}tIyTsz O(n*k)

used asymptotic notation, other notations

include omegac®), theta @), ‘little oh’(0) and 2.3  assignment takes a constant ti®@ek)
little omegap). Now, f(n) =Q(g(n)) if f(n) is

asymptotically bigger than or equal to g(n)wheren jk ©(k)= ©(n°k) wheren=8, k=
This means g(n) is an asymptotic lower boun8, j = 32

for f(n). f(n) = ©(g(n)) iff there exist positive T,= ©(n%k)

constants cand ¢, and i, such that g(n)<

f(n) < cg(n), for all n > . i.e f(n) can be 2.4 assignment , addition , multiplication
bounded both from above and below by theodulo take constant times (k)

same function g(n), which implies that both of ' , _
the following are valid: wheren jk O(k)= ©(n°k) where j=16, n =

8, k=8
f(n) =Q(g(n)); f(n) = O(g(n))

The computational time complexity analysis of
COMP128 algorithm is performed below.

wheren jk| ©(k)= O(n*k) ,

j=4,k=2%=16, I=2"=16

T.=0(nk)
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Finally, T (n) =T ,+T,+T +T,+T, depends on the total bytes occupied by the

number of microprocessor instructions codes,

= the bytes of external memory, the bytes

O(nk) + O(n*k) + O(n*k) + O(n*k) + O(n°k) occupied by the variables used in the
instruction codes.

O(n*k) wheren < 32 _ _
In conclusion, GSM has experienced a lot of

O(n*k )n=32 security breaches, despite all the breaches

GSM is by far more secure than previous
since nhas an upper bound which is 32 i.e wanalog cellular systems and continues to be the
cannot have more than 32 loop and so theost secure public wireless standard in the
running time is constant. world.

T (n) = O(k) POSTSCRIPT
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