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ABSTRACT

Cloud Computing (CC) offers a lot of services that are widely used in Information Technology.
These services include sharing of data, information applications and infrastructure, cost
reduction, increased storage and flexibility. Despites these services and benefits that CC
provides to its user. However, unreliable security, data redundancy and disaster recovery are
some of cloud computing challenges. With the existence and introduction of several data
security technique, intruders or hackers do not relent in their efforts in developing means of
accessing private and important data in the cloud. There are different approaches for securing
data in the cloud such as cryptography, steganography, and digital watermarking and so on.
This paper presents the combination of Blowfish algorithm (symmetric cryptography) and font
properties text steganography to improve the security of data stored in the cloud. Blowfish as
a fast and secure symmetric cryptography algorithm was used to change the readable secret
data known as plaintext into unreadable format known as cipher text, and then text
steganography was applied to the cipher text to change the visibility of the cipher text. The
experimental results obtained showed that the proposed system provides reliable security for
documents that are store in the cloud.

Keywords: Cryptography, Steganography, Digital Watermarking, Cloud Computing,
Security.

1.0 INTRODUCTION the services is unreliable data security [1].

Cloud computing (CC) is becoming more Cloud computing encompasses ac_tivities
popular and widely used in Information such as the use of social networking sites and
Technology. Cloud Computing is an internet ~ Other forms of interpersonal computing;
based technology that deals with distribution ~ however, most of the time cloud computing
of data, information, applications and is concerned with accessing online software
hardware. However, cloud computing have ~ @pplications, data storage and processing
some challenges, one of the major challenges ~ Power. Presently, there are different modern
that cloud users encounters while using ~ approaches of securing data in cloud
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computing, they are  watermarking,
steganography, cryptography and so on
[2].Cryptography is a technique in the field
ofmathematics related to aspects of computer
and information security. Cryptography is
used to protect data and information through
the method of transforming or changing data
and information from its original or readable
format (known as plaintext) to an unreadable
format known as cipher text [3]. There are
different types of algorithm used for
cryptography such as DES, AES, RSA, and
Blowfish and so on. Blowfish algorithm is a
symmetric block cipher with a 64-bit block
size and variable key length from 42 bits to
448 bits [4]. According to [5], Blowfish is
one of the fastest block ciphers which have
being developed to date. The performance of
Blowfish algorithm in terms of the
throughput, processing time and power
consumption makes it superior compare to
other symmetric cryptography algorithms
such as Advance encryption standard (AES),
Data encryption standard (DES), RC4 and so
on.

The term “Steganography” can be
referred to as sending a secret message while
hiding it existence [6]. Although,
steganography is a security approach but it
can also be wused to complement
cryptography. According to [7], to guarantee
additional security to a stenographic
communication, the message can be
compacted and encrypted before being
hidden in the carrier. Steganography are of
four types namely image, audio, video and
text steganography. In this paper, our focus
in this study is on text steganography. Text
steganography is the changing of the format
of an existing text, words within a text,
generating random character sequences or
using context-free grammars to generate
readable texts. Due to deficiency of
redundant information which is present in
image, audio or a video file, text
steganography is believed to be the trickiest
technique [8].
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2.0 Related work

[9] presented a simulation result of the
comparison between DES, Blowfish and
AES in 2011. The result also shows Blowfish
performs better compare to other common
symmetric algorithms used. It was concluded
that no security weak points has been
identified so far for Blowfish algorithm
which gives it high priority when it comes to
selecting an algorithm.

In highlighting the strength of Blowfish
algorithm, [10] work on the performance
analysis of cryptography algorithms in 2014,
It was concluded that the performance of
Blowfish is better than AES, DESX in terms
of encryption and decryption process of
.EXE and .DOC file.

A novel text steganography system was
proposed by [11]. In this approach, he used
font color of the invisible character in
Microsoft word documents to hide the
visible characters. It was discovered that the
capacity of the method is very high because
it hides 3 bytes of data in every invisible
character, and it was concluded that the
method is a good choice for text
steganography.

The authors in [12] investigates the
security issues and challenges in cloud
computing. This paper introduces a detailed
analysis of the cloud computing security
issues and challenges focusing on the cloud
computing types and the service delivery
types. Experimental analysis show that cloud
computing has the potential to become a
frontrunner in promoting a secure, virtual
and economically viable IT solution in the
future.

The authors in [13] propose an effective
and flexible distributed scheme with two
salient features, opposing to its predecessors.
By utilizing the homomorphic token with
distributed verification of erasure-coded
data, our schemeachieves the integration of
storage correctness insurance and dataerror
localization, i.e., the identification of
misbehaving server(s).Unlike most prior
works, the new scheme further supports
secureand efficient dynamic operations on
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data blocks, including: dataupdate, delete
and append. Extensive security and
performanceanalysis  shows that the
proposed scheme highly efficient
andresilient against Byzantine failure,
malicious data modificationattack, and even
server colluding attacks.

is

The authors in [14] implement a
Steganography method using Unicode
system characteristics in  Ms- Excel

document. The hiding capacity of their
method is very high; they hide "1" bit in each
number in Excel sheet because the approach
has an excellent perceptual clearness because
the stego text which the user sees is exactly
similar to the original text. However, the
approach is limited to hide data in electronic
documents (e-document).

[15] implement a family of customized
Cryptographic schemes known as Hiding by
Symbols (HSym), Hiding by Coding
(HCod), Hiding by Number (HNum), and
Hiding by  Phrase (HPhs) and
Steganographic ~ schemes  Hiding by
Meaning:(HMea), hiding by Abbreviations
(HAbr), and Hiding by Emoticons (HEmt)
for text hiding in OLST (online short text).
These schemes are evaluated in terms of their
security and their performance with regard to
metric that address the particular
characteristics of OLST hiding rate. In their
research, all implemented schemes are
proved to be at least computationally secure,
and their performance in terms of hiding rate
justifies their applicability in social
networking tools that utilize OLST.

In [16], Khaurana & Gupta proposes a hybrid
system for cloud security. RSA was used to
secure User’s Identification and
Homomorphic was used for security of data.
The method was very secure for both the
user’s identification and data on the cloud.
Also, it has a great ease of use and versatility.
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3.0 Proposed Method

The architecture of the propose system is
show in figure 1. The architecture follows a
steganography approach based on text
steganography  before  the  Dblowfish
encryption is applied on the cipher text to
obtain the secret document. The secure
document is sent over the internet and the
receivers decrypt the document.

The breakdown of the entire process of the
method used in this study is stated as
follows;

Step 1: Select and Extract content from
secret document.

Step 2: Generate secret key using Blowfish.

Step 3: Apply Blowfish Encryption to the
content extracted using the generated key.

Step 4: Select cover document and extracts
properties.

Step 5: Determine the color of invisible
character such as white space or paragraph
from Step 4.

Step 6: Apply the font properties obtained in
Step 5 to the cipher text.

Step 7: Append the invisible cipher text to
the content of the cover document to
generate a stego document.

Step 8: Send the stego document to the cloud.
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Figure 1: Architectural Design of the combined system

4.0 RESULT
The figures 2-9 shows the interface of the new developed system as well as the stego document
generated

4 SECURE DOCUMENT

—
\\ | SECURE FILE }

Figure 2: The Secure File Interface
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A SECURE DOCUMENT = = ==

| M testing file

©) cover doc.docx

Flle Name: | secret goc.aocx

Files of Type: | Al Files

(omen ] [ cancer |

l 'y sSEcurE FriE J

Figure 3: User selecting document to be secured

AOLATUNDE YUSUFRDocumentsitesting file\secret doc.docx
S\OLATUNDE YUSUF\Documentsitesting file\cover doc.docx

‘ '\ SECURE FILE ‘

Figure 4: Document selected and ready for secure operation.

Click YES for .docx
or NO for .pdf

Figure 5:User asked to select the type for stego document
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Table 1: The analysis and evaluation of result using generated stego document

Size of File Possible Visual Attack Reliability
Stego Higher than pdf format but | Grammatical Error
Document in | Lower than original document | Attack, No of Pages,
docx format Words  Count & Very low
Paragraph Gap
Stego Lower than both docx format
Document in | and the original document _
pdf format None High

5.0 CONCLUSION

The developed system provides a reliable
security for document that is intended to be
saved in cloud. The combination of
cryptography and text steganography
technique empowers the system and makes it
suitable for use by both individuals and
organizations irrespective of the sector. The
text steganography help to increase the
volume of information that can be hidden.
Stego document of the combined system can
be generated in .docx and .pdf format.
However, the stego document generated in
.docx is prone to visual attack such as
number of pages, Grammatical Error Attack
(GEA) and words count but stego document
generated in pdf resist this visual attack
which makes it a better choice to choose
when using this combined system. The future
study for this research would be to make use
of Microsoft word document containing
images and tables as well as other Microsoft
document such as Excel, Power Point and so
on needs to be address because this study
only pays attention to Microsoft word
document containing text only.
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CONCLUSION

This work presented a malware detection
system using Adaptive  Neuro-Fuzzy
Inference System. It was based on extracting
both the API calls and N-gram inside each of
the executable files. IDA Pro disassembler
was used to disassemble the executable file
and the result was passed into the database
using a plugging called Ida2python and
Ida2Sql. Features selection was used to
prune down the number of our parameter to
five. Those five parameters were used to
train ANFIS, SMO, Naive Bayes and
Random Forest. As shown from the
experimental result, the detection accuracy
of ANFIS classifier outperform others
classifier. This offers a promising approach
in zero day attack detection. Since ANFSMD
can deal with many of the zero day attacks,
we intend to expand this approach to develop
a self-healing based malware detection
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