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Olaronke O. Fagbola

Chapter 4

The Prospect of Blockchain Technology

Adoption in Academic Libraries: An
Overview

Abstract: Libraries of the twenty-first century

are technology-driven. The Fourth
Industrial Revolution (4IR)

‘ is gradually evolving, and the world of work is under-
going massive technological transformations, innovations, and advancements due

to the adoption of cutting-edge advanced computing technologies such as artificial
intelligence, cloud computing, big data analytic, the Internet of Things (IoT), and
blockehain technology among others for the day to day management of business
operations. Libraries, most importantly academic libraries, being the reservoirs /
repository of knowledge, are no exception to this development. The hallmark of
blockchain technology remains transparency, high-level accuracy, security, and
support. Thus, its adoption and deployment for library operations and manage-
ment would bring about far-reaching implications for the future of academic li-
braries by promoting high-level security, accuracy, support, and transparency.

Blockchain technology can find application in academic libraries for the creation
of an enhanced metadata system, provision of unrestricted access to digital contents
and print collection to all possible users in participating library systems, while man-
aging risk to ensure that the privacy, and personal identity of each user(s) are se-
cured, and protection of digital-first sale among others. In the long run, these would
enhance the relevancy of academic libraries in the unfolding 4IR era. This chapter
provides an overview of what blockchain technology is all about, its application, fea-
tures, models, use, challenges, blockchain technology and libraries, and prospects of
its applications in academic libraries. The purpose is to help the readers understand
how the blockchain technology works, and benefits academic library operations,

Keywords: Academic library, Adoption, Blockchain, Prospect, Technology, Nigeria

Introduction

The Fourth Industrial Revolution (4IR) is gradually evolving, and the world of
work is undergoing massive technological transformations and advancements
due to the adoption of cutting-edge computing technologies such as artificial intel-

https://doi.org/10.151 5/9783111176987-004
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Furthermore, the blockchain technology is a decentralized, transparent, trace
able, and resistant platform, that enables the shaving and consuming of comput-
ng resources; and delivering computing capabilities anytime (Hasavarl & Song,
2019, p. 159: Benton & Radziwill, 2017, p.42), 10is a new type ol data structure and
digital information stoved ina public database; secures the integrity of a network,
and essentially coditying the ‘truth’ and eliminating the need for ‘trust’. However,
it may reduce information asymmetries between people with increase transpar-
ency: ultimately. helping in building trust between the people and the autono-
mous systems (Fuchs, 2019, p. 1; Benton & Radziwill, 2017, p. 42).

Driving greater transparency and substantiating the accuracy of transaction
data across the digital information ecosystem are the hallmarks of blockchain
technology. Thus, the potential applications of this novel technology are practi-
cally endless. The technology can be used independently in various use-cases and
markets, ranging from insurance, manufacturing, and finance, to supply chain
management, education, and health (Sultan et al., 2018, p. 54). The authors stated
further that it could find applications in industries that involved transactions and
assets management. Also, blockchain has the potential to help minimize counter-
party risk, reduce settlement times, improve contractual term performance, and
increase transparency for regulatory reporting (Charteredaccountantanz.com,
2017, p. 2). However, Efanov and Roschin (2018, p. 119) warned that the technology
is poised to disrupt many business models which rely on intermediaries (the crux
of blockchain business applications) by facilitating the creation, management,
and transfer of digital assets through automated validation rules, cryptographi-
cally verified rights and ownerships, and the validation of transactions without
requiring intermediaries.

Libraries of the twenty-first century are technology-driven, and coupled with
the development in Web technology which has created a friendlier, social, and
fun environment for accessing, retrieving, sharing, and disseminating informa-
tion to diverse users; libraries are consistently undergoing a paradigm shift
through the digital transformation of their operations and services (Konappa,
2014, p. 1). Thus, academic libraries in particular, and libraries generally stand to
benefit massively through the adoption and deployment of blockchain technology
for library operations because blockchain is a decentralized, and distributed com-
puting protocols designed to provide access to digital contents and ensure its in-
tegrity. For instance, academic libraries have a significant opportunity to use
blockchain technology to advance privacy for users, increase collaboration, and
transform the way they work with each others and their communities (Meth,
2020, p. 1). Furthermore, the transactions on the blockchain could ameliorate the
need for documentation, duplication, third-party intervention, and remediation.
Hence, it could revolutionize academic libraries and drive industry and econom-
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10y because 1ty secure, fast, trustworthy, immutable, and provides transparent
public and private solutions (Zubaydi et al,, 2019, p. 3).

Indisputably, Fuchs (2019, p. 20) opined that the pace of global technological
changes and development keeps accelerating; however, the adoption of block-
chain technology will take time and likely will follow a trajectory similar to the
Internet around the mid 1990s. He observed that although some benefits are real-
izable in the short term, it would take decades for blockchain’s full potential to be
reached. Essentially, the blockchain technology is one of the pillars of the 4IR; an
invisible enabler, unlike the Artificial Intelligence, IoT, and Big data analytics,
among other more visible digital technologies. Arguably, libraries are not left out
of the digital tsunami sweeping across every facets of human endavour and activ-
ities. It is against this background, that this chapter examines the prospects of
Blockchain technology adoption for library services; and as a game changer in
the operations of academic libraries in Nigeria. More so, this chapter provides an
insight on the Block chain technology, its benefits and how academic libraries

can leverage on the technology in upscaling library operations, enhance service
delivery and reduce operational cost.

The Blockchain Technology: An Overview

The blockchain is a revolutionary and foundational technological innovation with
tremendous potentials across different verticals vis-a-vis financial services, insur-
ance, real estate, education, agriculture, manufacturing, healthcare, supply chain
management, legal, government, and notary service, among others (Girish, 2018,
p. 1). Blockchain is an emerging technology that offers the possibility of re-
engineering economic models and enabling the creation of markets and products
that were previously unavailable or unprofitable across emerging markets (Ben-
jamin et al,, 2019, p. 6). According to Kattwinkel and Rademacher (2020, p. 2), the
concept of a blockchain system consists of a network containing a distributed and
chronologically ordered transaction database for the manipulation and proof
storage of linear data records. They explained that it enables a distributed con-
sensus between untrusted participants and represents a continuously expanding
open ledger. Equally, Zile and Strazdina (2018, p. 12) averred that blockchain tech-
nology is a system that performs accurate, and irreversible data transfer in a de-
centralized P2P network; creates a tamper-proof document and a distributed
ownership record.

Blockchain describes a collection of complementary technologies; each of
these elements has existed in some form for many years. However, blockchain
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brings them together in a way that can result in significant benefits to network
integrity, information security, and connectivity (Fuchs, 2019, p. 6). Similarly,
Foote (2019, p. 4) averred that a blockchain is a distributed database shared by all
distributed network members, allowing transaction data to be recorded quickly
and audited without being altered or manipulated. Blockchain can deliver pro-
ductivity gains to multiple industries, from the financial sector to energy markets,
supply chains, education, health, intellectual property management, virtual firms,
the public sector, and beyond (Niforos, 2019, p.9).

Blockehains are structured to be public or permissioned / private, as deter-
mined by a given situation (Bacigalupo, 2020, p. 2). She explained further that crit-
ical to a blockchain’s infrastructure are nodes (Computer Servers) which store a
block of data comprising a blockchain, connected to other nodes with which they
exchange the most current data and authenticate a block’s legitimacy. Likewise,
Fuchs (2019, p. 6) averred that the building blocks vary. However, the most com-
mon include authentication, encryption, digital signature, and hashing.

The blockchain is a new method of securely storing and distributing informa-
tion, creating trust through cryptographic operation by allowing parties to exchange
value without the use of an intermediary securely, and making it technically possible
to ensure the integrity of information and the process of exchanging it (Sultan et al,,
2018, p.49. Fuchs, 2019, p. 4). It is a distributed database containing records of trans-
actions shared among participating members, and each transaction is confirmed by
the consensus of a majority of the members, making fraudulent transactions unable
to pass collective confirmation (Efanov & Roschin, 2018, p. 119). Also, blockchain is a
technology designed to focus on strearmlining the proper flow of information in busi-
ness networks, ensure the sharing of the correct information very quickly and rap-
idly in a manner that minimizes the amount of time that people have to find and
correlate information across business networks (Hasavari & Song, 2019, p. 158). How-
ever, Charteredaccountantanz.com (2017, p. 3) cautioned that blockchain technology
is a disruptive technology platform that uses cryptography, and a distributed messag-
ing protocol to create shared ledgers among counterparties.

Furthermore, blockchain is digital, containing information about the sender and
the receiver. Once created, information is tough to change (Efanov & Roschin, 2018,
p. 119). Thus, the data is trustworthy because it is bound in a strict framework of
rules and cryptographic keys, and only those with the correct key can access or mod-
ify the data. Also, Yaga et al. (2018, p. 1) remarked that the blockchain is tamper-
evident and tamper-resistant digital ledgers implemented in a distributed fashion
(without a central repository) and usually without a central authority (a bank, com-
pany, or government).

According to Zubaydi et al. (2019, p. 1), the blockchain can achieve and main-
tain data integrity in distributed systems due to the high level of security imple-
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mented in the blockehain technology. Hence, the blockchain would not exist with-

out computer networks such as the Internet because it is by way of networks that
all the users of particular blockchain technology are linked, with the ledger dis-
tributed and maintained (Benton & Radziwill, 2017, p. 39).

Consequently on the above, the blockchain technology was heralded by the fu-
sion of the multi-disciplinary fields of software engineering, distributive computing,
cryptographic science, and economic game theory as a technological building
block, permitting applications from a broad swath of industries to take advantage
of sharing, tracking, and auditing digital assets (Sultan et al., 2018, p. 54). Similarly,
Hasavari and Song (2019, p. 58) noted that the technology is a comprehensive com-
puter technologies application that combines encryption algorithms, P2P networks,
distributed storage, consensus algorithm, and smart contracts. However, it has the
power to disrupt existing economic and business models and may prove particu-
larly valuable in emerging market economies (Niforos, 2019, p. 9).

Fuchs (2019, p. 1) averred that blockchain technology is a game-changer. It
removes the need for an intermediary, thereby enabling a nearly frictionless ex-
change of value, much like the Internet has enabled a nearly frictionless ex-
change of information. Thus, the adoption and use of blockchain technology in
the deployment of library products and services could be relevant not only for
housing electronic credentials, information tracking, and management, but also
for transactions that require personal identification, peer review, democratic de-
cision making or consensus, or solid provenance and audit trails.

Features of the Blockchain Technology

Blockchain is a unique technology that has provided new solutions to old problems,

disrupted traditional business models, and helped us become efficient and produc-

tive (Charteredaccountantanz.com, 2017, p. 1); when added, transaction operations

are recorded and cannot be altered. According to Joshi, Han, and Wang (2018, p. 143);

Song (2019, p. 160), features that make Blockchain Technology unique include:

- Security: One of the advantages of a blockchain is keeping track, and se-
curely verifying information. With blockchain technology, all transactions
are time-stamped, (for example details about payment, a contract, transfer of
ownership), and are linked publicly to a specific date and time, meaning that
no one would be able to modify recorded and time-stamped information.
Thus, making it beneficial beneficial for different parties to check when, and
who made a specific transaction, or certify that data existed at a given time.
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Decentralization: This feature ensures that stored blockehains can be accessed,
and copied by any node on the network. Thus, multiple and distributed nodes
make 1t very difficult to target the majority simultaneously, and completely
break down the whole network because blockehains run through a distributed
network ot participants who do not necessarily trust each other. Hence, the fact
that there is no central point of failure, nor entity controlling the system creates
astrong resilience for blockchain, and makes the system very difficult to attack.
Immutable and tamper-resistant: A blockchain is a permanent record of
transactions, and continuously growing data records (tamper-proof), making
it extremely difficult to change or delete the record of transactions. This fea-
ture, in the long run creates trust in the transaction record because a newly
added block cannot be removed.

Transparency: Blockchain is an open file where any party can access and audit
the entire transaction history, thus, creating provenance under which assets’ life-
times are monitored. The ledger or blockchain is accessible to all, making every
modification visible to the participants, and almost impossible to make any
changes unnoticed. Similarly, the non-repudiation and non-forgeability charac-
teristics of blockchain guarantee that a unique and historical version of the re-
cords can be agreed upon, and shared among all the participants in a particular
network or chain. Moreso, the public-private keys / cryptographic signatures en-
sure the integrity and authentication of transactions in that records in a block-
chain are tamper-resistant. For example, in public / open blockchains, everyone
with an Internet connection to the network has the same rights to access, and
update the ledger according to the consensus mechanism; making all transac-
tions transparent and visible, thereby increasing audibility and trust in the net-
work. However, in private or closed blockchains, access to the records can be
restricted to specific participants.

Smart contracts: This refers to a computer code running on top of a blockchain,
containing a set of rules under which parties to that smart contract agree to in-
teract (executable logic that generates new facts added to the ledger). Thus, if
and when the pre-defined rules are followed, the agreement is automatically en-
forced. The smart contract code facilitates, verifies, and enforces the negotiation/
performance of an agreement/transaction (Salim, 2019, p. 8). With smart con-
tracts, smart contracts, blockchain technology can implement other decentral-
ized services besides currency transactions, where trust is inbuilt based on
blockchain intrinsic properties.
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Consensus driven: This mechanism (trust verification) works without using a
central authority / an explicit trust-granting agent. Each block on the hlock-
chain is verified independently via consensus models, which provide rules for
validating a block and often use a scarce resource (computing power) to show
proof that adequate efforts were made.

Evolution of the Blockchain Technology

Blockchain technology has undergone four phases of development, and the pri-
mary data structure exists as a linear linked list, linked with blocks, with each
block containing information such as the hash of pre-block, the hash and address
of the block, the information of transactions, and other helpful information (Efa-

nov & Roschin, 2018, pp. 117-118; Hasavari & Song, 2019, p. 2; and Zubaydi et al.,
2019, pp. 2-3). The phases include:

a)

b)

c)

Blockchain 1.0: This refers to the digital currency phase, the first generation
of blockchain technology applications. The generation comprises of the un-
derlying technology platform (mining, hashing, and the public ledger); the
overlying protocol (transaction enabling software), and the digital currency
(Bitcoin, Litecoin, Dogecoin, or other digital tokens/coins), which represent a
store/transfer of value as well as provide value to the protocol.

Blockchain 1.5: This phase is built upon existing blockchains by offering ad-

ditional dependent layers and protocols, allowing for unique offerings and

transfer of value. The phase comprises of:

— Name Coin (an experimental open-source technology that improves decen-
tralization, security, censorship resistance, privacy, and speed of specific
Internet infrastructure components) which provides distributed DNS.

- Coloured Coin (a method used to represent and manage real-world assets
with the Bitcoin blockchain), Counterparty, and Omni can tag and track
digital assets.

— File Coin (a blockchain-based technology that connects customers and data
storage providers from around the world); and Stor] (an open-source cloud
storage platform) provide distributed C.D.N. (content delivery network) with
proof of bandwidth.

Blockchain 2.0: This digital economy phase refers to the wide range of eco-

nomic and financial applications that exist beyond simple payments, transfers,

and transactions. The phase is currently the most theoretical or pre-alpha state,
but involves starting from the scratch and introducing turning-complete func-
tionality. These include traditional banking instruments such as loans and mort-
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gages, complex financial market instruments (stocks, bonds, futures, deriva-
tives), legal instruments (titles, contracts, assets), and other property that can be
monetized. For instance, Ethetherum and Codius introduce autonomous applica-
tions (recently used by 1.B.M. at the core of their new IoT platform, ADEPT). An
example is the payment clearing system, while bank credit information systems
can be the appropriate blockchain application scenarios.

Blockchain 3.0: This refers to the digital society phase where many applications
do not involve money, currency, commerce, financial markets, or other eco-
nomic activity. The phase comprises curated and private access / hybrid block-
chains, as well as entry/exit points known and regulated, such as Ripple and
Tembusu. The most promising application of blockchain technology is smart cit-
ies, which involve horizontally cumulative elements such as smart governance,
smart economy, smart citizens, smart mobility, smart living, and the smart use
of natural resources. Examples of such applications include art, health, science,
identity, governance, education, public goods, agriculture, estate management,
licensing offices, and various aspects of culture and communication.

Types of Blockchain Networks

Blockchain networks comprise of four different models. These models are named
based on the system’s degree of decentralization and the possibility for participants
to access transaction validation rights. The model can be public, private, or hybrid,
and the overall purpose of a blockchain will determine which is best (Sultan et al.,
2018, p. 53; and Bacigalupo, 2020, p. 2). The identified types are as follows:

L

il

Public blockchain system: The public blockchains consist of open and pub-
licly accessible networks decentralized in a P2P fashion. They have no single
owner; transactions are transparent and read/written by any network partici-
pant(s). An example is Bitcoin.

Private blockchain systems: These refer to smaller, limited membership,
centralized networks controlled and operated by a single entity. The system
is a closed network (invitation-only); data structure is not immutable, and
only permissioned users can read/write/audit/delete, and validate transac-
tions. A private blockchain system hardly shares transaction data, thus, losing
the ability to adequately protect against manipulation. Additionally, it de-
creases the availability and failure tolerance of the stored data, enabling a
single point of failure. However, private blockchains use privileges to control
who can read from and write to the blockchain. In the private blockchain sys-
tem, consensus algorithms, and mining are not usually required as a single
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entity has ownership and restrains block creation. Examples of private block-
chain systems include those enterprises used to record asset transactions
within a limited user base (restricted scope).

iii. Hybrid blockchain system: This refers to the consortium or federated block-
chain system. These blockchains are public only to a privileged group (visual-
ized as very small-scale public blockchains). Privileged servers control this
system’s consensus process, distributing copies among entitled participants
across a limited participant base. Thus, the network is only partly decentralized.

iv. Permissioned blockchain system: The permissioned blockchain system is
an extensive and distributed networks based on open-source code developed
and maintained by the respective communities open, to participation. It is
equally open to audit by anyone, once the system is built, thus, requiring per-
mission to read or limit the parties that transact business.

Potential Application of Blockchain Technology

Blockchain technology is so pervasive that it has found application in virtually
every sphere of human life. It has rapidly gained traction in the capital markets
industry as one of the most exciting technological developments in recent history.
According to Puthal et al. (2018, p. 7), the technology can revolutionize the security,
stability, and transparency of needed networks provided it is applied appropriately
and only if needed, meaning it is not a panacea for all security applications. Some
of the areas in which the technology has found application, and use include, but
are not limited to the following areas:

i. Blockchain as a marketplace: Blockchain platforms can be deployed directly
to match buyer(s) and seller(s) in the marketplace, by allowing them to transact
business through smart contracts such as in open Bazaar and Soma, with the
technology enabling peer-to-peer market places with no governing authority, thus
providing accessible and dis-intermediated trade. Also, blockchain technology is
being touted as an enabler for next-generation online workforce marketplaces in
the context of the gig economy that relies on independent contract workers, and
freelancers for short-term engagements, and the shared economy where consum-
ers increasingly become prosumers. In such instances, blockchain platforms can
ensure that any central authority does not constrain service providers, thereby al-
lowing them to extend flexible offerings; payment interactions and service transac-
tions can function in a transparent environment. In all, as a marketplace enabler,
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blockchains can be used to operationalize programmable asset ownership and
money.

ii. Blockchain as a smart contract utility: Smart contracts are computer pro-
grams that automatically execute contract terms and manage smart properties.
They are an emerging use case in this generation; data can be transformed faster
than traditional contacts and are faster for execution. For instance, activities often
managed by third-party central authorities can be mitigated to the blockchain in-
stead of through dis-intermediating transactions. Also, blockchain start-ups such as
R3S collaborate with banks and regulators to operationalize blockchains as a new
operating system for financial markets. Thus, using a blockchain platform implies
that each of the six elements is programmable, and by dis-intermediating these fac-
ets, blockchains can enable new services to come to market with cheaper transac-

tion fees and faster execution. Examples include escrow, multi-party transactions,
digital notarization, and time stamping (Joshi et al,, 2018, p. 143).

iii. Blockchain technology in agriculture: The ability of blockchain technology
to instantly record, validate, and share a vast amounts of data could be a game-
changer for the agricultural sector. The technology could improve food trace-

ability, supply chain management, better pricing, and payment options (Simard
& Tetreault, 2017, p.6).

iv. Blockchain as a development platform: The introduction of Blockchain as a
Service (Baa$) platforms such as Microsoft’s Azure, and IBM’S Cloud provide an
inexpensive environment for developers to rapidly prototype on-test blockchains
before deploying to live ones. Other examples include Xage, a technology plat-
form that enables secure sharing of data across industrial networks through
Blockchain’s tamper-proof ledgers, and Guardtime, technologies that offer block-
chain-enabled data transaction verification. These Baa$ solutions form the basis
for programmable trust, ownership, and identity and facilitate enterprise block-
chain applications and services (Sultan et al., 2018, p. 54).

v. Blockchains are a distributed ledger: This refers to a database that functions
like a distributed network. Databases that spread across several computing devi-
ces (nodes) comprise blocks, and each block comprises a block header containing
metadata about the block and block data containing a set of transactions and
other related data. Thus, every block header (except for the very first block of the
blockchain) contains a cryptographic link to the previous block’s header, and
each transaction involves one or more blockchain network users and a recording
of what happened, signed digitally by the user who submitted the transaction
(Yaga et al., 2018, p. 1).
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vi. Blockchain in asset management: This entails transferring assets (server,
computer / laptop, software, and services) securely within a business network.
The blockchain offers shared ledger capability (complete visibility from end to
end) into a business network. Consequently, the blockchain can be employed
from serialization to being deployed on the floor, focusing only on five key
events, i.e. manufacturing serialization of assets to initiate the Blockchain, receiv-

ing and validation of assets, asset capitalization, warranty activation, and installa-
tion of the asset (Puthal et al., 2018, p. 7).

vii. Blockchain in trusted-service application: The trusted-service application,
sometimes referred to as Blockchain 2.0 comprises end-to-end functionality by facili-
tating highly specialized applications for any purpose imaginable. It is a more gener-
alized use of blockchains that enables all types of applications through a combination
of programmable assets, trust, ownership, money, identity, and contracts.

viii. Blockchain in authentication and verification: Blockchain technology can
authenticate personal information and profile pages in the form of blocks, and
distribute them with blockchain to become a trusted reference point for identify-
ing and verifying social network accounts. The process is made possible through

the developers’ updates of the characteristics of the platforms (Shorman & Allay-
moun, 2019, p. 1).

ix. Blockchain in real estate: Often, transactions in real estate are cumbersome,
opaque, and expensive, mainly because of the involvement of the various middle-
men (agents, brokers, government, title companies, escrow companies, inspectors,
appraisers, and notary public). Consequently, blockchain technology can speed up
the real estate sector by reducing the need for paper-based records, tracking, veri-
fying ownership and the accuracy of documents, and transferring property deeds.
Also, the blockchain would enable properties anywhere to have a corresponding
digital address comprising of tenancy, finance, legal, building performance, and

physical attributes that convey perpetually and maintain all historical transactions
(Puthal et al., 2018, p. 7; Joshi et al., 2018, p. 143).

X. Blockchain in education: The blockchain platform is also perfect for protect-
ing, sharing, and authenticating of educational credentials. It would help reduce
certificate falsification; promote confidentiality, security, and validity of certifi-
cates generally (Koko, 2020, p. 8).

xi. Blockchain in the financial service industry: Most banking institutions
adopt Blockchain and advanced distributed ledger technologies for a wide range
of functions, including trade settlements, payment processing, cross-border trans-
actions, securities clearing, and syndicated loans. In addition, the anti-money
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laundering (A.M.L.), and know your customer (KYC) rules are at a considerahle
cost to financial institutions and, in turn, customers; hence, the hlockchain tech-
nology could automate current labor-intensive work (Fuchs, 2019, p. 13).

xil. Blockchain in the IoT: Blockchain technology can build 0T solutions to
maintain a continuously growing list of cryptographically secured data records
protected against alteration, and modification. For instance, an [oT connected
(e.g. RFID) asset with sensitive location and temperature information moves
along various points in a warehouse / smart home. This information could be up-
dated on a blockchain, thus, permitting all involved parties to share data and the
status of the package as it moves among different gatherings to guarantee the
terms of an agreement are met (Puthal et al,, 2018, p. 7).

xiii. Blockchain in healthcare: The global healthcare industry manages vast
amounts of clinical and administrative data, from the pharmaceutical supply
chain to patient medical records and claims management. Thus, accurate, accessi-
ble data are critical to improving clinical outcomes and reducing waste. The
blockchain technology immutability, ability to connect currently siloed informa-
tion, and serve as the “single source of truth” are vital enablers. The introduction
of smart medical devices, from personal fitness trackers to connected surgical

suites, presents an entirely new ecosystem of information to mine, and the pool
of data collected is growing exponentially.

xiv. Blockchain in governance: The ability of blockchain technology to provide a
chronological, immutable, single source of truth makes it ideal for individual
identities, property records, patents, and other primary data. There is enormous
potential to use Blockchain to manage online voting for elections and more minor

matters, and create genuine participatory democracy, giving everyone a direct
say in the use of shared resources.

xv. Blockchain in supply chain auditing and management: Blockchain technol-
ogy gives supply chain partners, and consumers a way to verify the origin of
products and component materials. For example, “green” products are sourced
from environmentally conscientious suppliers, the global supply chain for auto-
motive recalls, and counterfeit airbags.

xvi. Blockchain in data security: With the blockchain technology trusted system,
companies can share, store, and record sensitive data through a protected partici-
pant-visible and unchangeable network (Bacigalupo, 2020, p. 2).

xvii. Crowdfunding: Going beyond the model of Kickstarter and IndieGoGo to
allow funders to participate in the management of projects they back with voting
rights earned by their contribution.
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Uses of Blockchain Technology

Increasingly, technology is finding applications in every sphere of human life.
Blockchains can potentially change the basic framework of information storage
and exchange by simplifying how computer networks connect and link data to a
familiar subject (Fuchs, 2019, p. 10). Without doubt, the goal of blockchain technol-
ogy is to create a decentralized environment. Some of the uses of blockchain tech-

nology, according to Foote (2019, p. 1); Fuchs (2019, p. 13); Joshi, Han, and Wang
(2018, p. 143), include but are not limited to the following:

d.

Blockchain technology is helpful for different organizations wanting to com-
municate and cooperate.

Blockchain Technology can significantly reduce the complexity of computer
networks. For instance, new nodes can join the network and automatically
have access to the same reference information. Complexity increases linearly,
making the network far easier to scale.

Blockchain technology offers transparency and has the potential to reduce
legal disputes.

They are used to forecast the changes on the entire approach to research,
consulting, and analysis.

Blockchain technology can create a transparent, permanent, public record of
transactions and activities.

Blockchain technology increases connectivity. Thus, it references vast amounts
of data about a subject that can be tied together and yet simultaneously remain
independent.

The technology prevents the immutability of the recorded entries.

Blockchain technology could be used in cybersecurity with verified data and
encryption using advanced cryptography, thus, making it less prone to hack-
ing and modifications without authorization.

Blockchain technology is used in many financial service institutions to make

business operations faster, more efficient, and secure.

The technology can provide access to the banking and payment sector by pro-

viding financial services to billions of users worldwide without having access

to traditional banking.

Data distribution can use classical data distribution models: P2P (offering

greater decentralization and better protection against closing the network)

and client-server models.

The technology can document the transaction in a permanent decentralized

record, monitored securely, and transparently in supply chain management,

thus, reducing time delays and human error significantly.

m. It provides an extremely high level of security for transactions and data.
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Blockchain technology can execute smart contracts (programs that execute
only) when specific conditions are in place.

The technology promotes a real sharing economy, thereby completely cutting
out intermediaries and letting individuals exchange value directly, without
overhead or brokers. An example is Uber.

Blockchain can be used in personal data management that might enable micro-
payments, to accrue to users in exchange for access to their attention, and other
personal information, while providing enhanced layers of personal control.
Examples include platforms like Facebook and X (formerly Twitter), which profit
by selling users’ attention to advertisers.

Blockchain technology can conduct background checks on education creden-
tials and criminal records, as well as secure document storage, home deeds,
auto titles, birth registries, and land registries.

The technology can forecast the changes on the entire approach to research,
consulting, and analysis.

Blockchain technology can document transactions in a permanent decentral-
ized record and thus, monitor supply chain management securely and trans-
parently, significantly reducing time delays and human error.

The technology can track donations in a secure, transparent, and verifiable
way to make sure that the donated money reaches the intended beneficiary.

. Blockchain technology can be used in IoT to create a decentralized network of

IoT devices that operates like public ledgers for many devices. These could help
eliminate the need for a central location to handle communication like updating
software, managing bugs, and monitoring energy usage in the long run.
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Undoubted, with this plethora of uses, the, blockchain technology makes it techni-
cally possible to create a person-centric society where data is consistently reli-
able, and securely organized around each individual. The Blockchain technology,
therefore, is a technology that is most helpful in exchanging information, and
other assets among several parties who may be unfamiliar or untrusted.

Challenges to the Adoption of Blockchain
Technology

Indisputably, the potentials of Blockchain Technology application and use in
many sectors have increasingly come to the fore. Though, its application is still in
its embryonic stage as an emerging technology, however, the core technical bot-
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tlenecks remain unresolved, depending on the type of Blockchain. Some of the

identified challenges to the all-pervasiveness of blockchain technology are:

- Interoperability: This refers to is the ability of the Blockchain to exchange
and use information with other applications transparently (interface with
other Software). This could constitute a challenge considering the fact that
Software are updated on a regular basis, and are sometimes upgraded.

- High energy consumption.

- Data privacy: The protection of personal, sensitive/confidential data.

- Regulatory uncertainties over the formal status of blockchain applications
are also causing extra ambiguity and risk for firms and other organizations
either piloting blockchain or interested in its deployment.

- Scability and Performance: Scalability is the ability of Blockchain technology
to perform, and support the growing amounts of data, handle increased work-

loads while adding users, and removing them with minimal cost impact. This

enhances the performance of the Software, data security, and a significant
cost-saver for the organization in the long run. The inability of blockchain to
do all these could pose a challenge to the operation of the organization.

Transparency: In a public blockchain, transparency of data might pose a

might be a problem when certain information is not meant to be publicly avail-

able or has to be altered later due to errors, Inaccuracies, or other problems.

Blockchain Technology Adoption and Application
in Nigeria

Blockchain technology is pervasive; it enables a broader impact within the commu-
nity and around the globe (Alman & Hirsh, 2019, p. 1). In Nigeria, the introduction of
blockchain technology started a couple of years back with Crypocurrency - Bitcoins
trading (online, digital payment systems based on P2P networking technology, and
public-key cryptography). These systems allow users to exchange value in a trust-less
setting. Transactions are semi-anonymous, irrevocable, and recorded in a distributed
ledger that ensures all parties can agree that the transaction took place. With Block-
chain’s unique characteristics of transparency, and security, many other possible
uses are emerging, in energy markets, digital identity, supply chain, manufacturing,
agriculture, and financial services. For example, in blockchain is becoming a valu-
able tool revolutionizing the industry worldwide, decentralizing a patient’s health
history and tracking their pharmaceuticals.
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Blockchain Technology and the Libraries

From time immemorial, libraries have been agents of transformation and the
storehouse of knowledge along with collecting, processing, organizing, managing,
storing, disseminating, and providing access to information and information re-
sources in diverse formats. Today, varieties of technological innovations and solu-
tions such as integrated library management software, artificial intelligence,
robotics, IoT, drones, assistive technology, and RFID, amongst others, are de-
ployed in the libraries’ day-to-day management.

Libraries, are greatly benefiting from the massive digital transformations
ravaging the world of work brought about by the unprecedented advancements
in computing technologies. These innovative technologies have impacted the li-
braries positively in enhanced library operations, promoting effective service de-
livery, efficiency of staff, broader access to library patrons, enhanced inter-
library cooperation, and a user-friendly environment, amongst other benefits.
Consequently, adopting and deploying blockchain technology, one of the newly
evolving computer technologies in academic libraries, could further enhance the
library's outlook and operation, as witnessed in other sectors already deploying
the technology due to its transparency, security, and immutability characteristics.

Without mincing words, the presence of libraries in our societies supports
and transforms human lives positively. Expectedly, as with other previous tech-
nological innovations, studies are already at the advanced stage in developed
countries on the possibilities of libraries leveraging on the opportunities inherent
in the adoption of the Blockchain technology into the library, the information pro-
fession, and information professionals generally. For instance, Hirsh and Alman
(2019, p. 1) averred that blockchain technology has the potential for libraries to
accomplish much more than housing electronic credentials. Furthermore, Meth
(2020, p. 1) and Hontalas-Adams (2020, p. 3), Smith (2019, p.1), Brown (2018, p. 1),
and Hoy (2017, pp. 276-277) all unanimously opined that blockchain technology is
the best fit for academia and could have a potential place in libraries in various
ways such as:

a. Metadata creation: The blockchain technology could create and build an en-
hanced metadata system for libraries and data centers to keep track of and
protect digital-first sale rights and ownership, connect networks of libraries
and universities, support community-based collection and borrowing, skill-
sharing programs, and P2P sharing of information resources, as well as facili-
tate partnerships across organizations.

b. Accessing digital contents: Blockchain could be used to provide unfettered
access to digital content and print collections to all potential users in partici-
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pating library systems while managing risk to ensure that each user's privacy
and personal identity are secure.

¢. Sovereign identity (8.8.L): This blockchain application enables individuals
or organizations to have sole ownership and control of their digital and ana-
log identities. Thus, through the adoption by libraries, information literacy
and digital inclusion efforts would be enhanced as users gain access to all re-
sources in those libraries by creating their secure and private digital identity.

d. Security: The immutability feature of the blockchain technology would en-
hance the security of user records in libraries, document library acquisitions,
and improve collections maintenance,

e. Unique collection: Applications of blockchain technology for special collec-
tions could allow for identifying and discovering unique holdings.

Scholarly records: blockchain technology could be adopted to manage the

scholarly record by allowing researchers to record and time-stamp their

1deas and disseminate knowledge.

g Interlibrary loan: Blockchain technology could allow libraries to increase
their services to include international inter-library loans.

Reaching the unreached potential library patrons: With the use of an inter-
operable blockchain-based system across all types of library systems and the
use of a secure, verified digital identity by participating libraries to gain access
to information, libraries could provide services to diverse communities of
users (homeless, transient, 'fmmigrants, displaced, or away from their usual
home base that may need all types of information resources that include sup-
port for literacy, community integration, new skill development, employment
services, research, disaster relief, and entertainment) that they cannot obtain
anywhere else; however, in most instances, these individuals cannot obtain a
library card and are ineligible to take materials out of the library.

The Prospects of Blockchain Technology:

Adoption and Application in Academic Libraries
in Nigeria

Blockchain technology, without any doubt, is one of the significant advancements of
computing technology. The extraordinary technological advances evolving daily,
coupled with converging technologies, are making computing technology more effi-
cient and user-friendly in the merging of the digital world with every business/orga-
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nization and social interaction. Thus, the technology has great potential to transform
the way academic libraries as custodians and store-houses of knowledge operate
and disseminate authorized, tamper-free, proof resistant, and authentic information
functions (Meth, 2020, p. 1; Shorman & Allaymoun, 2019, p. 9).
Equally, libraries have the mandate of gathering, collecting, processing, organiz-
ing, storing, preserving, sharing, and providing access to authoritative information;
librarians, and information professionals are always on the cutting-edge of technolo-
gies to enhance quality service delivery for their users (Gujral et al,, 2019, p. 79). Con-
sequently, the ability of blockchain to store information in a distributed, tamper-free,
and proof-resistant setting could make its adoption and application germane and of
significant advantage in academic library operations (Shorman & Allaymoun, 2019,
p. 9; Hasavari & Song, 2019, p. 158). Therefore, areas that the technology could find
applications in the academic libraries include but are not limited to the following:
i.  Library services: Blockchain technology could facilitate many traditional li-

brary services like circulation, paying fines, and booking rooms, amongst
others.
ii. Verification: Blockchain technology could create time-stamped, verifiable

versions of journal articles (a record) which other researchers can quickly
verify whenever necessary.

iii. Registration: Blockchain technology could aid program registration and the
cataloging systems storing their information in blockchains, enhancing se-
lective retrieval of information resources.

iv.

Inter-library loans: The adoption and application of blockchain technology
in academic library operations could increase the services to include inter-
national inter-library loans and make library services available to un-
reached library users.

v.  Peer review process: Blockchain could be used in the peer-review process
to set up the chain of custody of institutional repositories — the hallmark/
core of academic libraries.

vi. Identification: Information professionals could use blockchains to identify
and locate the most recent and authentic version of the information.

vii. Digital provenance: Blockchain could help establish digital provenance.
Stampery is a digital notary that uses blockchain to create proof of prove-
nance. This same methodology could apply to institutional repositories and
archival databases.

viii. Open access: The adoption and application of blockchain technology in the

academic library could enhance scholarly publishing and credentialing

(making information available that is the outcome of scientific research

hitherto hidden and controlled within an institution so as to be open and

freely distributed).
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ix. Universal library card: The decentralizing and transparent features of
blockchain technology can help facilitate the development of a universal li-
brary card in an academic library with multiple branches.

x.  Security: Academic libraries with a presence on the social networking sites
(Facebook, Twitter, LinkedIn, etc.) need not fear about the security and sanc-
tity of their social media platforms because, with the use of blockchain, a
safe environment conducive for library operations can be guaranteed since
the technology can electronically authenticate and verify divergence of
users on their platform.

xi. Saves time: Blockchain is a technology designed to streamline the flow of
information in business networks and ensure that the needed information is

shared very easily and rapidly to minimize the time people have to find and
correlate information across the business network.

Conclusion

The blockchain technology is exceedingly recognized and appraised due to its de-
centralized infrastructure and P2P nature. This could support a plethora of re-
quirements in different areas and applications making the technology to be used
successfully in a variety of areas. Conclusively, its adoption and application in ac-
ademic library operations would go a long way in providing the library with a
significant opportunity to advance their products and services to diverse users, In
addition, it would increase collaboration, transform the way library personnel
work and relate to one other and the user communities. Moreso, it would en-
hance privacy of transactions in academic libraries that operates a branch library
system. Also, the libraries / librarians / and information professionals generally
could regularly evaluate the blockchain opportunities and make the best use of
this technology by keeping up to date.
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