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Examining Laws on Cybercrimes and Interncet Policy vis-a-vis Privacy Rights in Nigeria |

D. A. Ariyoosu*

Abstract
The world has truly become a global village as a result of technological developments that have engends

great advancement in Information and Communications Technology. The virtual world has, in no s
mount, contributed to the development of not only the developed world but also the developing g
waderdeveloped countries. The development has positively touched virtually all aspects of hi
endeavours — politics, economy, religion, culture and governance. Nigeria as a developing country is}
l¢fi out in this respect. Unfortunately, much as technological advancement has contributed immensely
the economic developments, it has equally brought with it a lot of vices which have confusingly whill
down the effects of these developments as a lot of crimes are being committed over the internet. T
objective of this paper is, therefore, to examine the legal regulation of cybercrimes with particular refere
to internet policy and privacy rights in Nigeria with a view to addressing and analyzing the extent of cring
being committed over the cyber space. Both primary and secondary sources of law are employed in arrivi
at a logical conclusion in the research. It has been found that cybercrimes are on the increase and (g
rampancy is prominent among the youths. It is therefore recommended that in policy formm’a/ion, Il

i
o
¢l

1./ Introduction i
The Information and Communication Technology (ICT) revolution has had impacts on almosl all areas o
hiyman endeavours. From business, mdustry and government to non-profit organisation, ICT has simplifieff
business processes such as sorting, summarising, coding, editing, customized and generic report generatiog
in|a real time processing mode. However, ICT has also brought unintended consequences such as cr imindf
agtivities, spamming, credit card frauds, Automated Teller Machine (ATM) frauds, phishing, identity thef§

arid other related cyber-crimes.

Lenn
L COl
1'ig

l av
b des

Nfgeria as a Country currently lies third globally in cybercrimes just behind the United Kingdom and the 1 An
United States. The number of internet users in Nigeria is about 91.6 million and the estimated loss to cyberf Jouwr

crime in Nigeria was estimated to be about 127 Billion Naira.? f ‘ Ha
Ilem

The internet’is a good place to be but unfortunately, there have been unintended consequences through the

usage of the internet. This paper tends to examine the Cyber laws and Cyber-crimes vis-a- vis right tof 1ﬂf0f

privacy and internet policy in Nigeria as well as the usage of internet as a tool for national development. |
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ALL.B, LL.M, Ph.D, BL, PGDE, ACTI, ACIArb, AILEX, ACILR, Notary Public, Lecturer, Department of Busmess ‘ Dnc

Law, Faculty of Law, University of Ilorin, Ilorin, Nigeria, . E-mail: ariyoosudlaw(@yahoo.com§ 1999
ariyoosudlaw@gmail.com. Phone No+2348066497298; +2348185356311. L Parli
'| Wada F and and Odulaja G. O., ‘Assessing Cybercrime and its Impact on E-Banking in Nigeria Using Socialfs B9 scc
Theories’ (2007) 4 (3) Issue 2 Afr J Comp & ICT, 69. oy
INCC, “Nigeria Ranks 3 in Global Internet Crimes behind UK, U.S.’ 10/
<~Ju)s,//www.s.ooqle.com.nL/dmp/s/www.memmmtxmcsng.com/news/to1)¥ne\vs/24l 1 60-nigeria-ranks-3rd-global- & 700:

.ﬂ‘temel‘-crimes—behind-uk-u—s-ncc.html/amp>accessed 01 May, 2018.
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: @ Definition of Terms

M The word “Cyber” is a prefix used to describe an idea as part of the computer and mformatlon age. “Cri
W (20 be described as any activity that contravenes legal procedure mostly performed by individuals w
Wtriminal motive.® Cybercrimes had also been defined as "Offences that are committed against individ
W@0r oroup of individuals with a criminal motive to intentionally harm the reputation of the victim or ¢
Bhysical or mental harm to the victim directly or indirectly, using modern telecommpnication netw
fuch as Internet (Chat rooms, e-mails, notice boards and groups) and mobile phones.”™ T‘le term cyberc
fhas coined by Peter Cassidy, Secretary General of the Anti-Phishing Working Group, to disting
gomputer programmes (and coordinated, interlocking sets of programmes) that are designed specifical
@ nimate financial crime from other kinds of malevolent packages.®

ECyber laws" are laws and regulations guiding the usage of the cyberspace. Generally, these laws e
fiestrict and/or guide the usage of social media.
Einternet” may be defined as a global computer network providing a variety of information

fommunication facilities, 001151st1n<r of interconnected networks using standardised communicé
rotocofs

Privacy rights may be defined as the right of people to live their lives in a manner that is reasonably sech
iom public scrutiny, whether such scrutiny comes from a neighbour's prying eyes, an investiga
cavesdropping ears, or a news photographer's intrusive camera; and in statutory law, the right of peop
be free from unwarranted drug testing-and Electronic Surveillance.” '

J. Cybererimes in Nigeria: Legal Regulation
Cybercrime is 2 worldwide problem that is costing countries of the world billions of doilars With the ad
of the Internet, cvbercrimes have been on the increase. Cyber Law and Regulations have therefore bec
nerging flelds in various jurisdictions.® Cvber Law apparently encompasses cybercrimes, electr
ommerce, freedom of expression, intellectual property rights, jurisdiction and choice i}f law, and priy

fohts.® Cybercrimes have continued to pose many challenges to electronic commer¢e and have
liernet business vulnerable to manipulation by persons who are not parties to a transaction. Cyber crimi
ave, over the vears, adopted series of innovative strategies to induce and trap the internet users into cra
Esigned schemes that are more stealthy and sophisticated than ever before.!® As a result, many hackers

Anah B H, Funmi D L and Julius M, ‘Cybercrime in Nigeria: Causes, Effects and the Way Out,” (2012) 2 (7) .A.
Journal of Science and Technology. 626.

Halder D and Jaishankar K, ‘Cybercrime and the Victimization of Women: Laws, Rights and Regulations,” (2
Hershey, PA, USA: IGI Global. ISBN 978-1-60960-830-9.

Herselman M and Warren M, ‘Cyber Crime Influencing Businesses in South Africa’, (2003) J Journal of Issu
Information Science and Information Technology, 253.

Internct  <hups:/www.google.com/search?g=definitiont+of+internet&ie=utf-8&oe= utt-&‘.hem—f" refox-b
ssed 02 May, 2018. ‘

<hups://legal-dictionary.thefreedictionary.com/Privacy+rights> accessed 02 May, 2018. |

or instance, there is UK Computer Misuse Act 1990; UK Terrorism Act 2000, which came intq force on 19 Febr
00! and amended by the Anti-terrorism, Crime and Security Act, 2001; Information Technology Act 2000 of I
K Data Protection Act 1998; US Electronic Transactions Act 1999; US Uniform Computer Infprmation Transac
ct: US Paperwork Elimination Act 2001; UNCITRAL Model Law on Electronic Signatures 1:998; European U
Directive 97/66/EC of the European Parliament and of the Council of 15 December, 1997; European Union-Dire

P99/93/EC of the European Parliament and of the Council; European Union-Directive 2000/3 ‘ /EC of the Euro
arliament and of the Council. !

See Rodney D. R, Guide to Cyber Laws (Information Technology Act, 2000, E-commerce, Data Protection &
verne(; p.1068.

'V""Ck S, Cyber Crimes, Electronic Evidence and Investigation Legal Issues (Nabhi Publicatioks, New Delhi, |
)08) 63.
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i i i acking richer count
other cylfer criminals can flourish in countries with few Internet crime Iawsl wh”ei{f:‘ich vaems o
through their computer because it lacks rules and F:odes ofa. central autgoriryd and Ca?”’ed i oot
internet has fio geographical demarcation.! In Nigeria, cybercrimes z;]re per OrcrmeSeveral e
) i Id, but in most instances, the young. g
of all ages, ranging from young to old, ' . A P
cybererii e; boozt their ego, or as a profit-making venture since the tools for hacking in our mo

has becone affordable by many.'?

Unfortuniately, it has been held that the probable way of' provipg th.e gommissmn gfﬁmtemet S[*li”n~esl 13t
circumstantial evidence as the crime can even be committed rlght- 1115.1dc1=:the culprit’s room. Iclisl -Illl

Court of Appeal case of Harrison Odiawa v Federal Republic quzgerza, & DongbawMensem e m, c-.‘
the natur{ofintemet crimes and the extent of circumstantial evidence as the plausible means of Shbcox-cn i
exploiters of Information Technology in the commission of crime as follows:

The crime which colloquially has come to be known as “419” and the constitutive term of \vhich‘ s no
kiown as advanced fee fraud is a well-premeditated crime. It is like the crime of armed robbery. The onl
difference here is the words. The internet, letters and telephone, are the “arms” rather than “guns” and othe
lethal weapons. The criminal can commit his crime in the comfort of his bedroom.

Tne common feature of the two crimes are the planning and executions; like the armed robbers whi
sometimes use masks, with internet robbery, the perpetrators, employ all sorts of gimmicks to cover y
their trajls. The point one strains to make here is that circumstantial evidence is the only plausible if no
‘means of discovering the true monsters and exploiters of the I. T. (Information Technology) in th
commisgion of crime. This is until the same L. T. creates some definite means of detection.

Nigeria,|like several other countries, has laws regulating Cybercrime and usage of cyberspace generally
These laws shall be discussed in the following paragraphs. :

*. The/Cybercrime Act, 2015
Tae Cybercrime (Prohibition, Prevention, etc) Act, 2015 is one of the viable laws regulating Cyberspace ir
Nigeria.| The Act provides an effective, unified and comprehensive legal regulator and institutional
framewark for the prohibition, prevention, detection, prosecution and punishment of cybercrimes in
Nigeria. It criminalises many of the wrongful acts being executed on the internet. According to the Act, any
unauthorised modification of computer data is a crime punishable with three years imprisonment or an
option of fine of not more than ¥7,000,000.00 only or both fine and imprisonment' while any person who
engages in damaging, deleting, deteriorating, altering, restricting or suppressing data within computer
Systems or networks is also liable upon conviction to a minimum of two years imprisonment or a fine of
not more than N5,000,000.00 or both fine and imprisonment. '

The Act also prohibits unlawful system interference and a person where convicted for such is liable 102

fn’inimm‘n of two years imprisonment or to a fine of not less than N5,000,000.00 or to both fine and
imprisonment, '8

|l . n . . . . gy
(20?);;Haume LF, *Fighting Cybercrime: Technical, Juridical and Ethical Challenges’ Virus Bulletin Conference

2 Ibid.
" (2008) All FWLR (Pt 439) 436,

" Cybergrime Act, 2015, s. 16 (D).
Y Ibid, s| 16 3).
t6Ibid, s} 8. ‘
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|
The Act also prohibits the misuse of devices and any person charged with same is liable on conviction to

L imprisonment for a term of not less than three years or a fine of not less than N7,000,000.00 inr to both
imprisonment and fine."” |

 The Cybercrime Act also provides for offences of Computer related fraud and persons charged with same
are liable on conviction to imprisonment for a term of not less than five years or to a fine ofnot{i less than
N10,000,000.00 or to both fine and imprisonment.'® The offence of identity theft is also punishable with
impl:ison'ment for a term of not less than three years or a fine of not less than N7,0Q0,0Q0.00 or tq.both fine
and imprisonment.’It also include the offence of cyber stalking punishable with imprisonment for a term

of not less than one year or a fine of not less than N2,000,000.00 or to both fine and imprisonmcL:nt.20 The

Act prescribes a punishment of life imprisonment for any person convicted of the offence of Cyter
. ')l v
ferrorisim.-

It is pertinent to also point out that the business of cyber café or cyber business must be duly registered.
Thus, all cyber café operators are duty bound to register as a business concern with Computer Professionals

cgistration Council in addition to a business name registration with the Corporate Affairs Commission,
nd maintain a register of users through a sign-in register, which shall be made available to law enforcement
personnel when needed.”® The implication of this is that the section makes it easy to track perpetrator of
online fraud, as the register will serve as a database of all persons who have used the internet service
provided by the Internet Service Provider in question in any given cyber café. The Act makes it an offence
or any person who perpetrates electronic fraud or online fraud using a cybercafé and such a person shall
¢ liable on conviction to a fine or term of imprisonment or both.2? and if it is proved that there was
onnivance by the cyber café owners, the latter will be guilty of an offence and liable on convi

ne or three years imprisonment.** The burden of proving connivance b
bwever, on the prosecutor.?

ction td a
y the owner of the cybercafé is,

The Nigeria Criminal Code Act

ie Criminal Code Act®® criminalises any type of stealing of funds in whatever form, and m

fences punishable. Although, cybercrime is not specifically mentioned in the Act, it is a type @

nishable under the Criminal Code. The most relevant provision of the Act is Chapter 38 dea
Ibtaining Proj

ai verty by false pretences; Cheating” and spans Sections 418-426 of the Act
wisions of the Act frown at cybercrimes and the most relevant of them will be mentioned here

1kes such
f stealing
ling with
. Several

tion 418 provides thus:
y representation made by words, writing,
resentation is false in fact,
,1s a false pretence,

or conduct, of a matter of fact, either past or present, which
and which the person making it knows to be false or does not beljeve to be




119 provides thus:

Berson who by any false pretence, and with intent to defraud, obtains from any other person zm‘ythf

pable of being stolen, or induces any other person to deliver to any person anything capable of bei

stolen, is guilty of a felony, and is liable to imprisonment for three years.
i

|
Scction 383(1) of the Act states:

A person who fraudulently takes anything capable of being stolen, or fraudulently converts to his own
o1 to the use of any other person anything capable of being stolen, is said to steal that thing, -

The effects of the above quoted provisions of the Act is that where the act complained of is commitied
aresult of false representation, false pretences or fraudulent conversion ofanything capable of being stolf
through the internet, then offences in those sections are deemed to have been committed, =

It should be n
counterpart Pg
Administratiol
Criminal Code

pted that the Criminal Code is applicable in the Southern States of the Federation while il
nal Code is applicable in the Northern States. However, by the coming into effect of g
of Criminal Justice Act, 2015,%” the Criminal Procedure Act? has been repealed while (hg
Laws of the various states in the South are still in operation. Meanwhile, some states of
Federation havie enacted their respective Administration of Criminal Justice Law.?’

* Advance Fee Fraud and other Fraud Related Offences Act, 2006
Section 1 ofithe Act® provides that:

I Notwithstanding anything contained in any other enactment or law, any person who by any falg]
pretence, and with intent to defraud — :
(a) obtains, from any other person, in Nigeria or in any other country, for himself or any other person; of;
(b) induces any other person, in Nigeria or in any other country, to deliver to any person, any property;
whether or not the property is obtained or its delivery is induced through the medium of a contra
induced by the false pretence, commits an offence under this Act. ‘
2. A person who by false pretence, and with intent to defraud, induces any other person in Nigeria or infe
any other country, to confer a benefit on him or on an

y other person by doing or permitting a thing to
be done on the understanding that the benefit has been or will be paid for commits an offence underfe
this Act

3. A person who commits an offence under subsection (1) or (2) of this section is liable on conviction to
imprisonment for a term of not more than twen

ty years and not less than seven years without the option
of a fine.

Scction 20 of the Act defines false pretence as ‘a representation

word, in writing or by conduct, of a matter of fact or law, either past or present, which representation isE
false in fact or law, and which the person making it knows to be

false in f : false or does not believe to be true.’ Thcg@
implication of |this is that, where the false representation is made by the use of cyberspace, then the &
representor is guilty of an offence under the Act.

, whether deliberate or reckless, made by '

* The Econg

mic and Financial Crimes Commission
Economic and

(Establishment) ACT, 2004%!
financial crime has been defined as:

¥ The Administration of Criminal Justice Act, 2015, s. 439.
% Cap C41, Law

B 5 of the Federation of Nigeria, 2004,
‘or Instance, Admini i imi ice L
a1 ¢ Law of Lagos State

inistrati : » 2016, Administration of Criminal Justice of il
3}';;dnm‘ustr_atmn of Criminal Justice of Anambra State, 2010, ice of Kaduna State, 20]7 dnd
Which is now embod ied in th

e updated Cap. 46, Laws of the Federation
" il . ration
Now embodied in Cap El, Laws of the Federation of Nigeria,

of Nigeria, 2010
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fmpersonation is the core of phishing,

4 the non-violent criminal and illicit activity committed with the objectives of earning wealth illeghlly either
A individually or in a group or organized manner thereby violating existing legislation governing the
A cconomic activities of government and its administration to includes any form of fraud, narcotic drug
trafficking, money laundering, embezzlement, bribery, looting and any form of corrupt malpractices, illegal
A arms deal, smuggling, human trafficking and child labor, oil bunkering and illegal mining, tax evasion,
A foreign exchange malpractices including counterfeiting of currency, theft of intellectual property and
# olicy, open market abuse, dumping of toxic wastes and prohibited goods etc.*? . :

4 It does not matter whether any of the above acts constituting the offence under the Act is done physically
Hor virtually by the use of the internet. Once it is done, the offence is deemed to have been committed.

44 Classification of Cybercrime l
A Cybercrime has been classified into three. They include:

g !. Cybercrime against persons

42 Cybercrime against property

3. Cybercrime against Government

A Cybercrime against persons refers to the crime committed against persons through the usage of the internet.
& They include cyber bullying, trafficking, intimidation and harassment, distribution of obscene materials
4 like pornography and indecent pictures without authorization, stalking, hacking and cracking of websifes
imails and many others.* ;. |
A Cybercrime a gainst property refers to the crime against property through the use of the cyberspace or the
SFiernet. They include theft of intellectual property, internet fraud, transmission of viruses and mblware'to
others devices and many others. .

_Cybercrime against the Government includes crimes committed against the State/Government through the
fuse of the internet. They include cyber terrorism, theft of military hardware, hacking and cracking of
4 bovernment websites and many others.3s |

. Types of Cybercrime |
Various types of cybercrimes have been identified and these include computer sabotage,i hacking,
unauthorised copying of computer programs, cyber fraud, cyber stalking, phishing, data and Information
heft, criminal intimidation, outraging the modesty of women and violation of privacy.’¢ Some of the types
0l cybercrimes shall be briefly examined:

Fraud
iCyber Fraud, such as phishing®” and identity theft, has become very rampant. Organised crimes have used
tyber space to target credit card information, personal and financial information for computer fraud. The
sle of this information to counter-feiters of credit cards has proved to be extremely profitable and the issue
of stealingof bank or credit cards is no longer of moment to the fraudsters. The phishing, in mos cases, is

I Economic and Financial Crimes Commission (Establishment) Act 2004, s. 46.

7_’ Sh?mbh'avi T., ‘Cyber Crimes: Classification and Cyber Forensics’ <h_ttDs://b10fz.ipleaders.in/cyber-c'rin{zb-
icla snﬁczmon-and-cvber-forensicsl>accessed 02 May 2018. i
¢ Ibid,

2 Ibid,

,5:1\6 Szgzragy}, the [{!u'ted Nations J.\/Ianu.al on the Prevention and Control of Computer-Related Crime. See also
Jdia 7008),68)/] gg Cr émes, Electronic Evgdence and Investigation, Legal Issues (Nabhi Publications, New Delhi,
- i = = ﬁj* ROdﬂdey D. R., Guide to Cyber Laws (Information Technology Act, 2000, Ecommerce, Data
Plgc;fgn the ]f?le; net), (3 '. Ed, Wadhwa and Company Law Publisher, New Delhi, India, 2007) 1076-1079.

.‘ :.(i)sv?(r;g !n;afms 'Mpersonation of a trusted entity on the internet, to dishonestly and fraudulently induce the victim
2 provide information. It s the wrongful obtaining of data by impersonation. It suffices to say thercfore that

]
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y prepﬂl'“‘io,“ or in olther wo.rds, the first step towards committing cheating, misappropriation
Tae personal information that is fraudulently obtained is misused to commit these crimes. Automated Telly
Machine (ATM) fraud has been on the increase as a result of phishing.”® The form of electronic fraud would
determine the legal approach to be adopted in combating internet fraud, o

or forgery,

e Forgery

Computer Forgery is the alteration of computerised documents. A new generation of fraudulen
counterfeiting has emerged as a result of the advent of high-resolution computerised colour laser copier
and thesd copiers can modify existing documents, the quality of which is indistinguishable from the original,
The evidential value of these documents may not really become an issue unless and until it is discovered
that the documents are not original but counterfeit, and this may only be discovered by referring to an exper
fer analysis where forgery is noticeable ex facie the documents.* -

e Computer Sabotage/ Malware 7
Computer Sabotage is the use of the internet to hinder the normal functioning of a computer system through'
the introduction of computer contaminants and viruses.*’ It has been observed that every computer would
suffer frgm a computer virus at some point in time or other and the viruses get into computer through
CompactDisc (CD) Floppy or pen-drive that is corrupted or through the internet.*! Computen: Sabotage can
be used to gain economic advantage over a competitor, to promote illegal activities of terrorists, or to stea
data or progrtamme for extortion purposes.‘? Thus, people need to be aware of the emergence ancl\e,\'nstencf
of computer contaminants and viruses with a view to being equipped with strong anti-virus software an(\
know how to use it. ‘

i
|

| 1
»  Cyber Stalking -. '
Cyber Stalking refers to the activity of users sending harassing or threatening e-mail to other us_ers.'Stalkm
czuses nuisance and beyond a certain point it becomes harassment. The content of cyber stalking is mostl
harmless but the repetitiveness of the act creates nuisance, irritation and harassment. This can also be called
Cyber bullying.*

e Hacking
I-]ackingja computer is an unauthorised access to a computer system or services. It could be for the purpose
of sabotaging the computer system. Hacking a computer simply implies gaining unlawful access to
another’s| computer. It is equivalent to phone tapping. Hackers frequently impersonate the system

% See the following cases where the issue of ATM fraud arose and the claimants succeeded in their respective claim
for the refund of the money withdrawn through ATM without their authorisation: Kingsley Chigozie Nnawuba v UBA
(Unreported) Suit No. LD/1116/2008 of 27 May 2011 delivered by Jose J; Ibrahim Quadri v. Guaranty Trust Bank
Pie (Unreported) Suit No. KWS/189/2010 of 22 November 2010 delivered by A. O. Bamigbola J.

% Rodney D. R., Guide to Cyber Laws (Information Technology Act, 2000, Ecommerce, Data Protection & the
Internet) 1076-1077.

“ ComputFr contaminants include worms and logic bombs. A worm is designed to alter or destroy data but it lacks
the ability [to replicate itself, while a logic bomb or time bomb is a program that is written to modify or destroy data
ata specific date and time in the future. A virus is a program that has the ability to attach itself to legitimate programs
and to replicate and attach itself to other computer programs. See generally Rodney D. Ryder, Guide to Cyber Lenws
(Information Technology Act, 2000, E-commerce, Data Protection & the Internet) 1077. See also Gringras C., The
Law of the Internet (2™ ed, Butterworths LexixNexis, London, 2008) 303-304.

! Vivek Sood, Cyber Crimes Electronic Evidence and Investigation, Legal Issues (Nabhi Publications, New Delhi,
India, 2008) 83.

‘;2 Rodney D. R., Guide to Cyber Laws (Information Technology Act, 2000, Ecommerce, Data Protection & the
niternet) 1077,

* bid, 1078-1079. ‘
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bdministrator, using default maintenance passwords, which the real system administrator I'aglcd t d‘.‘m_‘:‘c.
o break into the system.** The modern hackers can by-pass existing system password protecnﬂn by creating
) Trojan horse programme to capture the password of legitimate users of the system. Hacking is
tonsidered orie of the most serious of all cybercrimes as it is said that hacking erodes the faith of the pcople
n information technology and the internet. ’

Unauthorised Copying and Distribution of Computer Programme ‘ . .
[he unauthorised copying and distribution of computer programme can cause conmderablg economic loss
 the legitimate owners. This activity has been held to be criminal in nature and subject to criminal
anctions. In U.S v David Lamachia.** the court ruled that criminal and civil penalties should ;|ttf}§l1 to
efendants involved in willful and multiple infringements of copyrighted software even if the infringer
ked commercial motive. Business Secret, technical know-how, designs, music, films, books and pcrsongl
ta are some forms of intellectual property that drive the information economy and are valuable. This is
area where infringement of Intellectual Property comes in because of the money, time, efforts and
pativity expended in creating the work of intellectual property. I '

I

|

Cyber Terrorism ;
s an act of terrorism committed through the use of internet. A cyber terrorist can be described ag someone

10 launches attack on government or organisation in order to distort and or access stored information on
e computer and their networks.*’ '

Spam/Phishing |
am is the use of electronic messaging systems to send unsolicited bulk messages indiscriminalLly, While
\most widely recognised form of spam is e-mail spam, the term is applied to similar abuses in other
ia: instant messaging spam, Usenet newsgroup spam, Web search engine spam, spam in blogs, wiki
1, .on_h'ne classified ads spam, mobile phone messaging spam, Internet forum spam, junk fax
missions, social networking spam, television advertising and file sharing network spam.*® Phishing is
ly a high-tech identity thefi that does not only steal personal information and b

. identity from
pecting consumers, but also an act of fraud against the legitimate businesses and financial institutions
victimized by phishing.*®

cr Law and the Right to Privacy
50

: g if privacy could be protected, but the war and way of
logy and the needs of security have de facro made the right to privacy a dead letter.”® The right to
&

e and family life o.f every Nigcrian is enshrined in section 37 of the Nigerian 1999 Constitution (as
). The aboven-xenuoned section ;_)rovidcs thus: ‘The privacy of citizens, their homes, correspondence
thone covvusanons and telegraphic communications is hereby guaranteed and protected.’ | ’

-

§id 1078

. A. No. 94-10092-RGS, US Dist.
Bnation Technology Act, 2000, E-<co

&

$%k M. and Samson Q., ‘Cyber Cri in Nigeria’
: S i ])'9 il rimes and Cyber Laws in Nigeria’ The International Journal of Engineer ng

(D. Mass. Dec. 28, 1994) cited in Rodney D. Ryder, Guide 1o [Cyber Laws
mmerce, Data Protection & the Internet) 1078.

Wada & G.O Odulaja, Assessing Cybercr: o
i i it g Lybercrime and its Limit on E- i
Bler). M., “Dignity as a New Fra E-Bankin

1 g in Nigeria Using Socia! Media Theo
3 mework, Replacing the Right to Priv g edia Theon

acy' 30 T. Jefferson L. Rev | [2007-
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e African Charter on Human and Peoples’ Rights*? duly guaranteed the Right to privacy of Africans irf
its Article 18 which provides thus: “The family shall be the natural unit and basis of society. It shall bej
protected by-the State which shall take care of its physical health and morals.’

Article 12of the Universal Declaration of Human Rights 1948 also provides as follows: ‘No one shall b
subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upog

his honor and reputation. Everyone has the right to the protection of the law against such interference off
attacks.’ 3

Generally, an invasion of private or family life by a person or public authority may entitle the individul
whose rigl;n was infringed upon to sue for trespass, defamation or other tort as well as crime. ®
1 , -

Thus, Elleéal hacking and cracking of mails, websites, social media accounts, posting of unauthorised !
p:ctures of persons on the internet, stalking, and many others are infringement on the rights to private or
femily life of fellow Nigerians which is actionable. However, the right to private family life like every other §
constitutional rights has limitations which is provided under Section 45 (1) (a) and (b) of the Nigerian 1999 #&
Constitution (as altered). The limitations include any law that is reasonably justifiable in a democratic £
society in the interest of defence, public safety, public order, public morality or public healfh; for the &
purpose of protecting the rights and freedom of other persons or through emergency situations.’’ )

Article 27(2) of the African Charter on Human and People’s Right also provide for a limitation to the E
various rights provided in the charter, the right to Private Family Life inclusive. It provides thus:
The rights and freedom of each individual shall be exercised with due regard to the rights of others, |
collective security, morality and common interest. ' : ¥

7. Data Prrivacy Protection in Nigeria -
As it has been discussed above, the Right to privacy of Nigerians is sacrosanct and same must be adequately §
protected. One of the major data protection policies could be found in the Consumer Code of Practice
Regulations 2007 (NCC Regulations) issued by the Nigerian Communications Commission (NCC); the
governing body for all telecommunications companies in Nigeria. The Regulations provide that all licensces £
must take|reasonable steps to protect customer information against ‘improper or accidental disclosure” and §
must ensure that such information is securely stored. It also provides that customer information must “not
be transferred to any party except as otherwise permitted or required by other applicable laws or

o]
regulations’.>

The Natiaonal Information Technology Development Agency (NITDA) which is the agency responsible for §
planning, ’developing and promoting the use of information technology in Nigeria also issued guidelines on
data protection known as the ’NITDA Guidelines”. The NITDA Guidelines prescribes the minimum data §
protection requirements for the collection, storage, processing, management, operation, and technical
controls for information and is currently the only set of regulations that contains specific and detailed
provisions on the protection, storage, transfer or treatment of personal data.’’

%2 African Charter on Human and Peoples’ Rights (Ratification and Enforcement) Act, Cap A9 Laws of the Federation '-
of Nigeria 2004.

:3 FRNv Daniel (2011) LPELR-4152.
4 . o

Consumer Code of Practice Regulations 2007, ss. 43 & 44, See also <https:/www.nce.gov.ng/documents/780-
consumer-code-of-practice-regulations-2018/file> accessed 02 May, 2018.

. A
= Nataopal Information of Technology Development Agency Data Protection Guidelines 2017, s 6. See also
<http://n1ida.eov.ng/wn-content/unloads/20l8/02/DATA-P.ROTECT[ON-GUIDELINES-Reviewed..pdf> accessed

02 May, 2018.
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ocal Government Agencies and instituti !
o s and institutions a
anisations that own, use or deploy i - il b

nd also apply to organizations based ouside N ormation systems of the Federal Republic of Nigeria
i : anizations based outside Nigeria if such organizations process perconal - 5
Gbrkan ez gt £ ganizations process personal data of

he NITDA Guidelines

| apply to Federal, Statc and |
rvate sector org,

|
Internet as a Tool of Globalisation }
Ihe information technology revolution
atis on one hand, it has contributed p
0 many maladies th
orld.*

associated with the internet has brought about two edge flinctions:
ositive values to the world; while on the other hand, it has Lroduced
at threaten the order of the society and also producing a new wave of crime to the

Nigeria as a Coxuntry is a nation currently threatened by her youths’ unintelligent use of the internet. All the
.Lybcrcrlmcs discussed briefly above and many others are constantly carried out by Nigerian youths. This
IS not to say that majority of Nigerian youths are not doing well. Notwithstanding, numerous of these crimes

still occur all over the country, However, despite several ills that could be brought about by the internet; it
has so many advantages if put to proper usage.

ne of the many developments that the internet can bring about is the development in the educational sector.
he very origin of the Internet is strongly linked to education, as it was in universities and research}institutes
pat electronic networks were initially developed. Such networks have since evolved from the sharing of
search findings among scientists and scholars to access to libraries, schools, and universities worldwide.
he Internet also enables alternative teaching methods through virtual classrooms and long-distance
ucation, thus allowing more people to receive education.’®

he ease with which information can be published and disseminated on the Internet allows for mcre
mocratic and participatory political structures. For example, referendum, opinion polls and ma 1y others
nbe conducted online without any stress and unusual delay. In many countries of the world, elections zre
w done online. In fact, several universities in Nigeria now do online advertisement, admission proces<es
d registration of students. Also, an impressive development has been derived in the health sector.
mputerised networks facilitate access to accurate and up-to-date information, enable long-distance
ining and consultation and improve the administration of the health sector. Online initiatives addressing
Ith and medicine promote networking among hospitals and health professionals worldwide and provide
dates on current medical research.®

e internet is also a major way of ensuring the passage of information within and outside the Country with
eral media outlets and major newspapers now willing to furnish information online without the need to
ceed to the newspaper stand to read the papers. Also, videos and even radio stations can now be streamad

ine through the use of phones and other devices. These are major developments in Nigeria through the
of the internet,%

Conclusion _ !
emonstrated in this paper, the cyberspace is a double-edged sword. It could be used to bring about
lopment and it could also be used to destabilise the country and also infringe on the rights of fellow

b
d

ssan A.B,.Lass F.D & Makinde, J. ‘Cybercrime in Nigeria: Causes, Effects and the Way Out’, (2012) 2{(7) ARPN
hal of Science and Technology.

' Paula u, “The Internet as a Tool for Social Devglopment’
b:—/l\ﬂ\fW,fsoc,()ﬂdlNE'I“)?/nroceedinps/G4/G4 1.LHTM> accessed 02 May, 2018.
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. Either of the option taken depends on the policies, strategies and regulatory framework

the Government and the willingness to execute them properiy. It is therefore recommended 1

gation of laws and formulation of policies on the use of cyber space, the government shou

asy ways of determining, apprehending and prosecuting cyber criminals, Thus, the various

other internet related Bills, such as Electronic Transaction Bill, need to be passed into laws
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