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$EVWUDFW² ,Q� WKLV� FRQFHSWXDO� SDSHU�� WKH� IHDWXUHV� RI�
FRPSXWHU� DQG� KXPDQ� LPPXQRORJ\�ZHUH� GHVFULEHG�ZLWK� VXEWOH�
HPSKDVLV� RQ� FRPSXWHU� YLUXV�� $V� ZRXOG� EH� DUJXHG�� ERWK� DUH�
UHODWHG�VLQFH�WKH�KXPDQ�LPPXQRORJ\�KDV�EHHQ�DQ�LQVSLUDWLRQ�IRU�
EXLOGLQJ� PRUH� VHFXUHG�� VWURQJHU� FRPSXWHU� V\VWHPV� DQG�
LQWHUFRQQHFWLRQ�EHWZHHQ�WKHP�RYHU�WKH�\HDUV��,W�LV�H[SHFWHG�WKDW�
WKH�FRQFHSWXDO�IUDPHZRUN�ZRXOG�QRW�RQO\�H[SRVH�UHVHDUFKHUV�WR�
WKH�EDVLFV�RI� ELRORJLFDO� LPPXQH� V\VWHP��EXW� DOVR� WR� FRPSXWHU�
VHFXULW\�DUFKLWHFWXUHV�WKDW�FDQ�ERUURZ�LGHDV�IURP�LW� 5HYLHZ�RI�
UHODWHG�UHVHDUFK�LQ�KXPDQ�DQG�FRPSXWHU�LPPXQRORJ\�ZDV�XVHG��

.H\ZRUGV²,PPXQRORJ\��+XPDQ�YLUXV��&RPSXWHU�YLUXV�
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,Q� UHFHQW� WLPHV�� UHODWLRQVKLS�EHWZHHQ� FRPSXWHU� DQG�KXPDQ�
LPPXQRORJ\� KDV� EHHQ� WKH� IRFXV� RI� VHYHUDO� DFDGHPLF�
UHVHDUFKHUV>�@±>�@��7KLV�KDV�EHHQ�LQ�D�ELG�WR�GHYHORS�FRPSXWHU�
LQIRUPDWLRQ�V\VWHPV�WKDW�FDQ�ZLWKVWDQG�H[SRVXUH�WR�LQFUHDVLQJ�
G\QDPLF�QDWXUH�RI� LQWUXVLRQV� MXVW� OLNH�SDWKRJHQV�GR� LQ�KXPDQ�
EHLQJV�� +XPDQ� LPPXQRORJ\� GHDOV� ZLWK� WKH� VWXG\� RI� KRZ� WKH�
ERG\� ILJKWV� DJDLQVW� DV� ZHOO� DV� SURWHFWV� LWVHOI� IURP� EDFWHULD��
YLUXVHV�� SURWR]RD� DQG� IXQJL� FROOHFWLYHO\� NQRZQ� DV� SDWKRJHQV��
7KLV� SURFHVV� LQ� WKH� KXPDQ� ERG\� LV� KLJKO\� FRRUGLQDWHG� DQG�
SURYHQ�WR�SURWHFW�WKH�KXPDQ�ERG\�WR�D�ODUJH�H[WHQW�GHVSLWH�WKH�
FRQVWDQW� H[SRVXUH� WR� WKHVH� SDWKRJHQV�� 6LPLODUO\�� WKHUH� DUH�
SURWHFWLYH� PHFKDQLVPV� VXFK� DV� LQWUXVLRQ� GHWHFWLRQ� DQG�
SUHYHQWLRQ�V\VWHPV�XVHG�LQ�FRPSXWHU�V\VWHPV�WR�JXDUG�DJDLQVW�
LQWUXVLRQV��)RU�LQVWDQFH��YLUXVHV��ZRUPV��7URMDQV��SLQJ�RI�GHDWK��
GHQLDO�RI�VHUYLFH��SHQHWUDWLRQ�DWWHPSW�DQG�UHFRQQDLVVDQFH>�@���

*OREDOO\��HYHU\�VHFWRU�RI�WKH�HFRQRP\�VXFK�DV�JRYHUQPHQW��
HGXFDWLRQ��PLOLWDU\� DQG� ILQDQFLDO� VHFWRU� QRZ� UHOLHV� KHDYLO\� RQ�
LQWHUQHW� WHFKQRORJ\� WR� FDUU\� RXW� RSHUDWLRQDO� DQG� PDQDJHULDO�
GXWLHV��7KH�PRVW�DODUPLQJ�SDUW�LV�WKDW�WKUHDWV�WR�WKH�LQIRUPDWLRQ�
V\VWHP�DVVHWV�DUH�LQFUHDVLQJ�JHRPHWULFDOO\>�@��$�UHFHQW�VXUYH\�
FRQGXFWHG�E\�&\EHUVHFXULW\�1H[XV�LQ������UHYHDOHG�WKDW�����RI�
UHVSRQGHQWV�UHSRUWHG�DQ�LQFUHDVH�LQ�F\EHU�UHODWHG�DWWDFNV�LQ������
FRPSDUHG� WR� WKH�SUHFHGLQJ� \HDU� >�@�� ,Q� WKH� VDPH� VXUYH\�� ����

RSLQHG�WKHUH�ZRXOG�EH�PRUH�DWWDFNV�LQ�WKH�VXFFHHGLQJ�\HDU�>�@��
$OVR�� WKH� UHSRUW� IRU� ����� UHYHDOHG� WKDW� RUJDQLVDWLRQV� PD\�
H[SHULHQFH� DQ� LQFUHDVHG� QHJDWLYH� LPSDFW� RI� F\EHUDWWDFN� E\�
����>�@�� ,Q� 1LJHULD�� WKH� XVH� RI� LQWHUQHW� KDV� LQFUHDVHG�
WUHPHQGRXVO\� WR� ������� DV� DW� -XQH� ����� DV� DJDLQVW� ������ LQ�
����>�@�� 7KHUHIRUH�� VHHNLQJ� LQVSLUDWLRQ� IURP� WKH� GHIHQVH�
PHFKDQLVP�RI�ELRORJLFDO�RUJDQLVP�ZRXOG�EH�ZRUWKZKLOH�VLQFH�LW�
SURWHFWV�WKH�ERG\�HIIHFWLYHO\�DJDLQVW�NQRZQ�DQG�QHZ�LQYDVLRQV��
7KH� XVH� RI� ELRORJLFDO� DQDORJLHV� FROOHFWLYHO\� WHUPHG�
FRPSXWDWLRQDO�LQWHOOLJHQFH�LV�QRW�QHZ�WR�WKLV�VWXG\��$V�D�UHVXOW��
WKLV�SUHVHQW�VWXG\�LV�RQH�RI�WKH�HDUOLHVW�VWXG\�WR�YLYLGO\�GHVFULEH�
WKH�UHODWLRQVKLS�EHWZHHQ�KXPDQ�YLUXV�DQG�FRPSXWHU�YLUXV�XQGHU�
WKH� XPEUHOOD� RI� KXPDQ� DQG� FRPSXWHU� LPPXQRORJ\�� 'HWDLOHG�
UHYLHZ�RI�SDVW�VWXGLHV�ZRXOG�EH�HPSOR\HG��7KH�UHVW�RI�WKLV�SDSHU�
SURYLGHV� D� EULHI� GHVFULSWLRQ�RI�KXPDQ� LPPXQRORJ\�� FRPSXWHU�
YLUXV� DQG� FRPSXWHU� LPPXQRORJ\�� )LQDOO\�� UHTXLUHPHQWV�
QHFHVVDU\�IRU�GHVLJQLQJ�D�FRPSXWHU�LPPXQH�V\VWHP�DQG�SRVVLEOH�
FRPSXWHU�VHFXULW\�DUFKLWHFWXUHV�WKDW�FDQ�EHQHILW�IURP�FRPSXWHU�
LPPXQRORJ\�ZLOO�DOVR�EH�GLVFXVVHG��
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7KH�KXPDQ�LPPXQH�V\VWHP�LV�D�JURXS�RI�FHOOV��PROHFXOHV��
WLVVXHV��RUJDQV�DQG�FLUFXODWRU\�V\VWHPV>�@��7KH�LPPXQH�V\VWHP�
FHOOV�DUH�FUHDWHG�LQ�WKH�WK\PXV�RU�ERQH�PDUURZ�DV�WKH�FDVH�PD\�
EH��7KH�KXPDQ�ERG\�LV�FRQVWDQWO\�H[SRVHG�WR�SDWKRJHQV�VXFK�DV�
YLUXV�ZKLFK�LV�WKH�IRFXV�RI�WKLV�VWXG\��7KH�ERG\¶V�IXQFWLRQ�LV�WR�
GHWHFW�DQG�UHPRYH�VXFK�YLUXV�IURP�WKH�ERG\�DQG�HQVXUH�WKDW�QHZ�
RU�VDPH�YLUXV�GRHV�QRW�JHW�LQWR�WKH�ERG\�VXEVHTXHQWO\�>��@��7KH�
+XPDQ�LPPXQH�V\VWHP�LV�PXOWLOD\HUHG�LQ�QDWXUH��VHH�)LJ����7KH�
OD\HUV�DUH�PDGH�XS�RI��SK\VLFDO�EDUULHUV��SK\VLRORJLF�EDUULHUV��WKH�
LQQDWH�LPPXQH�V\VWHP�DQG�DGDSWLYH�LPPXQH�V\VWHP>��@��>��@��
7KH�SK\VLFDO�EDUULHU��IRU�LQVWDQFH��VNLQ�DQG�PXFRXV�PHPEUDQH��
LV�WKH�ILUVW�FRQWDFW�IRU�YLUXV��7KH�SK\VLRORJLF�EDUULHU�RQ�WKH�RWKHU�
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KDQG��DUH�VDOLYD��VZHDW�DQG�WHDUV��7KHVH�IOXLGV�KDYH�YDU\LQJ�S+�
DQG�WHPSHUDWXUH�DV�ZHOO�DV�FRQWDLQ�HQ]\PHV�WKDW�

5HFRJQLWLRQ�5HFHSWRUV� �355V�>��@��7KH\� UHFRJQL]H�PROHFXOHV�
VSHFLILF� WR� SDWKRJHQV� FDOOHG� 3DWKRJHQ� $VVRFLDWHG� 0ROHFXODU�
3DWWHUQV� �3$03V��� 7KLV� UHFRJQLWLRQ� LQGLFDWHV� WKH� SUHVHQFH� RI�
SDWKRJHQ�LQ�WKH�ERG\��7KH�UROH�RI�WKH�LQQDWH�LPPXQH�V\VWHP�LV�
WR�GHIHQG�WKH�KRVW�DW�WKH�RQVHW�RI�LQIHFWLRQ�ZKLFK�LV�DFKLHYHG�E\�
QRQ�VSHFLILF�UHFRJQLWLRQ�RI�WKH�SDWKRJHQ��6HFRQGO\��LW�KHOSV�WR�
LQGXFH�WKH�DGDSWLYH�LPPXQH�V\VWHP��7KLUGO\��WKH�LQQDWH�LPPXQH�
V\VWHP� GHWHUPLQHV� WKH� W\SH� RI� DGDSWLYH� UHVSRQVH� WKURXJK� WKH�
H[SUHVVLRQ�RI�FR�VWLPXODWRU\�VLJQDOV�LQ�$QWLJHQ�SUHVHQWLQJ�FHOOV�
�$3&V���

%� $GDSWLYH�,PPXQH�6\VWHP�
3DWKRJHQV�WKDW�DUH�QRW�GHVWUR\HG�E\�WKH�LQQDWH�LPPXQH�OD\HU�

JHW� WR� WKH� DGDSWLYH� LPPXQH� OD\HU�� 7KLV� SDUW� RI� WKH� LPPXQH�
V\VWHP� XVHV� FRPSOH[� OHDUQLQJ� SURFHVV� WR� DFKLHYH� EHWWHU�
LPPXQLW\�RI�WKH�KXPDQ�ERG\�>��@��*HQHUDOO\��7�FHOOV�DQG�%FHOOV�
DUH�WKH�O\PSKRF\WHV�XVHG�WR�SURWHFW�WKH�ERG\��7KH�SURWHFWLRQ�LV�
DFKLHYHG� E\� XVLQJ� VRPDWLFDOO\� JHQHUDWHG� DQWLJHQ� UHFHSWRUV�
FORQDOO\�GLVWULEXWHG�RQ�WKH� O\PSKRF\WHV��7KLV�OHDGV�WR�VSHFLILF�
UHFRJQLWLRQ�RI�SDWKRJHQ�OHDGLQJ�WR�SDWKRJHQ�VSHFLILF�ORQJ�WHUP�
PHPRU\�>�@��7KH�UHFHSWRUV�XVHG�E\�WKH�DGDSWLYH�LPPXQH�V\VWHP�
DUH�7�FHOO�UHFHSWRUV��7&5��DQG�%�FHOO�UHFHSWRUV��%&5���$OVR��WKH�
DGDSWLYH�LPPXQH V\VWHP�HQDEOHV�UHVSRQVH�WR�SDWKRJHQ�WKDW�WKH�
ERG\�KDV�QHYHU�HQFRXQWHUHG�EHIRUH��:KLOH�%FHOO�DLGV�SURGXFWLRQ�

DQG�VHFUHWLRQ�RI�DQWLERGLHV�LQ�UHVSRQVH�WR�H[RJHQRXV�HOHPHQWV��
7�FHOOV�DWWDFNV�LQIHFWLRXV�FHOOV�DQG�FRQWURO�RWKHU�FHOO�DFWLYLWLHV�LQ�
WKH�ERG\�>��@� 7DEOH����JLYH�D�VXPPDU\�RI�WKH�PDMRU�GLIIHUHQFHV�
EHWZHHQ� WKH� LQQDWH� LPPXQH� V\VWHP� DQG� WKH KXPDQ� LPPXQH�
V\VWHP� LV� GLUHFWHG� WRZDUGV� GHVWUR\LQJ� WKH� DQWLJHQ� DQG�
PDLQWDLQLQJ�WKH�KXPDQ�ERG\���

7KH� ILUVW� SRLQW� RI� FRQWDFW� E\� WKH� DQWLJHQV� DUH� SKDJRF\WHV�
VXFK�DV�PDFURSKDJHV��0DFURSKDJHV�PRYH�IUHHO\�LQ�WKH�ERG\�WR�
GLJHVW�DQWLJHQV� WKH\�HQFRXQWHUHG��$IWHUZDUGV�� WKH�DQWLJHQV�DUH�
IUDJPHQWHG�LQWR�DQWLJHQLF�SHSWLGHV�>��@��7KHQ��WKH�IUDJPHQWV�RI�
WKH�DQWLJHQLF�SHSWLGHV�ELQG�WR�PDMRU�KLVWRFRPSDWLELOLW\�FRPSOH[�

PDNH WKH�HQYLURQPHQW�XQFRQGXFLYH�IRU�WKULYLQJ��1H[W�LV�WKH�
LQQDWH�DQG�DGDSWLYH�LPPXQH�V\VWHP V ZKLFK�DFW�RQ�DQ\�YLUXV HV�
WKDW�HYDGH WKH�ILUVW WZR�OD\HUV��0RUHRYHU��WKH�DGDSWLYH�LPPXQH�

KXPRUDO�V\VWHP� LV� FHOO�DQG�LPPXQLW\�LQWR�GLYLGHG� PHGLDWHG�
LPPXQLW\ >��@��7KH LQQDWH�DQG�DGDSWLYH� LPPXQLW\�KDYH�FHOOV�
WKDW�PDNH LW�IXQFWLRQ�HIIHFWLYHO\��VHH�)LJ ��

$� ,QQDWH�,PPXQH�6\VWHP

,QQDWH�LPPXQH�V\VWHP�LV�D�IRUP�RI� KXPDQ�LPPXQH�V\VWHP�
WKDW�XVHV�D�VHW�RI�UHFHSWRUV�FDOOHG�3DWWHUQ�5HFRJQLWLRQ�5HFHSWRUV�
� �355V >��@��7KH\�UHFRJQL]H�PROHFXOH V�VSHFLILF�WR�SDWKRJHQV�
FDOOHG 3DWWHUQ

)LJ����/D\HUV�RI�+XPDQ�,PPXQH�6\VWHP�>��@

DGDSWLYH�LPPXQH�V\VWHP�

)LJ������&HOOV�RI�WKH�,QQDWH�DQG�$GDSWLYH�,PPXQH�6\VWHP

,,,� +2:�,0081(�6<67(0�3527(&76�7+(�%2'<�)520�
3$7+2*(16

SDWKRJHQ� SURGXFHV� DQWLJHQ�ERG\�7KH� JHWWLQJ�RQ� LQWR� WKH�
�$J���$QWLJHQ�LV�D�IRUHLJQ�PROHFXOH�IURP�SDWKRJHQ�RU�RWKHU�
H[RJHQRXV�HOHPHQW��7KHUHIRUH��WKH�WDUJHW�RI�DOO�SURFHVVLQJ�LQ�
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�0+&�� PROHFXOHV�� 7KH� DQWLJHQLF� SHSWLGH�0+&� PROHFXOHV�
FRPELQDWLRQ� LV� GLVSOD\HG� RQ� WKH� VXUIDFH� RI� WKH� FHOO�� 1H[W��
UHFHSWRUV�SUHVHQW�RQ�7� O\PSKRF\WH��7�FHOO��DQG�%�O\PSKRF\WH�
�%�FHOO��UHFRJQL]H�WKH�DQWLJHQLF�SHSWLGHV�± 0+&�PROHFXOH�DQG�
JHW� DFWLYDWHG� >��@�� 7�FHOOV� RQ� DFWLYDWLRQ� GLYLGH� DQG� VHFUHWH�
O\PSKRNLQHV��FKHPLFDO�VLJQDOV��WKDW�DFWLYDWH�RWKHU�FRPSRQHQWV�
RI� WKH� +,6�� &RQYHUVHO\�� %�FHOOV� RQ� DFWLYDWLRQ� UHVSRQG� WR� WKH�
7FHOO� O\PSKRNLQHV�� %�FHOOV� KDYH� DQ� DGGLWLRQDO� DELOLW\� RI�
UHFRJQL]LQJ� DQWLJHQLF� SHSWLGHV� WKDW� GR� QRW� ELQG� WR� 0+&�
PROHFXOHV�� ,Q� WKH� VDPH� ZD\�� %�FHOOV� JHW� DFWLYDWHG� DIWHU� WKH�
UHFRJQLWLRQ�SURFHVV��GLYLGH�DQG�VHFUHWH�DQWLERG\�SURWHLQV��7KHVH�
DQWLERG\�SURWHLQV�FDQ�GHIXVH�DV�ZHOO�DV�WULJJHU�WKH�GHVWUXFWLRQ�RI�
WKH�DQWLJHQV��)LQDOO\��PHPRU\�FHOOV�DUH�GHYHORSHG�IURP�WKH�7�DQG�
%�FHOOV�ZKLFK�DLG�HOLPLQDWLRQ�RI�WKH�VDPH�DQWLJHQ�LI�SUHVHQWHG�LQ�
IXWXUH��$V�D�UHVXOW��WKH�KXPDQ�LPPXQH�V\VWHP�LV�HQKDQFHG��0RUH�
GHWDLOV�RI�KRZ�WKH�ERG\�LV�SURWHFWHG�FDQ�EH�IRXQG�LQ�>��@��

7DEOH�����'LIIHUHQFHV�%HWZHHQ�,QQDWH�,PPXQH�6\VWHP�DQG�
$GDSWLYH ,PPXQH�6\VWHP�

,QQDWH�,PPXQH�6\VWHP� $GDSWLYH�,PPXQH�6\VWHP�

)LUVW�OLQH�RI�GHIHQVH� 6HFRQG�OLQH�RI�GHIHQVH�

(YROYHV� DQG� SDVVHV� IURP�
RQH�JHQHUDWLRQ�WR�DQRWKHU�

,W�LV�DQ�DFTXLUHG�LPPXQH�
V\VWHP�

5HVSRQVH� WR� SDWKRJHQV� LV�
XVXDOO\�ZLWKLQ�IHZ�KRXUV�

5HVSRQVH� WR� SDWKRJHQV� WDNHV�
GD\V� RU�PRQWKV� GXH� WR� FORQDO�
VHOHFWLRQ�RI�7�FHOO�DQG�%�FHOO�

5HIHUUHG�WR�DV�QRQ�VSHFLILF�
LPPXQLW\�

5HIHUUHG� WR� DV� DQWLJHQVSHFLILF�
LPPXQLW\�

7KH�UHFHSWRUV�DUH�3DWKRJHQ�
5HFRJQLWLRQ� 5HFHSWRUV�
�355��

7KH�UHFHSWRUV�DUH�7�FHOO��7&5��
DQG�%�FHOO��%&5��
UHFHSWRUV�

,9� &20387(5�9,586

$GOHPDQ� LQ� ����� LQYHQWHG� WKH� WHUP� FRPSXWHU� YLUXV� >��@��
&RPSXWHU� YLUXV�� OLNH� LWV� ELRORJLFDO� FRXQWHUSDUW� KXPDQ� YLUXV��
DSSHQGV�SDUDVLWLFDOO\�WR�H[LVWLQJ�SURJUDPV�LQ�RUGHU�WR�DWWDFN�WKH�
UHVRXUFHV�DQG�FUHDWH�PRUH�FRSLHV�RI� WKH�YLUXV�>��@��:KHQ� WKLV�
KDSSHQV��WKH�KRVW�V\VWHP�IDLOV���6XEVHTXHQWO\��ZKHQ�YLUXV�HQWHUV�
D�FRPSXWHU�V\VWHP��LW�JHWV�H[HFXWHG�E\�WKH�XVHU�RI�WKH�FRPSXWHU�
V\VWHP��$IWHUZDUGV��WKH�YLUXV�VHDUFKHV�IRU�SURJUDPV�WKH�XVHU�KDV�
DFFHVV� WR� DQG� DSSHQGV� LWVHOI� WR� WKH� SURJUDP�� &RQWURO� LV�

LPPHGLDWHO\�UHWXUQHG�WR�WKH�RULJLQDO�SURJUDP��WKHUHIRUH��WKH�XVHU�
PD\�QRW�QRWLFH�WKDW�DQRWKHU�SURJUDP�RQ�WKH�FRPSXWHU�V\VWHP�KDV�
EHHQ�LQIHFWHG��$V�D�UHVXOW�� WKH�FRS\�RI�WKH�YLUXV�DOUHDG\�LQ�WKH�
V\VWHP�JHWV�UHSOLFDWHG�DQG�VSUHDG�DFURVV�WKH�FRPSXWHU�V\VWHP�E\�
UHVLGLQJ�LQ�WKH�PHPRU\��LQ�RUGHU�WR�PRQLWRU�V\VWHP�DFWLYLW\��'XH�
WR�WKH�LQFUHDVLQJ�XVH�RI�WKH�LQWHUQHW��LQIHFWHG�SURJUDPV�DUH�HDVLO\�
WUDQVIHUUHG�WR�RWKHU�FRPSXWHU�V\VWHPV�HOHFWURQLFDOO\��

0RVW� WLPHV�� FRPSXWHU� YLUXVHV� RFFXU� LQ� IRUP�RI�PDOLFLRXV�
FRGH��7KH�FRPPRQ�W\SHV�RI�PDOLFLRXV�FRGHV�DUH�7URMDQ�KRUVH��
ZRUPV�DQG�YLUXVHV��$OVR�� WKH�SD\ORDG�FRQWHQWV�RI� WKHVH�FRGHV�
JHQHUDOO\�FDXVH�GDPDJH�>��@��7URMDQ�LV�D�SURJUDP�WKDW�GLVJXLVHV�
DV�D�OHJLWLPDWH�SURJUDP�E\�WDNLQJ�WKH�VDPH�QDPH�EXW�SHUIRUPV�
GLIIHUHQW�IXQFWLRQV��7KLV�VLPLODU�QRPHQFODWXUH�PDNHV�LW�HDVLHU�IRU�
XVHU� WR� PLVWDNHQO\� H[HFXWH� WKH� 7URMDQ�� :KHQ� H[HFXWHG�� WKH�
LQWUXGHU� FLUFXPYHQWV� WKH� HQWU\� VHFXULW\� PHFKDQLVPV� RI� WKH�
FRPSXWHU� V\VWHP�� :RUPV� RQ� WKH� RWKHU� KDQG� H[HFXWH�
LQGHSHQGHQWO\� DQG� UHTXLUH� D� FRPSXWHU� QHWZRUN� WR� SUROLIHUDWH��
/DSVHV�LQ�QHWZRUN�DQG�FRPPXQLFDWLRQ�SURWRFRO�DLG�WKHLU�DFWLRQV��
)LJ����VKRZV�WKH�WD[RQRP\�RI�FRPSXWHU�YLUXV��&RPSXWHU�YLUXVHV�
DUH�GHWHFWHG�ZLWK� WKH�XVH�RI� DQWL�YLUXV� VRIWZDUH E\�HPSOR\LQJ�
DFWLYLW\�PRQLWRUV�DQG�LQWHJULW\�PDQDJHPHQW�V\VWHPV�WHFKQLTXHV�
>��@��7KH� IRUPHU�QRWLI\�XVHUV�ZKHQ�V\VWHP�DFWLYLW\�DVVRFLDWHG�
ZLWK� YLUXVHV� RFFXU� ZKLOH� WKH� ODWWHU� ZDUQ� XVHU� ZKHQ� XQXVXDO�
FKDQJHV�DUH�PDGH�WR�ILOHV��:KHQ�D�QHZ�YLUXV�LV�GHWHFWHG��KXPDQ�
H[SHUWV� VWXG\� DQG� DQDO\]H� WKH� YLUXV� LQ� RUGHU� WR� GHWHUPLQH� WKH�
EHKDYLRU� DQG� KRZ� LW� DSSHQGV� LWVHOI� WR� WKH� KRVW� SURJUDP��
6HTXHQFHV�RI�LQVWUXFWLRQV�SUHVHQW�LQ�WKH�YLUXV�DUH�FROODWHG�LQWR�
VLJQDWXUHV� WKDW� DUH� HQFRGHG� LQWR� WKH� DQWL�YLUXV� VRIWZDUH��
$QDO\]LQJ� YLUXVHV� LV� D� GLIILFXOW� DQG� WLPH� FRQVXPLQJ� WDVN� WKDW�
OHDGV�WR�LQHIILFLHQW�VLJQDWXUHV�DQG�FRQVHTXHQWO\�KLJK�UDWH�RI�IDOVH�
SRVLWLYHV���

$FFRUGLQJ�WR�+DUPHU�>��@��YLUXV�FDQ�DOVR�EH�GHWHFWHG�LQ�IRXU�
GLIIHUHQW�ZD\V�ZKLFK�DUH�$SSHDUDQFH��EHKDYLRU��FKDQJH�DQG�EDLW�
7R� GHWHFW� YLUXV� E\� DSSHDUDQFH�� SDWWHUQ� PDWFKLQJ� LV� XWLOL]HG�
EHWZHHQ�VFDQ�VWULQJ�DQG� WKH� LQIHFWHG�HQWLW\��6FDQ� VWULQJ� LV� WKH�
VLJQDWXUH� PDGH� XS� RI� VHTXHQFH� RI� LQVWUXFWLRQV� SUHVHQW� LQ� WKH�
YLUXV�� 7KLV� LV� XVHG� IRU� UHFRJQLWLRQ� RI� WKH� YLUXV� LQ� VXEVHTXHQW�
DWWDFNV��$V�IRU�EHKDYLRU��WKH�RSHUDWLRQV�SHUIRUPHG�E\�WKH�YLUXV�
LV� PRQLWRUHG��0RUHRYHU�� YLUDO� DFWLYLWLHV� DUH� VLPLODU� WR� QRUPDO�
V\VWHP�RSHUDWLRQV��7KHUHIRUH��WKH�DQWLYLUXV�V\VWHP�KDV�WR�EH�DEOH�
WR�GLVWLQJXLVK�VXVSLFLRXV�DFWLYLWLHV�IURP�QRUPDO�DFWLYLWLHV���

:KHQ�YLUXV�JHWV�LQWR�WKH�FRPSXWHU�V\VWHP��LW�LQIHFWV�WKH�KRVW�
DQG� PXOWLSO\�� 7KLV� UHVXOWV� LQ� FKDQJHV� LQ� WKH� KRVW� V\VWHP��
7KHUHIRUH��LW�LV�SRVVLEOH�WR�GHWHFW�YLUXV�E\�REVHUYLQJ�WKH�FKDQJHV�
LQ�WKH�KRVW��&KDQJHV�FDQ�EH�HDVLO\�QRWLFHG�LQ�WKH�LQLWLDO�VWDWH�RI�
ILOH��6XFK�FKDQJHV�DUH�ILOH�VL]H�DQG�ILOH�GDWH��$QRWKHU�PHWKRG�LV�
WKH�EDLW�PHWKRG�LQ�ZKLFK�D�GXPP\�ILOH�XVXDOO\�D�UHSOLFD�RI�ILOH�
RQ�WKH�FRPSXWHU�V\VWHP�LV�SODFHG�LQ�GLUHFWRULHV�RU�QDPHG�ZLWK�
ILOH�H[WHQVLRQ�SURQH�WR�YLUXV�DWWDFN��6XFK�ILOH�LV�DOVR�SURJUDPPHG
WR�EHKDYH�LQ�D�YLUXV�DWWUDFWLYH�PDQQHU��)RU�LQVWDQFH��H[HFXWLQJ�
IUHTXHQW� UHDG� DQG� ZULWH� RSHUDWLRQV�� $IWHUZDUGV�� WKH� RULJLQDO�
GXPP\� ILOH� VWDWH� LV� VDYHG� DQG� PRQLWRUHG� IRU� FKDQJHV��
2FFXUUHQFH� RI� FKDQJHV� VLJQLILHV� WKH� SUHVHQFH� RI� YLUXV� LQ� WKH�
FRPSXWHU�V\VWHP� 'HWDLOHG�LQIRUPDWLRQ�UHJDUGLQJ�WKH�VWUHQJWKV�
DQG�ZHDNQHVVHV�RI�WKH�GHWHFWLRQ�PHWKRGV�FDQ�EH�IRXQG�LQ�>��@��
7KH� UHODWLRQVKLS� EHWZHHQ� KXPDQ� YLUXV� DQG� FRPSXWHU� YLUXV� LV�
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VKRZQ� LQ� 7DEOH� �� DQG� LQGLFDWHG� D� FRPSHOOLQJ� UHDVRQ� WKDW�
VXSSRUWV� FORVH� DQDORJ\� EHWZHHQ� FRPSXWHU� YLUXV� DQG� KXPDQ�
YLUXV��

7DEOH����5HODWLRQVKLS�EHWZHHQ�+XPDQ�9LUXV�DQG�&RPSXWHU�
9LUXV�

+XPDQ�9LUXV� &RPSXWHU�9LUXV�

'1$�FRQWDLQV�WKH�GHILQLWLRQ�RI�
VHOI�

3URJUDP�FRGH�FRQWDLQV�D�
GHILQLWLRQ�RI�VHOI�

+XPDQ�YLUXV�PXOWLSO\�E\�
UHSURGXFLQJ�LWV�'1$�

&RPSXWHU� 9LUXV� PXOWLSO\�
E\� UHSURGXFLQJ� FRS\� RI� LWV�
SURJUDP�FRGH�

6RPH� KXPDQ� YLUXVHV� DWWDFNV�
VSHFLILF�VSHFLHV�

6RPH� FRPSXWHU�
YLUXVHV�DWWDFNV�

VSHFLILF��W\SHV�RSHUDWLQJ�
V\VWHPV�

6RPH�DWWDFN�VSHFLILF�FHOOV� 6RPH�DWWDFN�VSHFLILF�V\VWHP�
ILOHV��)RU�LQVWDQFH�(;(�DQG�
&20�

1RW� DOO� YLUDO� LOOQHVV� LQ� KXPDQ�
VKRZ� V\PSWRPV�� )RU� LQVWDQFH�
+HSDWLWLV� %� YLUXV� FDQ� EH�
DV\PSWRPDWLF�

$OVR�QRW�DOO�FRPSXWHU�YLUXV�
DWWDFN�VKRZV�REYLRXV�VLJQV��

+XPDQ� YLUXV� KDV� LQFXEDWLRQ�
SHULRG� EHIRUH� PDQLIHVWDWLRQ��
([DPSOH��5DELHV� YLUXV� KDV� DQ�
LQFXEDWLRQ� SHULRG� XS� WR� ��
PRQWKV�

/LNHZLVH�� VRPH� FRPSXWHU�
YLUXV� GHOD\V� XQWLO� WKHLU�
SD\ORDG� UHDFKHV� FHUWDLQ�
WKUHVKROG��([DPSOH��
0LFKHODQJR�YLUXV�>��@�

+XPDQ�YLUXV�PXOWLSOLHV�HDVLO\��
)RU� LQVWDQFH� +XPDQ�
,PPXQRGHILFLHQF\�9LUXV�
�+,9��

&RPSXWHU�YLUXV�DOVR�PDNHV�
FRSLHV� RI� LWVHOI� UDSLGO\�
ZKHQ�LW�HQWHUV�WKH�FRPSXWHU�
V\VWHP�

&RQVHTXHQWO\�� GHVSLWH� WKH� IDFW� WKDW� WKH� XVH� RI� JHQHULF�
DQWLYLUXV�VRIWZDUH�UHPRYHV�YLUXVHV�IURP�FRPSXWHU�V\VWHP��LW�KDV�
IHZ�GUDZEDFNV��)LUVW�� LW�FDQ�RQO\�GHWHFW�QHZ�YLUXVHV� WKDW�KDYH�
FORVH�VHTXHQFH�WR�H[LVWLQJ�YLUXVHV��2WKHUZLVH��LW�ZLOO�EH�PLVVHG��
6HFRQG�� LW� GHWHFWV� YLUXV� RQO\� ZLWKRXW� UHPRYLQJ� LW� IURP� WKH�
LQIHFWHG�ILOH��7KHVH�WZR�GUDZEDFNV�QHFHVVLWDWHG�ERUURZLQJ�LGHDV�
IURP�WKH�DGDSWLYH�LPPXQH�V\VWHP�LQ�KXPDQ�LPPXQRORJ\�ZKLFK�
LV� VSHFLILF� LQ� LWV� UHFRJQLWLRQ� RI� SDWKRJHQV�� 'HWHFWLRQ� DQG�
UHVSRQVH�WR�YLUXVHV�E\�DGDSWLYH�LPPXQH�V\VWHP�LV�DSW�VXFK�WKDW�
QHZ� YLUXVHV� FDQ� EH� GHWHFWHG� HDVLO\�� 7KHUHIRUH�� GHVLJQLQJ� D�
FRPSXWHU�LPPXQH�V\VWHP�ZRXOG�EH�ZRUWKZKLOH�LQ�RUGHU�WR�

9� &20387(5�,00812/2*<

+XPDQ� LPPXQRORJ\� DQG� FRPSXWHU� LPPXQRORJ\� DUH�
DQDORJRXV�IURP�WKH�VHFXULW\�SRLQW�RI�YLHZ��7KLV�LV�EHFDXVH�ERWK�

DOOHYLDWH�WKH�SUREOHPV�RI�JHQHULF�DQWL �YLUXV�VRIWZDUH��7KH�QH[W�
VHFWLRQ�LV�GHYRWHG�IRU H[SODLQLQJ�FRPSXWHU�LPPXQRORJ\��

)LJ����7D[RQRP\�RI�&RPSXWHU�9LUXV >��@
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HQVXUH�SURWHFWLRQ�IURP�LQYDGHUV��6LPLODU�WR�WKH�+XPDQ�LPPXQH�
V\VWHP��FRPSXWHU�LPPXQH�V\VWHP�PXVW�LQFRUSRUDWH�PHFKDQLVPV�
IURP�ERWK�WKH�LQQDWH�DQG�DGDSWLYH�LPPXQH�V\VWHP�>��@��+XPDQ�
LPPXQRORJ\�KDV�VRPH�GHVLUDEOH�IHDWXUHV�WKDW�FDQ�EH�ERUURZHG�
IRU� LPSURYLQJ� WKH� VHFXULW\� RI� FRPSXWHU� V\VWHPV��7KH� IHDWXUHV�
DFFRUGLQJ�WR�.LP�HW�DO���>��@��$KPDG�>��@�DQG�6RPD\DML�HW�DO���
>��@� DUH�� GLVWULEXWHG�� PXOWL�OD\HUHG�� GLYHUVLW\�� GLVSRVDELOLW\��
DXWRQRP\��DGDSWDELOLW\��QR�VHFXUH�OD\HU��G\QDPLFDOO\�FKDQJLQJ�
FRYHUDJH�� LGHQWLW\� YLD EHKDYLRU�� DQRPDO\� GHWHFWLRQ�� LPSHUIHFW�
GHWHFWLRQ�� QRLVH� WROHUDQFH�� VHOI�RUJDQL]LQJ� DQG� JHQHUDWLRQ� RI�
DQWLERGLHV��7KH�OLVWHG�SURSHUWLHV�VHUYH�DV�WKH�EDVLV�IRU�GHVLJQLQJ�
FRPSXWHU�LPPXQH�V\VWHP�IRU�VHFXULQJ�FRPSXWHU�V\VWHPV��

%XLOGLQJ�FRPSXWHU�LPPXQH�V\VWHP�LQYROYHV�FHUWDLQ�VWHSV�DV�
HQXPHUDWHG�E\�)RUUHVW�HW�DO���>�@��)LUVW��GHILQLWLRQ�RI�VHOI�ZKLFK�
LQYROYHV� GHILQLQJ� ZKDW� FRQVWLWXWHV� QRUPDO� DFWLYLWLHV� LQ� D�
FRPSXWHU� V\VWHP�� 'HWHFWLRQ�� SUHYHQWLRQ� DQG� HOLPLQDWLRQ� RI�
KDUPIXO� DEQRUPDO� DFWLYLWLHV� LV� LPSRUWDQW�� 7KHUH VKRXOG� EH� D�
PHPRU\�PHFKDQLVP�IRU�SUHYLRXV�LQWUXVLRQ�DV�WKLV�DLGV�SURWHFWLRQ�
DJDLQVW� WKHP� ZKHQ� WKH\� UHRFFXU�� :D\V� RI� UHFRJQL]LQJ� QHZ�
LQWUXVLRQ� PXVW� EH� SXW� LQ� SODFH�� )LQDOO\�� SURWHFWLRQ� RI� WKH�
FRPSXWHU�LPPXQH�V\VWHP�IURP�VHOI�DWWDFN��

'HILQLWLRQ�RI�VHOI�LQ�WKH�FRQWH[W�RI�FRPSXWHU�V\VWHP�FDQ�EH�
QRUPDO� PHPRU\� DFFHVV� SDWWHUQ�� QHWZRUN� WUDIILF� YLD� D� URXWHU��
V\VWHP� FDOO� SDWWHUQ�� XVHU� EHKDYLRU� SDWWHUQ�� NH\ERDUG� W\SLQJ�
SDWWHUQ�DV�ZHOO�DV�LQZDUG�DQG�RXWZDUG�IORZ�RI�7&3�,3�SDFNHW��
:KHUHDV�� QRQ�VHOI� RU� LQWUXVLRQV� FDQ� EH� LQ� IRUP� RI� PLVXVH��
UHFRQQDLVVDQFH�� WURMDQL]DWLRQ�� VFDQQLQJ� DWWDFN�� SHQHWUDWLRQ�
DWWDFNV��GHQLDO�RI�VHUYLFH�DWWDFNV�DQG�YLUXV�DWWDFNV��:RUNV�VXFK�
DV�WKH�RQH�E\�%XUJHVV�H[SORUHG�FRPSXWHU�LPPXQRORJ\�DQG�OHG�
WR�WKH�GHVLJQ�RI�FIHQJLQH�>�@�DQG�DOVR�WKH�GHVLJQ�RI�D�&RPSXWHU�
9LUXV�,PPXQH�6\VWHP��&9,6��E\�+DUPHU�HW�DO���>�@�DQG�/DPRQW�
HW�DO���>��@��([WHQVLYH�UHYLHZ�RQ�UHVHDUFKHV�LQ�WKLV�DUHD�FDQ�EH�
IRXQG�LQ�>��@��>��@��

$� &RPSXWHU�,PPXQH�6\VWHP�5HTXLUHPHQWV�
.HSKDUW�HW�DO���>��@�RXWOLQHG�WKH�UHTXLUHPHQWV�RI�D�FRPSXWHU�

LPPXQH� V\VWHP� DV� � LQQDWH� LPPXQLW\�� DGDSWLYH� LPPXQLW\��
GHOLYHU\� DQG� GLVVHPLQDWLRQ�� VSHHG�� VFDODELOLW\�� VDIHW\� DQG�
UHOLDELOLW\�� VHFXULW\� DQG� ILQDOO\� FXVWRPHU� FRQWURO�� ,QQDWH�
LPPXQLW\�LQYROYHV�WKH�DELOLW\�WR�GHWHFW�XQNQRZQ�YLUXVHV�ZKLOH�
DGDSWLYH�LPPXQLW\�JLYHV�WKH�FRPSXWHU�LPPXQH�V\VWHP�DELOLW\�WR�
DXWRPDWLFDOO\�GHWHFW�DQG�UHPRYH�SUHYLRXVO\�NQRZQ�YLUXVHV�IURP�
WKH�FRPSXWHU�V\VWHP��7KH�SURFHVV�RI�GHOLYHU\�DQG�GLVVHPLQDWLRQ�
HQVXUH� WKH�V\VWHP�VXFFHVVIXOO\�UHPRYH�YLUXVHV�RQ� WKH� LQIHFWHG�
KRVW� DQG� DOVR� IURP� RWKHU� KRVWV� LQ� D� QHWZRUNHG� HQYLURQPHQW��
6SHHG� DOORZV� WKH� UHPRYDO� RI� YLUXVHV� ZLWKLQ� OLPLWHG� SHULRG� RI�
WLPH�EHIRUH�WKH\�SUROLIHUDWH��6FDODELOLW\�LV�FRQFHUQHG�ZLWK�DELOLW\�
WR�PDLQWDLQ�HIILFLHQF\�GHVSLWH�ODUJH�YROXPH�RI�GDWD���7KLV�LV�LQ�
WZR� IROGV�� VFDODELOLW\� LQ� YLUXV� DQDO\VLV� DQG� XSGDWHV�� $V� IRU�
DQDO\VLV��FRPSXWHU�LPPXQH�V\VWHP�PXVW�EH�DEOH�WR�KDQGOH�YLUXV�
DQDO\VLV� UDSLGO\�RQ�RQH�RU� VHYHUDO�FRPSXWHUV� LQ�D� QHWZRUN�� ,Q�
DGGLWLRQ��YLUXV�DQDO\VLV�PXVW�EH�XSGDWHG�IUHTXHQWO\� VR� WKDW� UH�
RFFXUUHQFH�RI�WKH�YLUXVHV�FDQ�EH�WDFNOHG�HIIHFWLYHO\�WR�HQKDQFH�
DGDSWDWLRQ�� 6DIHW\� DQG� UHOLDELOLW\� JXDUDQWHH� ORZ� IDOVH� SRVLWLYH�
UDWH� DV� WKLV� HQVXUHV� DFFXUDF\� LQ� GHWHFWLRQ��:LWK� VHFXULW\�� LW� LV�
LPSRUWDQW� WR� HQVXUH� WKDW� VFDQ� VWULQJ� SURGXFHG� E\� WKH� LPPXQH�
V\VWHP�IRU�GHWHFWLQJ�YLUXVHV�UHPDLQ�VHFXUHG��/DVWO\��FXVWRPHUV�

PXVW�KDYH�FRQWURO�RYHU�WKH�GLVVHPLQDWLRQ�DQG�GHOLYHU\�RI�VFDQ�
VWULQJ�ZKLFK�FDQ�EH�PDQXDOO\�RU�DXWRPDWHG��

%� 3RWHQWLDO�6HFXULW\�DUFKLWHFWXUH�IRU�&RPSXWHU�,PPXQH�
6\VWHP�
7KLV�VHFWLRQ�GHVFULEHV�FRPSXWHU�VHFXULW\�DUFKLWHFWXUHV�WKDW�

DLG�WKH FRQFHSWV�RI�FRPSXWHU�LPPXQRORJ\��6RPD\DML�HW�DO���>��@��
SRLQWHG� RXW� IRXU� SRVVLEOH� DUFKLWHFWXUHV�� 7ZR� DGGLWLRQDO�
DUFKLWHFWXUHV�DUH�DGGHG�LQ�WKLV�SDSHU��KHWHURJHQHRXV�DQG�0RELOH�
$G�KRF�1HWZRUN��

�� 3URWHFWLQJ�6WDWLF�'DWD��

7KLV� LQYROYHV� SURWHFWLQJ� GDWD� RQ� FRPSXWHU� V\VWHP� IURP�
XQDXWKRUL]HG� DFFHVV� E\� FRPSXWHU� YLUXVHV�� ,Q� WKLV� DUFKLWHFWXUH��
YLUXV� IUHH�GDWD�LV�UHJDUGHG�DV�VHOI�ZKLOH�YLUXV� LQIHFWHG�GDWD�LV�
UHJDUGHG�DV�QRQ�VHOI��:KHQ�FRPSDUHG�WR�KXPDQ�LPPXQRORJ\��LW�
ILWV� SHUIHFWO\� ZLWK� WKH� VHOI�QRQ�VHOI�GLVFULPLQDWLRQ� XVHG� IRU�
GHWHFWLQJ� YLUXV� DQG� RWKHU� DQRPDO\� LQ� WKH� KXPDQ� ERG\�� 7KH�
PDSSLQJ�EHWZHHQ�WKH�KXPDQ�FRPSRQHQWV�DQG�FRPSXWHU�V\VWHP�
FRPSRQHQWV�LV�JLYHQ�LQ�WKH�)LJ����EHORZ��

)LJ�� ��� 0DSSLQJ� %HWZHHQ� +XPDQ� &RPSRQHQWV� DQG�
&RPSXWHU�&RPSRQHQWV�

�� 3URWHFWLQJ�$FWLYH�3URFHVVHV�

,Q� WKLV� DUFKLWHFWXUH�� HYHU\� DFWLYH� SURFHVV� LV� UHJDUGHG� DV� D�
FHOO��$OVR��SDVVZRUGV�DQG�ILOH�SHUPLVVLRQ�UHSUHVHQW�WKH�VNLQ�DQG�
WKH� LQQDWH� LPPXQH� OD\HU� UHVSHFWLYHO\��7KH� LGHD�RI� O\PSKRF\WH�
FDQ� EH� IDFWRU� LQ� DV� ³7�FHOO� SURFHVV´�� 6LPLODU� WR� WKH� 7�FHOO
O\PSKRF\WHV� LQ� WKH�KXPDQ�ERG\��7�FHOO�SURFHVV�FRQWUROV�RWKHU�
SURFHVVHV�DQG�DWWDFN�DEQRUPDO�SURFHVVHV��)RU�WKDW�UHDVRQ��WKH�7�
FHOO�SURFHVV�DFWV�E\�VORZLQJ�GRZQ��VXVSHQGLQJ��WHUPLQDWLQJ�RU�
UHVWDUWLQJ�WKH�DWWDFNHG�SURFHVV��$OVR��7�FHOO�SURFHVV�XQGHUJRHV�
QHJDWLYH� VHOHFWLRQ� LQ�RUGHU� WR�JHQHUDWH� VHW� RI� GHWHFWRUV��:KLOH�
VRPH� EHFRPH� PHPRU\� GHWHFWRUV� EHFDXVH� WKH\� GHWHFW� QHZ�
LQWUXVLRQ��0RUHRYHU��DGDSWDWLRQ�WR�FKDQJHV�RYHUWLPH�LV�DFKLHYHG�
E\�FRQWLQXRXV�JHQHUDWLRQ�RI�QHZ�GHWHFWRUV�DV�ZHOO�DV�DGMXVWLQJ�
WKHLU�SRSXODWLRQ YLD�DJLQJ��6HH�PDSSLQJ�LQ�)LJ�����

�� 3URWHFWLQJ�QHWZRUN�RI�&RPSXWHU�

7KLV� FRQVLVW� RI�PXWXDOO\� WUXVWLQJ� FRPSXWHUV� DQG�PXWXDOO\�
WUXVWLQJ�GLVSRVDEOH�FRPSXWHUV��)RU�WKH�ILUVW�FDWHJRU\��KRVW�EDVHG�
DQG� QHWZRUN�EDVHG� VHFXULW\� PHFKDQLVP� UHSUHVHQW� WKH� LQQDWH�
LPPXQLW\� ZKLOH� O\PSKRF\WH� SURFHVVHV� L�H�� 7�FHOO� SURFHVVHV�
UHSUHVHQW�WKH�DGDSWLYH�LPPXQLW\��7KH�GLVWLQJXLVKLQJ�IHDWXUHV�RI�
WKLV�DUFKLWHFWXUH�DUH�WKDW�7�FHOO�SURFHVVHV�DUH�PRELOH�DJHQWV�WKDW�
VHUYH�DV�GHWHFWRUV�� ,Q�DGGLWLRQ��D�FRPSXWHU� LV�GHGLFDWHG�DV� WKH�
WK\PXV�� :KHQ� LPSOHPHQWHG� LQ� D� QHWZRUN�� LW� FDQ� EH� XVHG� WR�
SURWHFW� WKH� QHWZRUN� DQG� LQGLYLGXDO� FRPSXWHUV�� ,Q� WKH� VHFRQG�
FDWHJRU\��WKH�PDLQ�GLIIHUHQFH�IURP�DOO�WKRVH�GLVFXVVHG�VR�IDU�DUH�



�6W ,QWHUQDWLRQDO�&RQIHUHQFH�RI�,(((�1LJHULD�&RPSXWHU�&KDSWHU
,Q�FROODERUDWLRQ�ZLWK�'HSW��RI�&RPSXWHU�6FLHQFH�
8QLYHUVLW\�RI�,ORULQ��,ORULQ��1LJHULD�� ����
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WKH�FRPSXWHU�FRPSRQHQWV�LQYROYHG��+HUH��HDFK�FRPSXWHU�LQ�WKH�
QHWZRUN�LV�WKH�FHOO�DQG�WKH�FRUUHVSRQGLQJ�KXPDQ�FRPSRQHQW�LV�
WKH�QHWZRUN�RI�FRPSXWHUV��1HWZRUN�GHIHQVH�PHFKDQLVP�VHUYHV��

)LJ�� ��� 0DSSLQJ� %HWZHHQ� +XPDQ� &RPSRQHQWV� DQG�
&RPSXWHU�&RPSRQHQWV� DV� WKH� LQQDWH� LPPXQLW\�ZKLOH� D� VHW� RI�
O\PSKRF\WH� PDFKLQH� VHUYHV� DV� GHWHFWRUV� LQ� WKH� DGDSWLYH�
LPPXQLW\��7KH�O\PSKRF\WHV�WKDW�DUH�QHJDWLYHO\�VHOHFWHG�PRQLWRU�
WKH� FRPSXWHUV� LQ� WKH� QHWZRUN� IRU� WKH� SUHVHQFH� RI� LQWUXVLRQV��
(QWU\� RI� LQWUXVLRQ� LQWR� WKH� QHWZRUN� HLWKHU� UHVXOWV� LQ� VKXWWLQJ�
GRZQ�RU�UHERRWLQJ�WKH�DIIHFWHG�FRPSXWHU��

�� 3URWHFWLQJ�+HWHURJHQHRXV�1HWZRUN�

+HWHURJHQHRXV� QHWZRUN� FRQVLVWV� RI� FRPSXWHU� DQG� RWKHU�
GHYLFHV� ZLWK� GLIIHUHQW� RSHUDWLQJ� V\VWHP� QHWZRUNHG� WRJHWKHU��
7KLV� QHWZRUN� DFFRPPRGDWHV� LQWHUZRUNHG� DUFKLWHFWXUH� DPRQJ�
GLIIHUHQW� DFFHVV� QHWZRUN� WKURXJK� LQWHUQHW� SURWRFRO� EDVHG�
SODWIRUPV��7KLV�OHDGV�WR�WKH�JHQHUDWLRQ�RI�VHYHUDO�W\SHV�RI�WUDIILF�
ZLWK� YDU\LQJ� SDFNHW� KHDGHUV�� YDU\LQJ� 0$&� SURWRFROV� DQG�
WRSRORJLHV�>��@��7KLV�PHDQV�DWWDFNV�RQ�VXFK�QHWZRUN�FDQ�HDVLO\�
VSUHDG� DFURVV� WKH� YDULRXV� DFFHVV� QHWZRUNV�� 7KLV� DUFKLWHFWXUH�
FORVHO\� UHVHPEOHV� WKH� FRPSOH[� QDWXUH� RI� WKH� +XPDQ� ERG\��
7KHUHIRUH�� SURWHFWLQJ� VXFK� QHWZRUN� FDQ FRQILGHQWO\� XVH� WKH�
VHFXULW\� PHFKDQLVP� HPSOR\HG� E\� WKH� ERG\� DJDLQVW� H[WHUQDO�
DWWDFNV��)RU�LQVWDQFH��LQGLYLGXDO�QHWZRUN�FDQ�EH�UHSUHVHQWHG�DV�
FHOO�ZKLOH�WKH�ZKROH�KHWHURJHQHRXV�QHWZRUN�LV�UHJDUGHG�DV�WKH�
KXPDQ�ERG\��

�� 3URWHFWLQJ�0RELOH�$G�KRF�1HWZRUN��0$1(7��

0RELOH�$G�KRF�1HWZRUN�LV�VHOI�RUJDQL]HG�JURXS�RI�ZLUHOHVV�
PRELOH� GHYLFHV� �VHQVRU� QRGHV�� ZLWKRXW� IL[HG� LQIUDVWUXFWXUH��
6RPH�RI�LWV�IHDWXUHV�LQFOXGH�EXW�QRW�OLPLWHG�WR�G\QDPLF�QHWZRUN�
WRSRORJLHV�� FRPSOH[� DSSOLFDWLRQ� HQYLURQPHQW� DQG� OLPLWHG�
SK\VLFDO� VHFXULW\� >��@�� 7KLV� W\SH� RI� QHWZRUN� LV� VXVFHSWLEOH� WR�
GLIIHUHQW� W\SHV� RI� VHFXULW\� DWWDFNV� VXFK� DV� YLUXVHV� DWWDFN��
7KHUHIRUH�� LW� LV�SHUWLQHQW� WR�SURYLGH�VHFXUH�FRPPXQLFDWLRQ�IRU�
WKH�QHWZRUN��>��@±>��@�FRQWDLQV�H[WHQVLYH�UHYLHZ�RQ�0RELOH�$G�
KRF�1HWZRUN�DQG�LWV�VHFXULW\�FKDOOHQJHV��

9,� &21&/86,21

7KH� KXPDQ� LPPXQH� V\VWHP� SURWHFWV� WKH� ERG\� IURP�
SDWKRJHQV� VXFK�DV�YLUXVHV�DQG� WKHLU�GDQJHURXV�HIIHFWV��7KLV� LV�
DFKLHYDEOH�EHFDXVH�RI�WKH�YDULRXV�FHOOV�DQG�PHFKDQLVP�SUHVHQW��
$OVR��RWKHU�IHDWXUHV�RI�WKH�KXPDQ�LPPXQH�V\VWHP�SURYLGH�EDVLV�
IRU�LWV�DGRSWLRQ�LQ�VROYLQJ�FRPSXWHU�UHODWHG�SUREOHPV�HVSHFLDOO\�
FRPSXWHU�YLUXV�DWWDFN��7KLV�SDSHU�SUHVHQWV�WKH�FODVVLILFDWLRQ�RI�
FRPSXWHU� YLUXVHV�� ,W� GHVFULEHV� WKH� UHTXLUHPHQWV� QHFHVVDU\� WR�

GHVLJQ� D� FRPSXWHU� LPPXQH� V\VWHP�� $OVR�� WKH� UHODWLRQVKLS�
EHWZHHQ� KXPDQ� DQG� FRPSXWHU� LPPXQRORJ\� ZDV� SUHVHQWHG��
)XUWKHUPRUH��WKH�FRPSXWHU�VHFXULW\�DUFKLWHFWXUHV�WKDW�FDQ�EHQHILW�
IURP�WKH�KXPDQ�LPPXQRORJ\�FRQFHSW�ZHUH�H[SODLQHG��

5()(5(1&(6

>�@ 0��%XUJHVV��³&RPSXWHU� ,PPXQRORJ\��´�������YRO������
SS�����±�����

>�@ 6��)RUUHVW��6��$��+RIPH\U��DQG�$��6RPD\DML��³&RPSXWHU�
LPPXQRORJ\�´�&RPPXQ��$&0��YRO������QR������SS����±
����������

>�@ 3�� 6DXUDEK�� %�� 9HUPD�� DQG� 6�� 6KDUPD�� ³%LRORJLFDOO\�
,QVSLUHG�&RPSXWHU�6HFXULW\�6\VWHP��7KH�:D\�$KHDG�´�
LQ�5HFHQW�7UHQGV�LQ�&RPSXWHU�1HWZRUNV�DQG�'LVWULEXWHG�
6\VWHPV�6HFXULW\��6SULQJHU��������SS�����± �����

>�@ 3��.��+DUPHU��3��'��:LOOLDPV��*��+��*XQVFK��DQG�*��%��
/DPRQW��³$Q�DUWLILFLDO�LPPXQH�V\VWHP�DUFKLWHFWXUH�IRU�
FRPSXWHU� VHFXULW\� DSSOLFDWLRQV�´� (YRO�� &RPSXW�� ,(((�
7UDQV���YRO�����QR�����SS�����±���� ������

>�@ 0�� -RXLQL�� /�� %�� $�� 5DEDL�� DQG� $�� %HQ� $LVVD��
³&ODVVLILFDWLRQ� RI� VHFXULW\� WKUHDWV� LQ� LQIRUPDWLRQ�
V\VWHPV�´�3URFHGLD�&RPSXW��6FL���YRO������SS�����±�����
������

>�@ ,6$&$��³6WDWH�RI�&\EHUVHFXULW\��,PSOLFDWLRQ�IRU������´�
,6$&$��86$��������

>�@ ,6$&$�� ³6WDWH� RI� &\EHUVHFXULW\�� ,PSOLFDWLRQV� IRU�
�����´�,6$&$��86$��������

>�@ ,�� :�� 6WDWV�� ³1LJHULD� ,QWHUQHW�
8VDJH� DQG� 7HOHFRPPXQLFDWLRQV� 5HSRUWV�´� ,QWHUQHW�
:RUOG�6WDWV�����$XJ�������

>�@ -��3��7Z\FURVV��,QWHJUDWHG�LQQDWH�DQG�DGDSWLYH�DUWLILFLDO�
LPPXQH�V\VWHPV�DSSOLHG�WR�SURFHVV�DQRPDO\�GHWHFWLRQ��
&LWHVHHU��������

>��@ &��$��-DQHZD\�-U��³+RZ�WKH�LPPXQH�V\VWHP�UHFRJQL]HV�
LQYDGHUV��´�6FL��$P���YRO�������QR�����S������������

>��@ 6�� $PHU�� ³(QKDQFLQJ� KRVW� EDVHG� LQWUXVLRQ� GHWHFWLRQ�
V\VWHPV� ZLWK� GDQJHU� WKHRU\� RI� DUWLILFLDO� LPPXQH�
V\VWHPV�´�������

>��@ /�� 1�� 'H� &DVWUR� DQG� )�� -�� 9RQ� =XEHQ�� ³$UWLILFLDO�
LPPXQH�V\VWHPV��3DUW�,±EDVLF�WKHRU\�DQG�DSSOLFDWLRQV�´�
8QLY��(VWDGXDO�&DPSLQDV��'H]HPEUR�GH��7HFK��5HS��YRO��
�����������

>��@ 8�� $LFNHOLQ�� '�� 'DVJXSWD�� DQG� )�� *X�� ³$UWLILFLDO�
LPPXQH�V\VWHPV�´�LQ�6HDUFK�0HWKRGRORJLHV��6SULQJHU��
������SS�����±�����

>��@ /�� 1�� 'H� &DVWUR� DQG� -�� 7LPPLV�� $UWLILFLDO� LPPXQH�
V\VWHPV�� D� QHZ� FRPSXWDWLRQDO� LQWHOOLJHQFH� DSSURDFK��
6SULQJHU�6FLHQFH�	�%XVLQHVV�0HGLD��������



�6W ,QWHUQDWLRQDO�&RQIHUHQFH�RI�,(((�1LJHULD�&RPSXWHU�&KDSWHU
,Q�FROODERUDWLRQ�ZLWK�'HSW��RI�&RPSXWHU�6FLHQFH�
8QLYHUVLW\�RI�,ORULQ��,ORULQ��1LJHULD�� ����
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>��@ -��2��.HSKDUW��*��%��6RUNLQ��:��&��$UQROG��'��0��&KHVV��
*�� -�� 7HVDXUR�� 6�� 5�� :KLWH�� DQG� 7�� -�� :DWVRQ��
³%LRORJLFDOO\� LQVSLUHG� GHIHQVHV� DJDLQVW� FRPSXWHU�
YLUXVHV�´�������SS�����±�����

>��@ 7��0��&KHQ�DQG�-��0��5REHUW��³7KH�HYROXWLRQ�RI�YLUXVHV�
DQG�ZRUPV�´�6WDW��PHWKRGV�&RPSXW��6HFXU���YRO�����������

>��@ 3�� .�� +DUPHU�� ³$� GLVWULEXWHG� DJHQW� DUFKLWHFWXUH� IRU� D�
FRPSXWHU� YLUXV� LPPXQH� V\VWHP�´� '7,&� 'RFXPHQW��
������

>��@ -�� .HSKDUW�� *�� 6RUNLQ�� 0�� 6ZLPPHU�� DQG� 6�� :KLWH��
³%OXHSULQW�IRU�D�FRPSXWHU�LPPXQH�V\VWHP�´�LQ�$UWLILFLDO�
LPPXQH�V\VWHPV�DQG�WKHLU�DSSOLFDWLRQV��6SULQJHU��������
SS������±�����

>��@ -��.LP�� 3�� -�� %HQWOH\��8�� $LFNHOLQ�� -��*UHHQVPLWK��*��
7HGHVFR��DQG�-��7Z\FURVV��³,PPXQH�V\VWHP�DSSURDFKHV�
WR�LQWUXVLRQ�GHWHFWLRQ±D�UHYLHZ�´�1DW��&RPSXW���YRO�����
QR�����SS������±�����������

>��@ :��$KPDG�� ³1DWXUDO� LPPXQH� V\VWHPV� IRU� GHYHORSLQJ�
QRYHO� 0DFKLQH� /HDUQLQJ� DOJRULWKPV�� ´� $XFNODQG�
8QLYHUVLW\�RI�7HFKQRORJ\��������

>��@ $��6RPD\DML��6��+RIPH\U��DQG�6��)RUUHVW��³3ULQFLSOHV�RI�
D�FRPSXWHU�LPPXQH�V\VWHP�´�������SS����±����

>��@ *�� %�� /DPRQW�� 5�� (�� 0DUPHOVWHLQ�� DQG� '�� $�� 9DQ�
9HOGKXL]HQ�� ³$� GLVWULEXWHG� DUFKLWHFWXUH� IRU� D�
VHOIDGDSWLYH�FRPSXWHU�YLUXV�LPPXQH�V\VWHP��́ �������SS��
����±�����

>��@ /�� 1�� 'H� &DVWUR� DQG� )�� -�� 9RQ� =XEHQ�� ³$UWLILFLDO�
LPPXQH� V\VWHPV�� 3DUW� ,,±$� VXUYH\� RI� DSSOLFDWLRQV�´�
)((&�8QLY��&DPSLQDV��&DPSLQDV��%UD]LO��������

>��@ )��+DVKLP��.��6��0XQDVLQJKH��DQG�$��-DPDOLSRXU��³2Q�
WKH� QHJDWLYH� VHOHFWLRQ� DQG� WKH� GDQJHU� WKHRU\� LQVSLUHG�
VHFXULW\� IRU� KHWHURJHQHRXV� QHWZRUNV�´� ,(((� :LUHO��
&RPPXQ���YRO������QR�����SS����±����������

>��@ /��(��-LP�DQG�0��$��*UHJRU\��³$�5HYLHZ�RI�$UWLILFLDO�
,PPXQH� 6\VWHP� %DVHG� 6HFXULW\� )UDPHZRUNV� IRU�
0$1(7�´�,QW��-��&RPPXQ��1HWZ��6\VW��6FL���YRO�����QR��
���S�����������

>��@ 6�� *KDQHNDU�� 1�� $OUDMHL�� DQG� )�� 0LOL�� ³%LR�,QVSLUHG�
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