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ABSTRACT

The fear of Computer worms and vivus have became the beginning of wisdom for most computer
ugers just as they both pose threats to the compulter and its all activities, organs and usefulness af
computer system. Meost of the computer and Iniernel users cannot also differentiate between
Computer Virus and Worms and thevefore visk a high damage (o their system by performing
various kinds af activities that are harmiul to their system. The calegories, domages, spmploms,

preventions of @ Conficker warm among others are discussed in this paper
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1.0 INTRODUCTION

The. threats: by a virus and worms to g
computer  and  internel system
considerably been 2 source of concern tu the
computer and nternet users. The work or
research over the vear can easily be destrayed
ina second by these elements. Communication
ovear the mternet can be casily blocked, various
form of theft activities has been carvied oul due

have

increase their chances of spreading to ather
computers by inlecung files on a network file
swste or o file system that s sccessed by
another computer [1], [2]

As stated above, the term "computer virus" 13
sometimes used as a catch-oll phrase (o include
all tvpes of malware, adware, and spvware
programs that do ot have the reproductive

to the wvulnerabilines of a computer and ability, Malware ncludes computer viruses,
internet system [1]. A computer virus 15 a worms,  rojans,  most rootkils,  spyware,
computer program ihal cap copy nself and dishomesl  adware, crime ware, and  other

infeel & computer. The term "virus" is also
D T ikl ] B i G
other rypes of malware, adware, and spyware
progrms that Jdoonod have e reproductive
ability. A true virus can only spread from one
computer o another {in some  lorme of

targel compuler; for instance because a user
sant it over oo nebwork or the [nternel, or curried
it on 2 removanle mediom such as a floppy

disk, €0, DVD. or USE dove Viruses can

malicious and unwanted sofllware, including
i vipaaea, Viiaes aee sinwtiingds confiaed
with computer worms and  Trojan  horses,
which ure techmenlly different. A wonn cun
exploit security vulnerabilities to spread iself
automutically e other  computers  trowgh
netwaorks, while a Trojan 15 4 program  that

appears  harmless  but hides  malicious
Tunctions, Wornes und Tropuns, ike viruses,
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may  harm 0o compuier  svsioim's  datn or
performance. Some viruses and other malware
have symplons noticeable 1o the computer
wser, byl mnny  are sireplitious awl go
unnoticed [ 1], [3].

A computer worm daon selfrepliciting
Malware  computer  propram, 1L uses i
computer network 1o send copies ol atsell o
other nodes (computers on the network) and it
may do so without any user mtervention. This
is due o security shortcomings on the trget
compurer. Unlike o virgs, it does not need 1o
attaely itself tooan existing program. Worms
almost alwiys cause ot least some harm to the
network, if only by consuming bandwidih,
whereas
modify files on o targeted computer [4], [b]

and [ 7]

viruses admost always cormupt o

Due 1o the alarmmg rate of widely frauds n
the bunkimg sectors through the ATM maching,
duping of people of all forms on the intemet,
among others aflezedly bemg perpetrated by
the fraudsters through the volnerabshines of
nternet systen, there should e strier measures
of vurous form in order o resulaie and
eendicite (he threns being posed by these
people through the aud of computer worms and
virgs, Computer worms assist the frandster by
imsballing alself on the host computer and
collecting smportant aotorasion fur s end
user (hacker),

2.4 LITERATURE REVIEW

2:1 Delinition of o Conficker

Conficker, also  known a5 Downup,
Downadup and Kide, 15 @ computer worm
treeting  the Microsofl Windows - operaling
system i was first detected in November
2008, It uses fTaws in Windows software and
Dsctionary attacks on administeator passwords
to co-opt machines and link them into o virtual
compuler that can be commanded remately by
ils authors. Conficker has since spread rapidly

il

into what is now believed o be the largest
computer waorm infection since the 2003 501
Slamimer, with more than seven  million
povermmenl, business nnd liome compaters in
over 200 counteies now wider its control. The
worm has been unusually difficult to counter
hecnire of e combined uee nf many advahoed

mnlware techaiques {11.[8] and [11].

1.2 Histary of Conficker

The origin of the name Conficker is thought 1o
be a portmanteau of the English term
"configure" and the Cerman word Figker,
which means "to have sex with” or "o mess
with” 1n eolloguial German Microsoft analyst
Joshua Mhillips gives an allernate inlerpretation
of the nane, describmg 11 as a rearrangement
of portions of the dommn name traffie
converterz, which wias  used by eorly
versions of Conlicker to downlowd  updites
[12].113) und [ 16]

The limst variant of Conficker, discovered in
early November 2008, propagated through the
Itermet by exploting o vuloerability i a
nebwark  spevice  (MBOR-DG6TY on Windows
2000, Windows XTF. Windows Vista, Windows
Server 2003, Windows Server 2008, and
Windows  Server 2008 R2 Bema. While
Windows 7 mayv live been affected by this
vulnerbility, the Windows 7 Betan was not
punlicly  availoble  unul Jonwery 2009
Although Microsoft reélessed un emergency
out-of-bangd paich on Oclober 23, 2008 10 close
the vulnerubalily. » large number of Windows
PCs (estimated st 30%) rematned unparched as
Inte as Junuaiy 2009, A second vanam of the
waorn, hiscoversd in December 2008, added
the ability {0 propigate over LANS though
removahle  medin  and  network  shares
Researchers believe thinn these were decisive
factors. in allowing the worm o propagate
guickly: by January 2009, the  estimaled
number of infected computers ranged  from
almost 9 million to 15 million. Antivarus
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software vendor Panda Securilv reported that
of the 2 million computers analyzed through
ActiveScan, arouncd 15,000 (6%) were
infu:.:;n:d with Conficker.

Recent estimawes of the number of infecied
computers have been moare notably difficull
because of changes in the propagation and
update strategy of recent varianis of the worm
[15].[207 and [21],

30 CONFICKER: ITS OPERATION,
CATEGORIES AND DETECTION
3.1 Operation of Conlicker
Although almost all of the advanced mplware
techniques used by Conlicker have seen past
use or are well-known to researchers, The
warml's. unkpown authors are also believed 1o
be tracking anti-malware efforts from network
operators  and  law enforcement and  have
recularly released new vananis to close the
worm's own vitlnerabilities,

32 Categorics of Conficker

Five wvariants of the Conficker worm are
tknown and have been dubbed Conficker A, B,
C., D and E. They were discoverad 2|
Movember 2008, 29 Degember 2008, 20
February 2009, 4 March 2009 and 7 Agpril
2009, respectively. See appendix for details

4.0 METHODS OF SPREADING OR

DISTRIBUTION OF CONFICKER
Conficker can be propagated  through the
petwork  service (MS0B.067) on Windows
2000, Windows X, Windows Vista, Windows
Server 2003, Windows Server 2008, and
. : i 2 Bels. While
Windows 7 may have been affected by this
vulnerabiluy, the Windows 7 Bet was not

publicly  available  uniil  Tnouery 2009,
Although Microsoft relensed an emergency

out-af-band patch on October 23, 2008 1o close

the vulnerability, a large number of Windows

e S e S — — s st R el

PCs (estimated at 307%) remained unpatched as
late ag January 2005,

A secomd variant of the worm, discoversd in
[December 2008, added the ability 1o propagale
over LANs through removable media and
network shares, Researchers Lelieve that these
were decisive factors in allowing the worm to
propagate over LANS through removible

s SYMPTOMS OF CONFICKER
WORM
The specific target of this vira] aunck 15 the
Windows 05, I your computer is acting a
little quirky lately vou might want o find out if
your PC s the CF warm,
Below ore some basic examples of how (o
Kaow if you have the Conficker worm on your
compuler. PDue o the unique nature of the
Conficker worm, there are some  wvery
prominent sympioms that your computer will
have if the CF virus s present

1. Locking-Out of Directory

If vou find tha! vou cannol access some
directories on your computer, this might be a
strone  sign thai possihly
Conficker wormy on your PO

This symptom s especially promment if you
are the computer’s administrator,

¥imi have  thie

2. Performance of Unscheduled Tasks

If= computer starts resetting restore F!'iflii'llh' nar
account  lock-out
automatically, then this can be o sign that your
PC has been mfected.

policies  are  reseting

Ao 1t Disabled Windows services Operation
Certain Windows services soch as Windows
Detender, Awtomatc update, error reporting
il e Doomain Nome  Syatem hove Deen
disabled withoul your request

This 1s a very strong sign that the Windows 08
Fis been comproimised




Adebaya O.8., Amir Mishra , Mabayoje M.A.,
Abikoye O.C. & Olagunju Mukaila

d. Anti-virus Seftware Shtes Access ure
being denied

If wou are trying 1o nccess Wehsites (hat
provide Tmternetl sceurity soltware and either
cannot  gain access or the load time s
extremely long, this may be another indicator
that the Conficker Woru 18 present in vour
compter

6.0 PROTECTION ACAINST
DANGEROUS COMPUTER
WORMS

I, Worms  spread by exploiting
vulnerabilities 1n operating systems,
All vendors supply reguolar secunty
updates (see "Patch Tuesday™), and 1f
these are installed o a machine then
the majority of woris are unoble (o
spread to . I a vendor acknowledges
vulnerability, but has wel 1o releasc a
security update lo patch i, a zero day
exploit is possible. However, these are
relatively rare.

2, Users need tw be wary of opemng
uvnexpected email, and should net run
attached files or programs, or visit web
sites that are linked to such emails.
Hlowever, a5 with the ILOVEYOLU
worm, and wiath the increased growth
and efficiency of posing anacks, 1l
remuins possible to tnck the end-user
into nunning 2 maheious code.

3. Anti-virus wnd onli-spywiare soltware
are helpful, bul must be kept up-to-
date with new ponern files w0 lenst
every few days. The use oF a firewall
is also recommended.

4. In the April-June, 2008, 1ssue of IEEE
Tronsactions  on Dependable  and
Secure Computing, compuler seigntisls
descnbe 2 potential  new way 1o
comhat imernel WOTTIS The
researchers discovered how to contain
the Kind o worm  that scans  the
Internet  randomly,  looking  for
vilnerable hosts to infect, They found
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thai the key is for software lo monitor
the number of scans thal machines on
n network send out. When a machine
sharts sending out oo many scans, (s
g sign thut it hos been  infected,
allowing administrators to ke il off
line snd check it for viruses.

6.1 How to remove a Conficker Worm?
The winly coneem af nillions 6F individual wii
have recently found the Conficker worm on
their computer is how to get rid of the worm, It
is highly commendable to diagnose and detect
the presence of the worm on the system since
many people overlook the dormant but deadly
virus until 1 1s too late and their operating
systems hove been destroyed.

However, the fact that you have been
observant and caupght it oul does not mean that
your worries are over; in fact, they have
probably just begun,

It is in fact advisable for an mdividual with
more thon one compuler o home to avoid
transferning any removable devices between
the computers until the Conficker worm has
been deleted. This 15 because the virus has a
Variant B which will hide mn removable
devices and then atiack during a0 auto-run
fupction. So the first yvery inttal action should
be 1o control the reach of the Conficker virus
within the hoine,

Next, becuuse the Conficker worm will disable
the anti-virus progroms and sutomatic updates
on the system, ane need to out think the strand
by downloading ant-virus software in once
emaik

The virus will prevent secessing any anti-vinus
wehsites that offer the secunity  paich 1o
chiminate the threat or downlond the sofiware
to destroy it However, i1 will not prevenl
opening ¢mail so if an antivires is downloaded
to eruse the Conficker virus from onother

T TR T e e e
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source then one should be able 1o access and
start the download to clean The system,

If this does not work, @ computer nught have
o be laksn W o0 compider experl who
specializes m deleting virnses  because one
may need 10 have computer reformatted, which
eon be a dangerous job for a computer novice
Plus, if the job 15 not properdy execcuted, one
may sk losiag vita data asowell as re-infecting
svstem again with the Conficker worm once
reformatiing 1s comniplele,

6.2 Removal and detection

Microsofl has released a removal purde for the
worm, and recommends using the current
refease of s Windows Malicious Soliware
Removal _Tool to remeve the worm, then
applyving the patch to prevent re-mfection,

i) Third-partivs

Third-panty anti-virus software vendors AVG
Technolopies, MceAfee, Panda Secunty,
BitDefepder. ESET, F-Secure, Symanteg,
Sophos, Kaspersky  Lab Trepd Micro and
Sunbelt  Software have relensed  detection
updates 1o their products and claim to be able
to remove the worm

i) Automated remote detection

On 27 March 2009, Felix Leder and Tillmann
Waerner from the Toneynet Project discovered
that Conficker-infecied hosis have a deteciable
shenature when seimned remately, The peer-to-
peer conumand protocol used by variants 1 and
E of the worm has since been partially reverse-

Cengineernd, allowing resentelives G amitate e

worm  network's  command  packets  and
positively adentife fectal compaiers en-
misse.

Sigmature updates for a mamber of network
scunning  ppplicotons are pow avinlable
bicheding  N&fp ool Nessus. In mddition,
several commercil vendors have  released
dedicated scanners, namely ¢Eyve and Meafee.

It can also be detected in passive mode by
shiffing broadeast domaing for repeating ARP
lE(llIL‘SL‘:

iy Us CERT

The United Stales Cuomputer  Emerzency
Readiness Teum (US-CERT)  recommends

disubling AutoRun to prevent Variont B of the

worm from spresdmg through  removable
miedin, Prior e the release of Microsoll
knowledgebase wrncle KB967715, US-CERT

described Microsofi's gusdelines o disabling
Autorun us being "not fully eflective” and
provided a workaround for disabline it more
effectively, US-CERT has alsg maode o
network-based tool for detecting Conficker-
infecled hostis avilable o, fedeml aml siate

LN | PR

14 CONCLUSIONS

The degrge of danages done 1o the computer
and imemel system by the computer worms
and s cost maplication 5 highly noteworthy.
Conficker has since spread rapadly into what is
now believed to be the larpest computer worn
mbsetpon since the 2003 0L Shmmer, with
more than seven nullon government. busimess
and homwe compuiers in over 2000 countnes
o under ats contiul,

The spetific target of this vienl wtack a5 the
Windows OS5 Conflicker  worm  miakes
computer 10 act a tle qurky Laely. Due o
the unique nutare ol the Conficker worn, 11 has
SOIE very pronunent symploms wheh can be
diagnosed and on which ihe solption can he
Pl e T ee e Dot o ot
wornes and viros should lugehly realise i order
W knoww e
Syslem.

appoprite soluon or the

As part of techmical appronch 1o splvine
problems ol woro, ull venders st suppls
regulur securily upsbodes, amd these musl Dy
mstalled 1o machie 1o disallow the nrgorns
of worns fronespreading to it Users must be
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winy of opening unexpected emauil, and should
nod orin attached Gles o progenm thal s el
trustworthy.  Anti-vir and anli-spyware
soltware that are helplul, but up-to-date with
news patiern les af leani every fow alnys s
another panacea for combating the Conlicker
wWINTH
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