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ABSTRACT 

The importance of security in any financial sector cannot be over emphasized, a single factor 

authentication (username and password) is no longer sufficient. Therefore, a multifactor 

authentication is required to address security in financial systems. In this work, keystroke 

dynamics, a new behavioral biometric is proposed as an additional security measures. Keystroke 

dynamics is a very important tool for authentication with a high level of security which can be 

implemented to enhance other forms of authentication. This is achieved using static keystroke 

approach on passwords, statistical feature extraction method to analyze the keystroke time from 

hold-time and latency, and direct comparison with thresholds based on password length for users 

verification and authorization. This system is used in a web-based small and medium scale 

                                                           
8 Author’s Address: Oluwakemi C. Abikoye8 and Bilikis T. Sanni, Department of Computer Science, University of Ilorin, Ilorin, Nigeria  

Corresponding author: kemi_adeoye@yahoo.com 
"Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are 

not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for 

components of this work owned by others than IJCIR must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to 
post on servers or to redistribute to lists, requires prior specific permission and/or a fee."   

© International Journal of Computing and ICT Research 2008.  

International Journal of Computing and ICT Research, ISSN 1818-1139 (Print), ISSN 1996-1065 (Online), Vol.11, Issue 1,  pp. 84 - 113, June 
2017.   

 

mailto:kemi_adeoye@yahoo.com
mailto:kemi_adeoye@yahoo.com


International Journal of Computing  and ICT Research, Vol. 11, Issue 1, June 2017  

 

85 

enterprises (SMEs) sales and stock solution and also it provides a stronger security measure than 

the conventional password authentication. 
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1. INTRODUCTION 

 

In this research work, an improved small and medium scale enterprise in terms of security is 

developed using keystroke dynamics biometrics to enhance the usual password authentication. 

Keystroke dynamics authentication is a multifactor authentication based on individual typing style 

that can be used with other forms of existing security biometrics that involves typing like the 

password used in this work. Keystroke dynamics is a very secure behavioral biometric, since each 

individual have different typing styles (Sawant, Nagargoje, Bora, Shelke, and orate, 2013). The 

purpose of this behavioral biometrics is to serve as a two-step security verification for user logins 

to facilitate higher level of security during verification and authentication so that only authorized 

users will have access to the information of the software. 

Authentication is the process of identifying and verifying an individual for security purpose. User 

authentication is classified into three main categories (Modi, Upadhyay, and Thakor 2014; 

Abualgasim, and Osman 2011) which include; knowledge, object or token and biometrics based 

authentication. Knowledge based authentication is a type of authentication that is based on 

something one knows and is characterized by secrecy. e.g. Personal Identification Number(PIN) 

codes and passwords. PINS and passwords are individual user unique set of alphabets, numbers, 

or alphanumeric used for security during registration usually with a username.  

 

 

http://ijcir.mak.ac.ug/volume11-issue1/article6.pdf
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Figure 1:     Classification of Authentication  

 

Token based authentication is a method of authentication that is based on something one possess 

such as keycard or badge while Biometrics based authentication is a type of authentication that is 

based on individual physical or behavioral features. 

 

Biometrics is derived from two Greek words bio meaning “life” and metric meaning “to measure. 

In computing, biometrics techniques are mainly used for user authentication for measuring and 
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analyzing individual’s physiological or behavioral features like keystroke, gait, fingerprints, 

signature, lip movement, voice patterns, typing patterns, facial patterns, and palm-print for the 

identification and verification purpose. 

 

 

 

 

 

 

 

 

 

1.1  Types of Biometrics 

There are two main categories of biometric based authentication which includes: 

 Physiological biometrics 

 Behavioral biometrics 

 

Physiological Biometrics 

Physiological biometrics is a type of biometric that measures individual physical features of a 

certain part of the body. e.g. human eye (this involves iris and retina scanning), voice recognition, 

fingerprints, face recognition, palm-print etc. Physiological biometrics is normally considered 

more effective than behavioral biometrics because they are fairly consistent over time and are 

unique, but are very expensive and require different equipment. 

 

Behavioral Biometrics 

Behavioural biometrics is a type of biometrics based on what a person does, or how the person 

uses the body. e.g. keystroke dynamics, gait, and signature. Behavioural biometrics is considered 

weaker when compared to the physiological biometrics because they are less constant and can vary 

over time. Although Behavioural biometrics have unstable qualities, they are still successfully used 

because it is still difficult to imitate others behaviour such as typing rhythm. Keystroke dynamics 

is one of the cheapest biometric methods to implement since the only hardware required is the 

keyboard. 
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1.2 Keystroke Dynamics 

Keystroke dynamics is one of the several innovative technologies used to automate the process of 

authenticating an individual based upon a unique and personal behaviour. Keystroke dynamics 

involve a technique of analyzing how a user types at a terminal by observing the keyboard in order 

to find the user based on his or her usual typing rhythm features (Sawant et al. 2013). Keystroke 

dynamics also involve inspecting timing features of individual’s typing in order to identify patterns 

in their keystroke data. This may sometimes include the analysis of features such as the pressing 

time, releasing time and the latency of all authorized users extracted while typing their password 

during registration process.  

 

Most of the papers used statistical methods and neural networks for keystroke based 

Authentication. Collection of data needs keyboard and software (Sawant et al. 2013). All 

Keystroke mechanism depends upon the key press and key release duration. The time 

duration between key press and key release convert into security parameters (Singh, and 

Arya, 2010)  

 

1.3  Small Medium Enterprises 

There have been related studies in the past and still on-going by different researchers, reviews have 

shown that integrated business software covers all relevant aspects of an enterprise (Davenport, 

1998). The Small and Medium Scale Enterprises (SMEs) provide the cornerstones on which any 

country’s economic growth and stability rest. Based on this, there is a need to take all available 

security measure on such systems. This work uses keystroke dynamics biometrics authentication 

as a plus to the usual login process. Research by experts has recommended and suggested 

principles that modern enterprise systems should be service-oriented, constructed in a modular 

form and communicates via Web services (Schmitt, 2007). This keystroke dynamics authentication 

SMEs research work is cost effective which helps to solve the problem further analyzed by Scott 

& Vessey (2002). Winkelmann and Klose (2008) stated that in small and medium companies in 

particular, the introduction of a new system or the migration of old to new platforms is 

accompanied by high costs in relation to turnover and naturally by associated risks because 
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integrating keystroke dynamics authentication to such system attracts no additional cost. It’s 

almost free in terms of hardware because the most significant device used for data input is the 

keyboard which is part of the existing hardware of the system. 

 

2. RELATED WORK 

Keystroke dynamics authentication, a behavioral biometrics has drawn a lot of research interest 

and a number of techniques in different aspects were proposed. Several methods and modules have 

been suggested with special emphasis on data collection, feature extraction, storage database and 

matching process. Most of the papers used statistical methods and neural networks for keystroke 

based Authentication, collection of data needs keyboard and simple software (Sawant et al. 2013).  

 

Avasthi and Sanwal (2016) carried out a comprehensive study on Keystroke Dynamics based on 

identification, verification, methods and performance measures & metrics.  Modi, Upadhyay, and 

Thakor (2014) compared existing systems based on some features such as the authentication 

provided, classification method, outlier handling, keystroke hardening scalable, False Acceptance 

Rate (FAR), False Rejection Rate(FRR)  ration, limit ID and password text. 

 

Giot, El-Abed, and Rosenberger (2014) used two (2) main families of keystroke dynamic methods 

in making use of statistical methods; (1) The static families, where the user is asked to type several 

times the same string in order to build its model, and (2) The dynamic families which allows the 

authentication of individuals independently of what they are typing on the keyboard. 

 

In Sawant et al. (2013) proposed two algorithms to implement the keystroke efficiently. The 

Gaussian Probability Density Function and Direction Similarity Measures were proposed. The 

fusion of the two algorithms was done by different methods which from among them the AND 

rule showed the best result. The resulted mean, standard deviation and weight formula used to 

calculate the weight in the first step and the login time keystroke data was compared with the 

registered mean ± standard deviation which resulted into match count in the second step. Monte 

Carlo approach was used for Data Collection; the time duration between key press and key release 

was converted into security parameters while the Parallel Decision Tree (DT) was used for the 

identification of a genuine user. 
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Shukla and Solanki (2013) focused on the problem of human emotion recognition in the case of 

naturalistic. Users’ behavioral or physiological patterns were mapped to emotional categories 

collected. Six basic emotional classes were worked on, confidence, sadness, nervousness, 

happiness, tiredness, hesitation. The study aimed to develop a web application that recognizes 

human emotional states using four modules; Data Collection Process which consists of gathering 

and labeling users’ keystroke and mouse data. The feature extraction and attribute selection which 

reduces the number of attribute to facilitate the classification process were performed. Data 

Labeling and the data provided by the human were labeled while questioning the best accuracy of 

the trained system. Classification: fuzzy logic was used as a solution to recognize user’s emotional 

state. 

 

Bajaj and Kaur (2013) applied statistical method to measure the mean time and average time and 

developed an application using java. Some studies based on selection process on normality 

statistics applied. Abernethy and Rai (2012) captured time values associated with keystroke events, 

keystroke duration and digraph latency metrics were calculated from the raw data files and 

Artificial Neural Networks were used for classification, and results were calculated as the false 

acceptance rate (FAR) and the false rejection rate (FRR). Karnan and Krishnaraj (2012) 

implemented statistical method on various keystroke dynamics feature extracted: (i) Duration 

(Amount of a time a key is pressed), (ii) Latency (Differences of time between two key events), 

(iii) Mean, standard deviation (Mean and standard deviation value of each type of PIN), (iv) Press–

Release (Latency between pressing and releasing the key), (v) Digraph  

 

Al-Jarrah (2012) used a password typing rhythm to detect the actual and unauthenticated user. The 

study introduced two phases; training phase and testing phase. The calculation of key down/up 

time of every key and latency time between keys were done. The comparison in testing phase 

check the value in binary for analysis, the binary score is 1 if it is within a close distance threshold 

from the median stored else 0. The use of benchmark data in the study of the detection performance 

of authentication systems is a scientific approach. A novel technique was proposed for free text 

keystroke dynamics in Singh & Arya (2011), keys were classified into two halves (left-right) and 
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four lie (total eight groups). They used timing vector to calculate the flight time. Timing vector 

technique used to define the difference between fraud and actual users. The best results were 

obtained and very supporting. 

 

In Giot et al. (2009) a comparative study was conducted, considering the operational constraints 

of collaborative systems. The main scheme used includes:(i) the enrollment (which consists of 

registering the user in the system) embeds the data capture, eventually some data filtering, the 

feature extraction, and the learning step; and (ii) the verification process realizes the data capture, 

the feature extraction and the comparison with the biometric model. Depending on the studies, this 

scheme may be slightly modified. Some algorithms can also adapt the model of the user by adding 

the template created during the last successful authentication. 

 

3. METHODOLOGY 

Nigeria is still a developing country especially when it comes to technology, and majority 

of the enterprise in Nigeria especially the small and medium scale enterprise still operate on the 

manual method of inventory. The staff record, stock record and daily sales are still being recorded 

manually especially in the small enterprises because of the fear of expansion. In this research, after 

series of direct interview, it was deduced that two things causes the fear, inadequate knowledge 

about computing technology and assumed the new technology is too expensive. This project, 

design with the aid of computer system, an inexpensive solution that doesn’t require expert 

knowledge to effectively handles operations of  the SMEs in Nigeria from the information gathered 

by visiting some stores (small and medium enterprises) and designing a web-based application 

using PHP, JavaScript and HTML at the front-end, MYSQL at the back-end for the database and 

also apply keystroke dynamics biometrics on the password using PHP, JavaScript ( Query)  and 

HTML at the front-end, MYSQL at the back-end for the database, to be able to give the 

organization (SMEs) a more secure system than using password alone. The cost of adding 

keystroke dynamics to any system is almost free since the only hardware required is the keyboard 

which is already part of the Computer system. This keystroke dynamics authentication security 

based system is designed to eradicate the problems associated with the old system of unauthorized 

users accessing the data of an organization to perform any form of fraudulent actions.  
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In this new system, though if the unauthorized users lay hands on password (that is guessed, 

lost or stolen), the imposter would not be able to gain access to the system. This is so because 

during the registration process of new system users, as the password is being typed, keystroke time 

is also been calculated for every users. Even if unauthorized user knows the password, he/she 

would not have access to the new system because of the individual keystroke time access control. 

To access the new system, the inputted username, password and keystroke time must be the same 

in the database  

 

 

3.1 Basic Modules Used 

There are four main basic modules used in keystroke dynamics from the papers reviewed Modi, 

Upadhyay, and Thakor (2014); Sawant, Nagargoje, Bora, Shelve, and Borate (2013); Bajaj, and 

Kaur (2013); Abernethy, and Rai (2012), which includes: 

 Data Collection 

 Feature Extraction 

 Storage Database 

 Matching Process 

 

3.1.1 Collection of Data 

This is the enrollment phase where by the authorized staff (both the admin staff and the 

sales representative) register to create an account in the sales and stock web application. During 

registration, each user registers with their specific password and username which will be saved in 

the database against that specific user and while processing the password, the keystroke dynamics 

program will also be performing its operation by using Static Approach where the same username 

and  password are maintained for  each authorized users in order to build its model. In Static 

approach, the system checks the user only at the authentication time. It provides additional security 

than the username/password. It also provides more robust user verification than simple passwords. 

In this approach, the analysis is performed on the password while typing during registration for all 

the individuals using the application. The minimum password length used is 4 while the maximum 

is 30. The static analysis is done at login time in conjunction with the password authentication 
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methods. The username and password used during registration are saved against each user for 

verification during login. Collection of data is done using keyboard and software.  

 

3.1.2 Feature Extraction 

The keystroke data is based on the password using the system time. The key press (the time 

in which the key is held down), key release (the time in which the key is released), the latency (the 

time between two consecutive keys) and the password length (the total keys of the password) of 

each users (staff) which are produced while typing each characters of user password for the 

registration. The passwords are further analyzed using the statistical method to find the keystroke 

time which will be stored in the database for future verification for each registered users.  

  

Latency is the distance between two successive keys. 

 𝐿 = 𝐾2𝑃 − 𝐾1𝑅 

Where 𝐿 = Latency, 𝐾1𝑅 = the time Key 1 is Released, and 𝐾2𝑃 = the time Key 2 is Pressed. 

Duration is the amount of time a key is pressed or the hold-time for each key of individual 

password. The difference between the time a key is released and pressed. 

 𝐷 = 𝐾1𝑅 − 𝐾1𝑃 

Where 𝐷 = Duration, 𝐾1𝑅 = the time Key 1 is Released, and 𝐾1𝑃 = the time Key 1 is Pressed. 

 Digraph is the duration or hold-time of a key plus latency between successive keys. 

 𝐷𝐼 = 𝐷𝐾1 + 𝐿𝐾1,2 

Where 𝐷𝐼 = Digraph, 𝐷 = Duration, 𝐾1 =  Key 1, 𝐿 = Latency, and 𝐾1,2 =Between Key 1 and 

Key 2. 

Keystroke Time is the amount of time of typing the whole password used considering the key press 

time, key release time, latency and password length. 

Password Length is total keys of the password. 

𝐾𝑇 =
𝐷𝐼𝐾1+𝐷𝐼𝐾2+⋯+𝐷𝐼𝐾𝑛

𝑃𝐿
  

Where 𝐾𝑇 =KeystrokeTime, 𝐷𝐼 = Digraph, 𝐾1 = Key 1, 𝐾2 = Key 2, and 𝐾𝑛 = Key n, and 

𝑃𝐿 = Password Length 
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Figure 2:       Feature Extraction  

 

3.1.3 Storage Database 

 The database stores all information of the new system in a systematic way, which makes 

the update, retrieval and maintenance of the new system easy. After featured extraction and the 

statistical calculations on the feature, the keystroke time is stored on the database which will be 

retrieved for login verifications. The database houses all the business information; inventories of 

staff, stock and daily sales (name of goods, quantity of goods sold, price of each item sold (unit 
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price) and the cost of goods sold which is its unit price multiplied its quantity, against each sales 

representative).   

 

3.1.4 Matching Process 

 In the matching process, genuine users are identified by direct comparison. During the 

login process, the system compares the user name and password to the pre-registered data on the 

database; if it doesn’t correspond it pops-up incorrect username or password with a back check 

box to restart the process, otherwise as the user is typing his password to login, the keystroke also 

counter check. The keystroke time of the present login is compared with the existing keystroke 

time stored in the database. This system uses threshold considering the password length. The 

default threshold is ±10 for the keystroke time (in microseconds) for password length that ranges 

from 4:10 characters, for password length that ranges from 11:20 characters, threshold ±15 is set 

for the keystroke time (in microseconds) and for password length that ranges from 21:30 

characters, threshold ±20 is set for the keystroke time (in microseconds). These thresholds are 

used during the verification between the present keystroke time and saved keystroke time for 

authentication. If the present keystroke time falls between the given range, the user is able to login 

otherwise pops up accessed denied which directs the user back to the login page to enter the 

password again and follow the same process.  

 

3.2  Proposed Algorithm  

3.2.1 Algorithm for Creating New User 

Step1: User opens the create account page to fill 

Step 2: Input username, password, retype password, and full name  

 input name="username" type="text" id="username" size="30" 

 input name="pass1" type="password" id="pass1" size="30" 

 input name="pass2" type="password" id="pass2" size="30" and 

 input name="name" type="text" id="fullname" size="30" 

Step 3: Select branch and role from branch and role table respectively in the database 

Step 4: Submit 
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Step 5: The System Confirm password and the retyped password to be the same 

if (password  == retyped password) 

{Create Keystroke Dynamics for Password} 

Else {"Your Password do not match, Please try again!!!"} 

Step 6: The system Extract keystroke feature from the password to create keystroke time 

 The key press (the time in which the key is held down) is extracted 

 The key release (the time in which the key is released) is extracted  

 The latency (the time between two consecutive keys) is extracted and 

 The password length (the total keys of the password) is extracted 

 The keystroke time is calculated using statistical method. 

Step 7: Create and Save Authorized user username, password and Keystroke time in database 

against individual username. 

Step 8: display account creation page 

 

 

3.2.2 Algorithm for Feature Extraction 

Begin; 

Input password; //Character by character 

𝒊𝒏𝒕 𝑆𝑖𝑧𝑒 = 𝑠𝑡𝑟𝑔𝑙𝑒𝑛(𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑); 

𝒊𝒇 𝑖 = 0; //extract key press & key release 

𝒅𝒐 {          𝒇𝒍𝒐𝒂𝒕 𝑡𝑖𝑚𝑒𝑝𝑟𝑒𝑠𝑠[𝑠𝑖𝑧𝑒], 𝑡𝑖𝑚𝑒𝑟𝑒𝑙𝑒𝑎𝑠𝑒[𝑠𝑖𝑧𝑒]; 

𝑡𝑖𝑚𝑒𝑝𝑟𝑒𝑠𝑠[𝑖] = 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝(𝑒𝑣𝑡. 𝑘𝑒𝑦𝑝𝑟𝑒𝑠𝑠); 𝑡𝑖𝑚𝑒𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑠[𝑖]

= 𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝(𝑒𝑣𝑡. 𝑘𝑒𝑦𝑟𝑒𝑙𝑒𝑎𝑠𝑒); 

𝑖 + +;         } 

𝑤ℎ𝑖𝑙𝑒 (𝑖 < 𝑠𝑖𝑧𝑒); 

// Calculate duration, latency &digraph. 

𝒇𝒐𝒓 (𝑗 = 0; 𝑗 < 𝑠𝑖𝑧𝑒; 𝑗 + +; ) 

{     𝒇𝒍𝒐𝒂𝒕 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛[𝑠𝑖𝑧𝑒], 𝑙𝑎𝑡𝑒𝑛𝑐𝑦[𝑠𝑖𝑧𝑒], 𝑑𝑖𝑔𝑟𝑎𝑜ℎ[𝑠𝑖𝑧𝑒]; 

𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛[𝑗] = 𝑡𝑖𝑚𝑒𝑟𝑒𝑙𝑒𝑎𝑠𝑒[𝑗] − 𝑡𝑖𝑚𝑒𝑝𝑟𝑒𝑠𝑠[𝑗]; 
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𝑙𝑎𝑡𝑒𝑛𝑐𝑦[𝑗] = 𝑡𝑖𝑚𝑒𝑟𝑒𝑙𝑒𝑎𝑠𝑒[𝑗 + 1] − 𝑡𝑖𝑚𝑒𝑝𝑟𝑒𝑠𝑠[𝑗]; 

𝑑𝑖𝑔𝑟𝑎𝑝ℎ[𝑗] = 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛[𝑗] − 𝑙𝑎𝑡𝑒𝑛𝑐𝑦[𝑗]; } 

//Calculate keystroke as the mean value of the digraph  

𝒇𝒐𝒓 (𝑖 = 0, 𝑖 < 𝑑𝑖𝑔𝑟𝑎𝑝ℎ. 𝑙𝑒𝑛𝑔𝑡ℎ; 𝑖 + +; ) 

{       𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 = 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 + 𝑑𝑖𝑔𝑟𝑎𝑝ℎ[𝑖];  

 𝐾𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒𝑇𝑖𝑚𝑒 = 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 𝑑𝑖𝑔𝑟𝑎𝑝ℎ. 𝑙𝑒𝑛𝑔ℎ𝑡⁄ ;               }   

Else 

{ “go back to registration page”  } 

End 

 

3.2.3 Algorithm for User Authentication and Keystroke Verification 

User opens the login page. 

Begin; 

// Test for password and username match 

𝒊𝒇 ((𝑢𝑠𝑒𝑟. 𝑝𝑎𝑠𝑠 == 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑)&&(𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒 = 𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒)) 

{  

//Set threshold 

𝒊𝒏𝒕 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 = 10;  //default threshold for password length is 10 

𝒊𝒏𝒕 𝑙𝑒𝑛𝑔𝑡ℎ = 𝑠𝑡𝑟𝑔𝑙𝑒𝑛(𝑢𝑠𝑒𝑟. 𝑝𝑎𝑠𝑠); 

𝒊𝒇 𝑙𝑒𝑛𝑔ℎ𝑡 ≥ 11 && 𝑙𝑒𝑛𝑔𝑡ℎ ≤ 20; 

{ i𝒏𝒕 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 = 15;  } 

𝒊𝒇 𝑙𝑒𝑛𝑔ℎ𝑡 ≥ 21 && 𝑙𝑒𝑛𝑔𝑡ℎ ≤ 30; 

{ i𝒏𝒕 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 = 20;  } 

// Test for keystroke 

𝒊𝒇 ((𝑢𝑠𝑒𝑟. 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 + 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ≥ 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒)&&(𝑢𝑠𝑒𝑟. 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 − 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

≤ 𝑘𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒)) 

{ “Login successful” } 

else 

{ “Access denied due to keystroke conflict”  } 
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else 

{ “Password or username incorrect”  } 

End 

 

 

 

 

 

 

 

 

 

 

 

3.2.4 Sales and Stock Processes 

 This step is after the login, the user click on the process he wants to perform operation on, follow the steps 

and submit after wards. The follow lists are the pages on the index page for performing the named operations; 

 View Transaction 

 Add Product 

 Daily Report 

 Transaction list 

 Change password 

 Create User Account 

 Stock Category 

 View stock 

 Branch 

 Logout 
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3.3  Relational Database Model for the System 

        

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Login 

User_id int(30) pk 

Username Varchar(30) nn 

Pass Varchar(30) nn 

Name Varchar(30) nn 

Role Varchar(30) nn 

Branch_id Varchar(30) nn 

Keystroke_Time(30) nn 

Branch 

Branch_id mediumint(40) pk 

Name Varchar(40) nn 

Branch_manager varchar(40)  

Customer  

Id int(50) pk 

Fullname Varchar(50) 

Gender Varchar(30) nn 

city Varchar(40) nn 

State  Varchar(40) nn 

Telephone  Varchar(40) nn 

Address Varchar(50) nn 

Category  

Cat_id mediumint(9) pk 

Category Varchar(40) nn 

Products 

Product_id mediumint(30) pk 

Product_name varchar(50) nn 

Unit_price Varchar(30) nn 

Category Varchar(40) nn 

Quantity Varchar(40) nn 

Branch Varchar(40) nn 

Barcode Varchar(40) nn 

Purchase order 

Transact_id mediumint() pk 

Date  date nn                                                                                                   

Customer_name Varchar(50) 

nn 

Total Varchar(50) nn 

Paid Varchar(50) nn 

Acc_balance Varchar(50) nn 

Invoice Varchar(5000) nn 

Operator Varchar(50) nn 

Item1 Varchar(100) nn 

Item2 Varchar(100) nn 

Item3 Varchar(100) nn 

Item4 Varchar(100) nn 

Item5 Varchar(100) nn 

Item6 Varchar(100) nn 

Item7 Varchar(100) nn 

Item8 Varchar(100) nn 

Item9 Varchar(100) nn 

Item10 Varchar(100) nn 

Branch Varchar(500) nn 

Trans_session Varchar(30) nn 

Qty Varchar(30) nn 

Unit_price Varchar(30) nn 

Stock  

Id mediumint(50) pk 

Item Varchar(40) nn 

Unit Varchar(30) nn 

Qty Varchar(30) nn 

Price Varchar(40) nn 

Amt_paid Varchar(40) nn 

Balance Varchar(40) nn 
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 Login Table 

The user id, username, password, users’ privilege, branch and the keystroke time 

are stored on the login table. 

 
 

 

4 RESULTS AND DISCUSSION 

Create Account 

 This page is used for the creation of new user account by users with admin level privilege. 
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In this module, the keystroke feature is extracted from the password typed in by the authorized 

user when creating account to statistically calculate the Keystroke Time which will be saved in the 

database against each user.  

 

 
Figure 3:      The create account page 

 

 Branch: the branch selected will be profiled to the new user. 

 Admin (if it is an admin user) 

 

Creation of Keystroke Dynamics Authentication  

This page shows the initial keystroke data of an individual user created which will be stored in the 

database after creating the account. 
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     Figure 4:       The keystroke created 

 

 
           Figure 5(a):  Account creation for user 1 
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 Figure 5(b):  Keystroke dynamics authentication created for user 1 

 

 
 Figure 6 (a):  Account creation for user 2 
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 Figure 6 (b):      Keystroke dynamics authentication created for user 2 

 

Login Page 

 The login page is where users are accessed by identifying and authenticating the user 

through the username and password presented by the user. All other pages of the application will 

refer the user to the login page for authentication. 
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 Figure 7:      The application login page 

 

 Username:  enter username used for registration 

 Password: is a secret word or alphanumeric used to gain admission into the system 

which can only be created by an authorized user. 

 

Error Page for Wrong Login Details  

This page shows the error, to inform the user that the username or password doesn’t correspond 

with the initially stored in the database. The system only proceeds to keystroke verification only 

if the username and password corresponds. 
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           Figure 8:       Error page for wrong username or password 

 

 Back: it directs the user back to the login page 

Error Page for Keystroke Dynamics 

This page shows the error, to inform the user about the reason for being unable to login. It will get 

the information detail stored in the database against the present one from the login page. If a 

malicious transaction is suspected, even if the password is correct, the unauthorized user won’t be 

able to login because of the keystroke data saved against each user in the database. The present 

keystroke data of an individual user might be more or less than initial keystroke data stored in the 

database. The page takes you back to re-login. 
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Figure 9:        Error page for keystroke dynamics out of threshold 

 

 Back: it directs the user back to the login page 

 

 
 Figure 10(a):       User 1 login page 
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 Figure 10(b):       User 1 error page for keystroke dynamics authentication.  

 

 
 Figure 11 (a):       User 2 login page 
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 Figure 11(b):  User 2 error page for keystroke dynamics authentication.  

 

Home Page 

This page is the initial page of the website, the point of entry to all the information stored within 

the application. It contains link to selection of all other available content. This page summarizes 

the aim of the work. 
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Figure 12:      Home page 

 

It contains the following options: 

 Change password: this is where all the staff can change the secret word used, for a 

new user and when the user feels it is exposed. 

 Create account: to create new account for staff. 

 Manage users: this where the admin user can delete a staff id when resigned or fired 

 Stock category: is the type of goods available for sales. 

 View stock: this is where the staff can view the goods available in the stock. 

 Transaction: is the day-to-day sale. 

 Add product: is used to add product to the stock. 

 Daily report: shows daily journal. An admin user can check for all staff transaction 

while the sales representative can see his transaction alone. 

 Barcode Reader: shows transaction using a scanner or manual input of the product 

id. 
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             Figure 13(a):       User 1 login page with correct username, password and keystroke 

 

 
 Figure 13(b):  User 1 Home page after Keystroke Dynamics Authentication 
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 Figure 14(a):  User 2 login page with correct username, password and keystroke 

 

 

 
Figure 14(b):      User 2 Home page after Keystroke Dynamics Authentication 

 

Change Password 
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This page allows user to change the password to protect their accounts from fraudulent 

transactions. The keystroke data will be extracted from the new password which will be saved 

against the user in the database. It is advisable for a user to change their password every three 

months to protect their accounts and saves the company from losses. 

 

 

Figure 15:     Change password page 

 

Error Page for Change Password 

This page occurs if the new password and the confirm password doesn’t match. 
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Figure 16:       Error page for mis-match password 

 

 Logout: exit the application. 

 Back: it directs the user back to the change password page 
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5  CONCLUSION 

In this work, a behavioral biometrics, keystroke dynamics authentication solution is proposed on 

the usual password authentication used for authorization. The inventory of different steps in 

business enterprises where taken with emphasis on stocking, transaction and staffing processing 

to develop an e-commerce system that a multifactor authentication is implemented on with the aim 

of enhancing the security system. The researchers implemented a behavioral biometric method, 

keystroke dynamics authentication static method on the usual passwords authentication for login 

to produce a multifactor authentication system that helps tackle the variety of security frauds 

involved in user login process, whether in house or from the outside by using the typing style of 

the authorized users which has been proven unique with the password. The researchers suggested 

a more secured method for Authentication, as well as a business solution for SMEs.  This work 

can also detect whether a user is authorized or fraudulent which makes it secure. Experimental 

results show that the performance and effectiveness of this system demonstrate the usefulness of 

implementing it. The system is also scalable for handling large volumes of transactions. This new 

system meets user needs, easy to understand and can be used by both educated (professionals) and 

uneducated (local traders) users. This system has qualities such as reduction in the cost of adding 

new features to the existing system since the keyboard is the only hardware required and also built 

in maintenance view with low execution and response time. 
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