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Abstract

This work investigates and show the performance of destination assisted node in ensuring secure communication in a dual-hop broadcast
system. The information transmission occurs between the transmitters which are assumed to be equipped with single antenna through a
number of intermediate untrusted relays to the receiver in the presence of multiple passive eavesdroppers. This work assumes that there is
no direct link between the transmitter and the receiver and hence, the relay node, receives either the information or noise signal at every
transmission processes. Since the transmission occurs in a two-phase, the legitimate receiver is contributing a degrading noise to both the
eavesdropper and relay node channels during the first phase while it receives information from the transmitter through the relay during the

second phase. Simulation results are used to illustrate the performance of the proposed scheme.
© 2020 The Korean Institute of Communications and Information Sciences (KICS). Publishing services by Elsevier B.V. This is an open access
article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Wireless communication has become the common means
of transmitting information signal from the transmitter to the
receiver(s) in recent times due to its ubiquitous, openness in
nature and constant availability. Leveraging on this property,
it is very easy for unintended receiver to have access to
transmitted signal(s) in terms of eavesdropping or interception
which leads to compromise the security, integrity and privacy
of the transmitted signal(s). Security in wireless system had
been traditionally achieved by cryptographic approaches which
are usually implemented at the upper layer of open system
interconnect (OSI) [1]. However, various research efforts had
shown that the use of cryptographic method leverages on
the computational power of the eavesdropper which usually
proved not effective if the eavesdropper has high computa-
tional power which can give it the ability to obtain channel
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information about the transmitted signal, and hence informa-
tion secrecy is compromised. Due to fading nature of wireless
channel, signals transmitted over the wireless medium undergo
severe signal degradations during the transmission from the
source to the respective receiver. Leveraging on this property,
the use of physical layer approaches helps achieve a secure
communication in wireless broadcast channel.

The author in [2] introduced the concept of wire-tap chan-
nel where it was shown that secret communication in wireless
broadcast system is attainable if the channel capacity of the
main receiver is higher than the channel capacity of the
eavesdropper. This study relies on information-theoretic ap-
proach where coding and signal processing technique are used
to achieve system secrecy [3,4] (and references therein) to
achieve information security in wireless system. The vari-
ous approaches of using Artificial Noise (AN) as jamming
signal to secure information transmission in broadcast wire-
less system by degrading the eavesdropper channel had been
discussed by [5,6]. The use of cooperative communication
which involves the use of relay node that helps to retransmit
information between the source and the legitimate receiver had
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been discussed by several authors and it was shown that the
secrecy increases with the relay node but there is problem
of increase in system complexity and power consumption.
Shuiyin et al. [5] and many authors had studied the physical-
layer security in the presence of external eavesdroppers that
are different from the relay which tried to intercept the com-
munication between the source and the receiver. The concept
of untrusted node was considered in the case of defense
system, financial application, and government intelligence net-
works, where some privilege information has be shared among
few nodes in the entire system. This can also be found in ad
hoc network where communication is only expected between
certain nodes in the network. In this case, the relaying node,
being from different network, may be considered untrusted [7].
Kalamkar et al. [8] had equally shown that communication
via an untrusted relay can be beneficial for the relay channel
with orthogonal components while it was shown that the
positive secrecy rate is achievable with the destination assisted
jamming, where the destination sends jamming signals during
the source-relay communication. Untrusted relay scheme was
discussed by [5] where the relay node acts as both the helper
and eavesdropper while the authors in [6] proposed the use of
beamforming technique and AN to achieve secure communi-
cation in two-hop systems. The AN is used to impair the Eve’s
channel while the receiver is not affected by the noise since
there is orthogonal projection between the transmitter to the
legitimate receiver’s channel. All the proposed schemes have a
major challenge since the CSI of the receiver must be known to
the transmitter which leads to additional bandwidth and power
consumption since there is need for a feedback information
from the receiver to the transmitter so as to estimate its
channel. Also, in case of imperfect channel estimation, AN
signal may leak to the receiver’s channel which will lead to
reduction in its SNR

In cooperative jamming, the performance of the system
is highly dependent on the jamming strategy as well as the
power allocation level at the different nodes. For instance,
in a low state jamming power the amount of noise reaching
an eavesdropper will be too low to have a degrading effect
which will make secure communication venerable to attack.
Also, if the transmit power of the relay node is very high,
the possibility of AN leakage to the destination node is very
high [9]. Also, authors in [10,11] proposed an approach where
both the relay and jammer are powered by source transmission.
In the work, the authors observed that as the jammer gets
closer to the information source, the average secrecy rate first
increases and then decreases, this shows that the jammer can
cause a stronger interference but with the adequate power
allocation from the relay will ensure adequate security. The
authors in [12—14] introduced the use of power splitting relay
(PSR) and time switching relay (TSR) technique to achieve
more secure and robust communication. It was observed that
PSR achieves greater secrecy capacity more than TSR when
the channel condition is unfavorable to the eavesdropper for
wiretapping.

In this work, a confidential message to be exchanged be-
tween the transmitter and legitimate receiver through multiple
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Fig. 1. The system model for two-hop untrusted relay network.

relay nodes is considered assuming that no link existed be-
tween the transmitter and the receiver. In order to address this
problem, a dual-hop transmission between the transmitter and
the receiver is used where during the first-hop transmission,
the receiver node generates an AN from its terminal node and
broadcast which can be received by all the relay nodes and the
eavesdropper but transmitter (no direct transmission) since all
the relay nodes are considered as potential eavesdropper while
during the second-hop transmission, the transmitter transmits
information signal which is conveyed to the receivers through
the intermediate relay nodes. More so, we consider the optimal
power allocation at each of the relay node to maximize the
end-to-end achievable rate. Our focus is to optimize the chan-
nel between the relay and the destination node. The benefit
is to achieve a more secure transmission in such a way that
the potential eavesdropper will be experiencing a corrupted
signal at every transmission processes. Considering the fore-
going information, we can observe from this work that it has
some advantages over the conventional uses of AN which
includes (a) the CSI of the eavesdropper is not required at the
transmitter since there is no direct link between transmitter and
receiver, (b) single antenna is enough at the transmitter since
the degrading noise is generated by the receiver (c) the AN
cannot be completely removed by Eve even if eavesdropper is
close to transmitter.

The rest of this paper is organized as follows. Section 2
introduces the system model and performance analysis is in-
troduced in Section 3. Section 4 presents the numerical results
and the paper is concluded in Section 5.

2. System model

In a simple dual-hop cellular system that comprises of
broadcast and medium access control (MAC) as shown in
Fig. 1, where the information source (S) is communicating a
confidential message with a destination node (D) through the
number of M untrusted intermediary relay nodes i.e. M =
{Ry, Ry, ..., Ry} in the presence of a passive eavesdropper
(E) whose intention is to intercept the transmitted signal
between S and D. It is assumed that all the nodes involved in
the system model are equipped with single antenna and they
assumed to be operating in half duplex mode i.e. the relay
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receives during the first-phase and transmits during the second-
phase. In order to ascertain the effect of relay node, we assume
that there is no direct link between the information source,
destination node and eavesdropper. The channel between node
a and node b where a,b € {S,D, E, R;} is denoted by
hqp and is modeled as complex Gaussian variable with zero
mean and variance o2 ie. (0,02). All {h,,} are mutually
independent and remain constant within one frame and vary
independently from one frame to another frame. The channels
are assumed to be symmetrical and reciprocal, i.e. figp = hp,.
The additive noise at each receiver is modeled as independent
and identically distributed (i.i.d.) complex Gaussian variables
distributed as CA/ (0, 0?%). The instantaneous CSI of each
channel is locally known to the receiver and is also known to
the transmitter by the channel reciprocity technique. However,
the instantaneous channel state information (CSI) about the
eavesdropper channel. hg g}, h(p r;) 1S unknown to source,
relay and destination nodes since the passive eavesdropper
never transmits any signal so as not to remain anonymous. The
local CSI known to each node is not shared with other nodes
except that each relay node should report scaling factors g de-
fined latter in the text to D. Since there is no interface between
relay nodes to share signals and local CSIs, and the CSI of
the eavesdropper link is unavailable, the multiple relay nodes
cannot cooperate in unveiling the transmitted source message,
precoding the signal so as to maximize the secrecy capacity,
or jointly transmitting AN has no impact on destination node.
In this approach, we also assumed that there is no common
jamming signals or seeds of random noise generator that are
known both for source and destination.

In this dual-hop scheme, to achieve a secure transmission, S
first broadcasts information signal x with zero mean and power
P, which is denoted as x ~ CN (0, Ps) to all relay nodes,
where Ps = E [|x|2] is the transmit power at the transmitter.
At the same time, D broadcasts an artificial noise w ~
CN (0, Pp) simultaneously. We assume that w is independent
with x.

3. Performance analysis

In this, to achieve a secure transmission, S first broadcasts
information signal x with zero mean and power P; which
is denoted as x ~ CN (0, Ps) to all relay nodes, where
Ps = E[|x|*] is the transmit power at the transmitter. Also,
D broadcasts an AN w ~ CN (0, Pp) simultaneously. We
assume that is independent with s. The signals received by
the relay node and eavesdropper during this transmission phase
can be written, respectively, as

y,-:hS’Rix+hD,Riw+nRi. i=1,2,....M (D)
Vi = hpgw +ng @
where an.,ng) ~ CN(0, 0?) are the additive noises. hs g,
hp g and hp g are the channel coefficient between source and

relay, destination node and relay, and destination node and
eavesdropper. On the other hand, in the second transmission

phase, when the relay node employs AF protocol to retrans-
mit the signal to hp g and E, each of the relays R;,i =
1,2,..., M transmit x; = B;y; + z; where

Bi = e_j (‘pS,Rl- +<.0D,Rl-)

X / Pp — Pi/\/PS‘hS,Ri|2+PD|hD,R,~|2+(72 (3)

Where ¢ . = Lhg p. are the phases between source and relay,
and destination and relay, respectively. Ps = E [Izilz] is the
power of the artificial noise z;, Pg is the individual power
constraint of each relay nodes. Assume that R; will broadcast
Bi to D. It was assumed that @5 g;» Pp.g, Are i.i.d variables
uniformly distributed over (0, 277), and that is the Box—Muller
transform of ((pS'R’_, ch,Ri), then z; ~ CN(0, P;). The power
of z; is determined by

P = P.-min (1, \hp.x,|7%) @

where P, is the maximum power allocated to Z;. When the
link quality R; — D is relatively better, more power will be
used for forwarding y;. Similarly, in this transmission phase,
the signal received by D is expressed as

M
Yo=Y _hpr (Biyi+2) +np )

i=1

M M
yo=alx+alw+ > hprzi+ Y Bihprng +np (6)

i=1 i=1

where np ~ CN(0,0?) is the additive noise, «? = Y,
Bihs r;hp g, and a? =", ,Bith’Ri are known to D. In addi-
tion, D can retrieve Ps R, from B; and hence it can reconstruct
Z;. Therefore, the AN ocgw, Z,Ai1 hp,r;z; can be removed by
interference cancellation.

Similarly, the signal received by the eavesdropper during

the 2nd phase can be expressed as

M M
yg) = ozfx +0‘£w + ZhngiZi + ZﬂihgvkinRi +n(EZ) @

i=l1 i=1

where ng) ~ CN(0,0?) is the additive noise. Also, af =

Zi ﬂihS,R,-hE,R,-a and C(i = Zi ,BihD,RihE.Ri~ It is worth not-
ing that the eavesdropper can obtain an estimation of w from
the signal it has received during the first phase, i.e. y} in (2).
Taking this estimated w as pilot signal, eavesdropper can also
blindly estimate . Therefore, we may reasonably assume
that the eavesdropper can partially cancel the interference term
oF.

Considering worst-case scenario, we also assume that this
term has been canceled completely. The effective received
signal at the eavesdropper is defined as

M

Ve =alx+ Y hpr (4 Bing)+nf @®)
i=1

From the foregoing, power can be optimally allocated Pg, Pp,

Pr and P; in order to achieve best secrecy performance, but

for the reason of simplicity, we assume equal power allocation

among all the nodes and set Py = Pp = Pg = P, P, = P)2.
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Fig. 2. The average secrecy capacity.

From (5), (7) and (1), the instantaneous SNR at D, E and R;
can be written as

M
Yo =7 |a£|2/2|ﬂihD,Ri|2+1 ©)
ve=7-|of| /Z( + 18] )|hE,Ri|2 +1 (10)

vi=7 - lhsg?/VIhprP+1. i=1,2....M (11)

where y = P /2. The secrecy capacity and the secrecy outage
probability can be written as

1
G = 5(log(1 +yo/1+y)7, 12)

Pour = Pr{cs < Rs} = PI'{(] + VD/] + V) < J/th} (]3)

where y = max{yg, y1, V2, . - -
22Rs i the threshold SNR

) )/M}s ((l)+ = maX(Cl, O)s Yih =

4. Numerical results

For simplicity, we assume that all links have the same
average channel gain, ie. h,, = 1,Ya,b € {S,D, E, R;}.
The average secrecy capacity and secrecy outage probability
are used to evaluate the performance of two-hop scheme.
In Fig. 2, we assume that 10 numbers of intermediate relay
nodes were used while the transmission rate is assumed to
be 0.2 bits/s/Hz, it was found that the overall system secrecy
performance improves considerably. Furthermore, it can be
seen that when only the relay node transmits AN to E node the
secrecy performance achieved is relatively lower as compared
to when D only transmits. This can be explained as E closes
to D more than relay terminal while at the same time D did
not contribute any additional noise to degrade the eavesdropper
channel. The performance increases considerably when relay
node and D are in jointly contribute AN transmission. This
shows that even with untrusted relay terminal, information
secrecy is obtained when D terminal contributes additional
noise. Fig. 3 is the secrecy outage probability (SOP) curve, the
curve shows the degree of impossibility for E to intercept the
hidden transmitted codewords as the number of noise sources
increases.
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Fig. 3. The secrecy outage probability.

5. Conclusion

In this work, we examined the performance of using des-
tination assisted node to achieve secure communication in
broadcast system with untrusted relay node. The numerical
results obtained show that secure communication is possible
in such situation when the destination node contribute noise
signal to degrade the signal quality of the relay node and
equally has the capacity to remove its own self-interference
signal.
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